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EXECUTIVE SUMMARY 

This document produces the first fundamental basis for the development of RESOLUTE’s methodology. 

It provides a comprehensive overview of concepts, notions and views on resilience, as well as other 

related aspects of systems theories and risk management. 

Resilience is a far reaching idea and has attracted the attention of a wide range of scientific domains. 

The definition of the concept varies somewhat according to literature domains but bears on a common 

need to address high complexity, variability and uncertainty that increasingly challenges current risk 

management practices. Literature often denotes that within many of such domains the term resilience 

has been used mainly as leverage to re-launch previously existing arguments and views, under a 

merely renewed terminology. Nevertheless, literature shows that significant advances have been made 

in risk management approaches, tools and assessment, even if not always grasping the full extent of 

their implications towards coping with complexity and fast pace changing operations. 

The domain of resilience engineering stands out by addressing resilience as an overarching concept, 

aiming to develop its theoretical foundations beyond its specific application to industrial sectors and risk 

domains. While empirical evidence clearly supports the foundations proposed by resilience engineering, 

specific metrics and methodologies remain sparse. 

Various proposals for resilience assessment were found, even if originating and focusing on specific 

domain needs, as opposed to an overall comprehensive assessment. This emphasises the need for 

research efforts on integrated and comprehensive tools to support the management of system 

resilience. 

A draft conceptual framework is proposed and will be used to support the continued work under work 

package 2. This work will mainly focus on further analysing the contents of this document, culminating 

with the development of thorough and applied guidance for RESOLUTE methodology. This will be the 

subject of Deliverable 2.2 (Synthesis and scoping for RESOLUTE) on month 8 of project development. 
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1 INTRODUCTION 

The state of the art (SotA) constitutes a key output of work package 2 (WP2) of RESOLUTE. The focus 

of this WP is the retrieval of evidence, assessment and synthesis of knowledge on resilience, aiming to 

support RESOLUTE research methodology and produce a suitable conceptual framework. This 

document constitutes the first deliverable (D2.1) of the WP and integrates the outcome of four different 

tasks: 

 T2.1 addressed the review of resilience related literature and other related domains such as 

risk management and assessment. 

 T2.2 addressed the review of risk analysis and management guidelines, both at EU and 

member state level. 

 T2.3 addressed the review of applied tools and methods on resilience and other related 

operational and managerial aspects. 

 T2.4 addressed the review of training practices and programmes. 

As stated in RESOLUTE objectives, while resilience concepts and approaches seem to provide useful 

solutions to address current needs of urban transport systems, they remain unclear on many aspects. In 

particular, the broadness of the notion itself challenges many conventional perceptions and practices on 

risk management. Resilience is conceptually grounded on various overlaps between different 

engineering and social disciplines, which highlights its multidisciplinary nature. In particular, the growing 

complexity of relations between humans, humans and technology and increasingly between different 

types of technology, are at the core of the heightened interest in this domain. 

Modern organisations are increasingly shaped by technology (automated processes, computer-based 

cooperation networks, decision support systems, multimedia applications, etc.) integrating social and 

organisational elements that are fundamental to understand system behaviours and should be viewed 

as embedded in the system (Tschiersch and Schael, 2003). In today’s society, the more developed and 

technology-based systems are the more complex and safety-critical they become, thus imposing high 

performance levels towards safety and efficiency. The more system complexity and safety-criticality 

increase, the more human operators’ skills, competences and abilities become important for system 

efficiency and safety.  

Technology is increasingly interactive and therefore, no system can be regarded as purely technical. 

Every engineered system, regardless of its technological level and nature, is inherently a human 

purpose system and foremost relies on human decision making and action. Thus, systems integrate 

people and their tasks, technology allowing for tasks performance and related communication and 

cooperation, as well as the organisational structure. They ultimately rely on an adequate cooperation 

between humans and technology being subject to an intrinsic variability, whose leading factors must be 

identified and understood. In order to ensure the success of the system, resulting from a good 

cooperation between humans and technology, the different factors leading to performance variability 

must be identified and understood. These factors, resulting from the diversity of human characteristics 

and functioning, as well as their short-term and life span variability, contradict the assumption of the 

stability of human activity over time that presides to the design and management of numerous 

sociotechnical systems. 

The purpose of this Deliverable is to foremost provide a broad scope insight on resilience theoretical 

foundations, tools and guidelines. A systems perspective and related notions are initially introduced, 
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providing the foundations and context on which resilience is considered to become a relevant approach. 

In particular the implications of high complexity and dynamics over risk management and decision 

making are explored. An extensive review of resilience definitions, concepts and assessment tools is 

then provided, followed by an overview of the current European legal framework and existing relevant 

standards. Finally, relevant training principles and needs are explored. 

The structure of the document does not explicitly reflect the four different tasks that are synthesised 

under this deliverable. While it is important to demonstrate the work developed under each task, the 

structure used here was considered more coherent towards the need to provide in-depth understanding 

of resilience and its foundations and towards supporting the objectives to be pursued within 

RESOLUTE. Table 1.1 provides an overview on how each of the sections in the document relates to 

each of the four tasks addressed by the deliverable. 

Table 1.1: Relation between RESOLUTE planned tasks and the structure of the SotA 

RESOLUTE tasks State of the Art (SotA) structure 

Task 2.1: Review of resilience 
related literature 

 Complex sociotechnical systems 

 Resilience and sustained adaptability 

 Assessing and measuring resilience 

Task 2.2: Review of risk analysis 
and management guidelines at 
national and EU level 

 Legislation and standards 

 Risk management in complex systems 

 Resilience related international programmes and guidelines 

Task 2.3: Review of applied tools 
and methods 

 Risk management in complex systems 

 Functional resonance 

 Resilience related assessment and modelling tools 

Task 2.4: Training programs 
review and assessment 

 Review of training programmes 

 

A RESOLUTE conceptual framework has been drafted with the aim of steering further work in pursuing 

project objectives. This conceptual framework is presented in Figure 1.1 and it is composed of three 

main parts, representing the system aspects to be addressed by RESOLUTE: 

(1) The Resilience theoretical and methodological background that justifies the need for Sustained 

Adaptability;  

(2) The application field within RESOLUTE (the Urban Transport Systems) as complex and safety-

critical sociotechnical systems, within which the different modes and related vulnerabilities 

constitute the targets of RESOLUTE;  

(3) The need to address both expected and unexpected (unforeseeable) events, for which four 

system capacities are considered fundamental (knowing what to do, knowing what to look for, 

knowing what to expect and knowing what has happened) preparedness and closing the loop 

from a sustainable adaptability as a basis for a permanent adjustment towards success.  

This theoretical framework represents a general guidance for the project development, and will be 

completed during the project life. It is expected that the next Deliverable 2.2 (Synthesis and scoping for 

RESOLUTE - M8) will present a significant improvement on the structure and contents of the theoretical 

framework.  
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Figure 1.1: RESOLUTE draft Conceptual Framework 
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2 COMPLEX SOCIOTECHNICAL SYSTEMS 

Sociotechnical systems were considered the background for the investigation of growing complexity and its 

impacts on safety. A complex sociotechnical system is composed of different sub-systems, each one being a 

system on itself. Several interactions occur within the system environment so that the system is much more than 

the sum of its parts.  

According to Dekker (2011) complex systems present the following characteristics: (1) they are open to 

influences from the environment where they operate and influence the environment in return; (2) each component 

of the system is not aware of the system behaviour as a whole neither of the effects of its actions, and its 

complexity results from the multiple relationships and interactions related to the local actions; (3) as the 

knowledge of each component is local and limited, the system behaviour cannot be reduced to behaviour of the 

components; (4) complex systems operate under varied and unstable conditions on the basis of a permanent flow 

of actions performed by each of their components, which are essential for the system survival within a dynamic 

environment; (5) interactions within complex systems are non-linear, which means that there is an asymmetry 

between input and output, that is to say that small events can produce large effects resulting from internal 

feedback loops generating multiplier effects; finally, (6) the behaviour of a complex system is related to its origin 

and past, which explains its present behaviour. 

In order to allow for a better understanding of sociotechnical complex systems, system theories are discussed 

below, as well as the characteristics of complexity. This will support the development of a conceptual framework 

of Resilience Engineering applied to the target field within RESOLUTE: urban public transport systems. This 

approach highlights human and organisational factors as grounds for understanding and managing safety and 

security within complex sociotechnical systems. Thus, a review of literature starting from basic concepts is 

necessary and is described below. 

2.1 Systems of systems 

Mansfield (2010) defines a system as a “hierarchic or networked group of interdependent components that when 

regarded as a whole, exhibit a certain behaviour that is not present in any one part, but arises from the interaction 

of the parts”. In systems, not only the whole is “greater” than the sum of the parts, but also the relations between 

parts condition the functioning of parts and of the whole system (Jackson, 2010). Jackson (2010) further 

considers that the nature of the system is defined by the interactions and interdependencies of its parts. Relations 

between components may be structured by links of physical, social or organisational, or even formal or informal 

nature, among others. The author also refers that the behaviour exhibited by the system and produced by the 

existing relations within it, is an emergent property of the system in question. Such properties are the 

characteristics of the whole and not of its parts (Jackson, 2010). This is also what defines the boundaries of the 

system. The limits of a given system are the consequence of the relations considered and the behaviours 

originated. As noted by Hollnagel (2009), this renders the definition of system boundaries dependent on the 

purpose and scope of its description. Any elements beyond, outside or not involved in the relations and 

behaviours considered are designated as the environment of the system.  

A public transport system operating in an urban environment is an example of a system being composed of 

different systems as its parts: the different transport modes (road, rail, waterborne, etc.) being each one a system, 

the related infrastructure (exclusive or shared with other transport modes), the available technology for each one 

(vehicles, traffic control centres, information and ticketing technologies, etc.), people (operators and users) and 

the organisational, planning and communication levels of each mode so that the whole system is working as a 

network of connections allowing for a variety of trip choices. The urban public transport system interacts and/or 

overlaps with other systems, such as the urban motorised and non-motorised traffic and the logistics of a variety 



RESOLUTE D2.1 - State of the art review 

WWW: www.resolute-eu.org  Page 14 of 127 
Email: infores@resolute-eu.org 

of urban services. From this perspective, the operational environment of each transport mode is in itself a system, 

and a given environment may be shared by several “separate” systems. 

2.2 Sociotechnical systems 

Modern organisations are increasingly shaped by technology (automated processes, computer-based 

cooperation networks, multimedia applications, etc.) integrating social and organisational elements, which are 

fundamental to understand the system behaviour and should be viewed as embedded in the system (Tschiersch 

and Schael, 2003). These systems are not just technical once they integrate people and their tasks, technology 

allowing for tasks performance and related communication and cooperation, as well as the organisational 

structure. The notion of sociotechnical system is likely to be one most frequently used in recent studies of 

organisational contexts. Mansfield (2010) points out that the term was first used in the context of work-related 

studies and it was aimed at emphasising the interaction between people and technology. This presupposes 

interactions between people and between people and technology. From this perspective, sociotechnical systems 

are distinct from purely technical systems, and from natural systems (Vugrin et al, 2010). While technical systems 

are those created by humans but under normal conditions, operate independently (certain types of software for 

instance), natural systems include all those that were not created by humans and where no human intervention 

exists (natural ecosystems).  

Jackson (2010) distinguishes a socioecological system from a human intensive system. Jackson (2010) defines 

the later as any system where the human element is the dominant one. This would include every organisation, 

from governmental institutions to companies and communities, as illustrated by the system responsible for the 

response to the hurricane Katrina (Jackson, 2010). A socioecological system is defined by Jackson (2010) as the 

result of human intervention in a natural system, such as the building of dams on rivers or any conservation 

action in forest or other natural habitats. In human-intensive as well as in socioecological systems, there is bound 

to be some form of interaction between humans and technology, and therefore, both could also be considered 

sociotechnical systems.  

From a human factors perspective, any such systems could be considered “human intensive”, since at any 

instance, the control of a dam or the management, planning and implementation of conservation measures rely 

on human decisions and actions. To some extent, different degrees of “intensity” could be considered. As pointed 

out by Jackson (2010), the key principle of any systems approach is the definition of its boundaries. 

2.3 Systems approach 

Jackson (2010) considers this a designation for methods dedicated to the design, analysis and management of 

complex systems. Jackson (2010) synthesises this approach with the following steps: 

 The identification of system elements provides grounds for the selection of appropriate methods and 

disciplines for the study of each element. 

 The subdivision of elements into smaller elements enables proper focus on relevant system parts. 

 The grouping of elements provides means for better understanding the relations between elements with 

common goals and of overall system structure. 

 The identification of system boundaries supports the definition of the system and its goals, as well as the 

identification of the elements that most contribute to these overall goals. 

 The identification of functions for each system element further develops the understanding of system 

operations and how system functions are performed. 

 The analysis of interactions between system elements complements knowledge of system functions by 

looking into how elements perform together to achieve system goals. 
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 Understanding the system environment is crucial for the analysis of constraints on system operations 

and performance of system elements. 

Whenever relevant for system design or analysis, this may include looking at elements independently and their 

environment within the system, as each system element may have different environments and therefore, also be 

subjected to different performance constraints. 

 The identification of the emergent properties of the system, as previously stated by Mansfield (2010), 

constitutes a crucial step for understanding system functions and goals, as well as boundaries. 

 The development of a synthesis of functions and structures supports interpretation and understanding of 

system performance. 

 Like in any robust scientific approach, verification and validation are fundamental steps to be 

considered. 

Technology-based systems should develop an integrative model of Technology, Organisation and People (Figure 

2.1), which means that People are in the centre of the Organisation interacting and/or cooperating with 

Technology. None of these elements should be targeted separately; instead, they should be linked and 

interconnected, and viewed as an integrated part of the entire system.  

 

Figure 2.1: Integrative model of Technology, Organisation and People (Tschiersch & Schael, 2003) 

2.4 Complex systems  

There is no absolute definition of what complexity means. The only consensus among researchers is that there is 

no single aspect or feature that can singly justify a state of complexity and that views on factors contributing to 

complexity vary considerably. However, a characterisation of what is complex is possible. Complexity is generally 

used to characterize something with many parts where those parts interact with each other in multiple ways. The 

study of these complex linkages at various scales is the main goal of complex systems theory. In terms of one 

person’s ability to process information, complexity is seen as a great amount of information to process 

permanently within a dynamic environment in order to make appropriate decisions in useful time. 
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In terms of a sociotechnical system, complexity results from interactions and communication among the system 

parts, both human and technological together with the process dynamics (organisational). In the case of problem-

solving, complexity is a function of the interactions between three basic elements (Woods, 1988): (1) the world 

where the actions are performed, which can be dynamic creating uncertainty and risk; (2) the agent who acts on 

the world; (3) and the external representation of the world used by the problem-solving agent. In the same 

document Woods refers that complexity takes its roots in four dimensions of the environment: dynamics, several 

interacting parts, uncertainty and risk. Norros (2004) defines just three dimensions of the environment: dynamics, 

complexity and uncertainty, all interacting through action. These dimensions should be seen as attributes of the 

environment signalling possibilities and constraints with impact on actions towards success. The balance 

between these three dimensions of the environment is illustrated in the following model (Norros, 2004) 

highlighting the emergency of skills, knowledge and collaboration needs (Figure 2.2) to enable the construction of 

the action. This model is mainly directed to the construction of the human action (decision-making) under 

dynamic and complex environments where the permanent changing conditions introduce uncertainty.   

 

Figure 2.2: Interaction between dynamics, complexity and uncertainty (Norros, 2004) 

A fundamental distinction must be made beforehand between complexity and complicatedness: Something is 

said to be complicated when it possesses large numbers of parts and even perhaps some diversity in the nature 

and type of such parts but nevertheless, it assumes behaviours that can be fully explained based on linearity 

principles of cause and effect relations. Within complicated systems, understanding the behaviours of individual 

parts can lead to the identification of the factors that determine overall system behaviours and therefore, 

decomposing and describing system elements produces relevant system knowledge. This is the founding 

principle that still prevails in most risk management approaches, under which probabilistic and deterministic tools 

have so far been used to respond to risk assessment and control needs. 

Complexity on the other hand, emerges from the combination of parts or elements that are, not only relatively 

numerous but most of all, tend to assume very different natures and they exhibit very distinct patterns of 

behaviour. This means that the great diversity of system parts and their equally diverse behaviours can potentially 

produce combinations and interactions that in return, produce emergent system behaviours that cannot be 

explained or deducted from the knowledge of individual system parts. The variables and the amplitude of 

variability of phenomena emerging in complex systems performance cannot be adequately explained through 

linear reasoning and approaches. A complex system is a system that is more than the sum of its parts and 

therefore understanding and controlling risk requires looking beyond the behaviour of system parts, into the 

variability of interactions that are generated amongst them. The challenge then resides partly in the fact that 
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interactions can only be perceived through real system operation (hence being considered as emergent) and 

cannot be linearly predicted from knowledge of system parts and structure. 

Mansfield (2010) defines the distinction between complicated and complex systems, based on the way each of 

these two types of systems changes and evolves over time. The behaviour of complicated systems follows 

specific rules and, despite its numerous components, the relations between them remain fairly stable. Mechanical 

clocks are an example of complicated systems. A change of state in the clock’s components will be likely to 

change the time it displays on the dials, but it will not alter the clock itself and how it works. The behaviour of a 

complicated system is linear, as it could be described through a representation of the sequence of its relations 

and how they alter the state of the system in time (Mansfield, 2010). Complex systems on the other hand, are 

characterised by numerous interactions occurring between many of its parts at each given time. Axelrod & Cohen 

(1999) define complexity as the outcome of interactions, which lead to current events within the system, critically 

influencing the probability of future ones. Mansfield (2010) considers that complexity is only perceivable through 

the behaviour of the system, as opposed to considering its components separately. In this sense, the author 

considers that complexity is an emergent property. Axelrod & Cohen (1999) add that complexity emerges from 

the multiple ways in which events in complex systems tend to combine their effects, rather than simply adding, as 

in a mechanical clock. Consequences of events tend to diffuse unevenly via the multiple interactions occurring in 

the system. As mentioned by Axelrod & Cohen (1999), Mansfield (2010) and Marais et al (2007), complex 

systems can change in multiple dimensions. Components in complex systems may alter their state, form or even 

position within the system’s structure, and these changes produce effects across the system through the 

interactions with other system components. Hence, order in complex systems is emergent, rather than 

predetermined (Jackson, 2010). Leveson (2004) states that many systems have today reached a level of 

complexity with a potential for interactions that cannot be fully understood. The author points out the contribution 

of software for this increasing complexity, as it gave way to “more integrated, multi-loop control in systems with 

dynamically interacting components” (Leveson, 2004). Bertalanffy (2003) develops a similar distinction when 

referring to closed and open systems. Closed systems have no communication with their environment and 

therefore, components tend to settle into a state of equilibrium. Once more, the example of the mechanical clock 

applies, as no interactions with its environment exist and it operates in more or less accurate constancy. Open 

systems are subject to information exchanges with their environments. Open systems tend to acquire the traits of 

complexity, as they develop adapting mechanisms to their environment. Within this context, the main distinction 

between a complicated and a complex system resides in the fact that while the behaviour of the first remains 

compatible with principles of linearity and constancy, understanding the latter requires a nonlinear perspective. 

Nonlinearity is here considered the multiple dimensions that must be perceived concurrently, in order to 

understand the behaviour of a complex system. In this frame of mind, a complex system is defined as a network 

of components that interact nonlinearly and give rise to emergent behaviours (and properties), which cannot be 

perceived from the properties and behaviours of components. Mansfield (2010) proposes the change from 

caterpillar to butterfly as an example of a complex system. This is clearly a system where a change in one 

component can initiate interactions difficult to predict, which, as the author states, can either die away or grow to 

modify the system and its behaviour. Cook (2001) refers to a system of systems to discuss the high scale and 

complexity that today can be found in a great variety of contexts. When studying complex systems, often its 

components should themselves be viewed as sub-systems of a larger system, which leads to a more adequate 

perspective of complexity and its sources of variability and unpredictability (Cook, 2001). Jackson (2010) notes 

that this perspective should be applied when discussing systems that, despite their ability to operate 

independently, are often faced with the need to coordinate their efforts towards a common goal, and therefore, 

interact as a broader system. Examples of this can be found across all industry domains. Among others, research 

within transport sectors has widely explored this, even if some lack of suitable tools remains. 
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2.5 Variability and uncertainty  

The safety of complex sociotechnical systems requires the control of numerous factors, both at operational and 

managerial levels. The tight couplings and strong interdependencies that characterise most complex systems 

render the behaviour of such factors increasingly dynamic and variable. In relation to the dynamics of operational 

factors, Fujita (2006a) states that no system can avoid changes. They occur continuously throughout the lifetime 

of the system and are driven both by internal (e.g. through people’s actions) and external (e.g. economic 

pressures) factors. Mansfield (2010) considers the influences that components exert on each other through their 

relations as the source of change in the system. The interactions amongst components generate pressures for 

change in the state of the system and of components themselves. Due to their dynamics, complex systems are 

rarely in equilibrium, changing over time and leading to unexpected behaviours. Jackson (2010) considers that 

complexity in systems is also related to the need to constantly adapt to disruptions emanating from system 

pressures. Hence, complex systems are normally characterised by variability in time. Pressures amongst system 

components are themselves the result of pressures from the system’s environment. Svedung & Rasmussen 

(1998) refer to pressures generated by changes in public opinion and awareness, political climate, market 

conditions, and the increasing pace of technological changes, stating that, in order to survive, systems must 

adapt to such changes in their environment. These changes initiate adaptation processes within systems and, in 

return, the changes in the system will eventually produce changes in the environment. The shifting pressures 

between the system and its environment are the source of high dynamics and unpredictability. Axelrod & Cohen 

(1999) consider that because of the forces (pressures) within the system, which shape future events, cannot be 

added in a simple and linear manner, prediction in complex systems becomes very difficult. As stated above, 

complex systems can develop changes across many different dimensions and therefore, they exhibit a non-linear 

behaviour. Leveson (2004) adds that some systems have developed such degrees of interactive complexity that 

even experts may have incomplete information about their behaviour. This generates uncertainty in operations of 

complex systems.  

From the human operators’ side, variability results from the diversity of human characteristics and functioning, as 

well as their short-term and life span variability, contradicting the assumption of the stability of human activity over 

time that presides to the design and management of numerous sociotechnical systems. Indeed, there is no 

average human being; human variability, resulting from diversity or the instability of human activity, is actually an 

uncomfortable reality that systems designers and managers have to face and to act accordingly. As people are so 

different from each other, and are also subject to internal variability, this can lead to an important dispersion of 

performance even if the circumstances are totally identical. Sociotechnical systems within every context (industry, 

transport, health or other) are operated by human beings, which results in an increased variability and uncertainty 

imposing an ability to cope with towards stability. It is assumed that every system involving people is subject to 

human-related disturbances resulting from several interacting contextual factors. The nature and the dimension of 

the disturbance depend on the task that is being performed, the individual’s skills and their functional abilities and 

state, as well as the local conditions for the system performance and some related organisational factors (Reason 

& Hobbs, 2003). However, among highly trained and skilled groups of professionals, it seems that the variability 

of human performance, instead of being viewed as a constraint, should be viewed as the potential ability to 

recognize, adapt to and absorb variations, changes, disturbances, disruptions, and surprises, especially 

disruptions falling outside the set of disturbances the system is designed to handle (Hollnagel et al, 2006). 

Actually, both the system safety and efficiency rely on people being able to cope with local variability and 

uncertainty factors whilst maintaining sufficient awareness of the impacts of their actions and decisions across the 

system. Managing variability and uncertainty within a complex sociotechnical system is a matter of enhancing 

competencies and skills so that people may become more adaptable to high pace changing performance 

conditions. Some pitfalls on this aim of high competencies and team’s homogeneity occur as a result of fatigue, 

sleep deprivation, high workload or temporary health disorder.  
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According to Jackson (2010), the operation of complex sociotechnical systems tends to be highly unpredictable, 

as decisions and actions, once initiated, can rapidly produce chain reactions and therefore, become irreversible 

and difficult to trace back. This aspect, together with human variability, introduces uncertainty into the system, 

which requires from human operators the ability to cope with. Furthermore, one of the main consequences of the 

system complexity is the underspecification of operational conditions at all organisational levels. Thus, the system 

variability together with some lack or ambiguity of information, particularly in dynamic environments, lead to 

uncertainty. This requires an increased ability of people to cope with variability and uncertainty at a local level, 

which constitutes a fundamental resource to deal with such operational underspecification. However, this ability is 

in itself, a source of increased overall system uncertainty and variability. Any decisions made at a local level and 

the performed actions to manage the high pace changing environment generate an increased system dynamics, 

which will eventually increase the local uncertainty and variability. This highlights a tendency of complex systems 

to develop self-reinforced cycles towards unforeseen chain reactions, which rather than singly focusing on 

minimizing uncertainty and variability, requires the strengthening of people’s abilities to anticipate the need to 

adjust to and manage high pace changing performance conditions. 

The shifting pressures between the system and its environment are the source of high dynamics and 

unpredictability. Jackson (2010) points out that in complex (adaptive) systems, history is irreversible and the 

future is often unpredictable. Once actions are taken within the system, chain reactions can be produced that 

cannot be undone. As stated above, complex systems can develop changes across many different dimensions 

and therefore, they exhibit a non-linear behaviour. Leveson (2004) adds that some systems have developed such 

degrees of interactive complexity that even experts may have incomplete information about its behaviours. This 

generates uncertainty in operations of complex systems being one of the aims of resilience engineering often 

discussed by Hollnagel et al (2006) the ability to cope with variability of system operations and uncertainty about 

possible outcomes. 

2.5.1 Intractability 

On the basis of complexity and its resulting patterns of change, Hollnagel (2009) discusses tractable and 

intractable systems. The low complexity that characterises tractability provides the opportunity for a sufficiently 

thorough description of the system and its operation. Not only are there fewer components and details to be 

described, but also the relatively low dynamics of the system allows for the analysis process to be concluded and 

actions to be taken without compromising the validity of its outcome in view of the system’s state and condition. 

On the contrary, intractable systems incorporate the traits of complexity and therefore, operations tend to be 

underspecified (Hollnagel, 2009a). The level of complexity that most currently existing sociotechnical systems 

have attained, places them in the scope of intractability. One of the foremost repercussions of intractability is the 

underspecified nature of system operations. This means that, to a certain extent, system operations are unknown 

and therefore, potentially uncontrolled. Therefore, intractability of complex systems presents a major challenge for 

safety management. Within underspecified conditions, decisions must be made based on incomplete knowledge 

of operating principles and solutions must be reached within a timeframe compatible with the fast pace change of 

the system (Hollnagel, 2009a). Table 2.1 summarises the main characteristics of tractable and intractable 

systems. 

Table 2.1: Tractable and intractable systems (from Hollnagel, 2009a) 

 Tractable systems Intractable systems 

Number of details 
Descriptions are simple with few 
details 

Descriptions are elaborate with many 
details 

Comprehensibility 
Principles of functioning are 
known 

Principles of functioning are partly 
unknown 
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Stability 
System does not change while 
being described 

System changes before description is 
completed 

Relation to other 
systems 

Independence Interdependence 

Controllability Easy to control Difficult to control 

 

The level of complexity which most currently existing sociotechnical systems have attained, places them in the 

scope of intractability, as described in Table 2.. One of the foremost repercussions of intractability is the 

underspecified nature of system operations. This means that, to a certain extent, system operations are unknown 

and therefore, potentially uncontrolled. 

The lack of control that may result from intractability is mainly associated to the fact that the majority of safety 

models currently into practice do not account for the increasing dynamics and variability of complex 

sociotechnical systems. For the last decades, safety management practices have been grounded on a centralised 

and rigid top-to-bottom control of operations, which presupposes a thorough knowledge of system performance at 

every operational stage and level. In particular, throughout this period, significant efforts have been devoted to 

human error. In many cases, automation has been used as a path towards both reduced human intervention and 

increased dissemination of the top-to-bottom rigid and centralised control. In such many cases, the outcome has 

been the placement of human decision making at higher and more complex levels of systems control. Within this 

context, new safety management paradigms become necessary, in such a way that systems may cope with the 

high dynamics and uncertainty that result from the underspecified nature of their operations. Safety management 

practices must be capable of integrating certain degrees of flexibility within operational conditions, in order to 

cope with high dynamics and uncertainty.  

2.5.2 Understanding uncertainty 

Understanding uncertainty requires identifying its content, sources, causes and potential consequences. 

According to Grote (2009), uncertainty may concern the probability of an event (state uncertainty), a lack of 

information on the outcomes of an event and the underlying cause-effect relationships (effect uncertainty), or a 

lack of information about response options and their consequences (response uncertainty). Uncertainty can arise 

from incomplete information and inadequate understanding or undifferentiated alternatives of the available 

information (Lipshitz & Strauss, 1997, cited by Grote, 2009). Incomplete information can be objectively identified 

and so, the appropriate correction can be performed; however, both inadequate understanding and 

undifferentiated alternatives are not clear and easily identifiable sources of uncertainty involving several 

interactions between the characteristics of the decision, the related environment and the decision-maker. Due to 

these differences, just the incomplete information is usually defined as a source of uncertainty, being the other 

two aspects considered as a separate category: ambiguity. The undifferentiated alternatives are linked to the 

decision-maker goals, values, needs and attitudes together with the related expected benefits to the organisation. 

Concerning the inadequate understanding, it can result from too much or insufficient information, as well as 

potentially conflicting meanings in the information leading to confusion.   

Causes of uncertainty can be searched at an individual level, trying to explain individual differences in dealing 

with ambiguous information. However, it is essential to go one step back and search the causes of uncertainty at 

the situational level, which involves both the external environment and internal processes of the organisation. 

Taking as example a public transport operator in urban environment, urban traffic represents a previewed and 

manageable environmental cause of uncertainty in what concerns the delivery of the scheduled service. In the 

same context, a delay at the maintenance service resulting from dysfunction or lack of spare components could 

create uncertainty due to the risk of compromising the available spare vehicles and, consequently, the scheduled 
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service delivery. These causes of uncertainty are related to the concept of task interdependence (Grote, 2009), 

which refers to the way individual tasks are linked through technical and organisational design creating 

uncertainties and allowing for particular ways of handling them. Grote (2009) distinguishes three types of 

interdependences, each one involving particular causes of uncertainty: 

1. Pooled interdependence – the system performance is an additive function of individual performance, 

such as a service organisation where each individual performs the whole service for a particular group of 

customers; uncertainty is mainly created by inappropriate coordination of individual tasks or by a 

machine breakdown leading to problems in fulfilling the individual tasks.  

2. Sequential interdependence – unidirectional workflow organisation where individual performance 

depends on the fulfilment of prior tasks, such as an assembly line; uncertainties appear along with the 

process and when not adequately handled they create problems throughout the process. 

3. Reciprocal interdependence – more complex systems where information and outputs of work activity 

must be continuously exchanged between team members; there are multiple parallel causes of 

uncertainties, such as misunderstandings of task requirements, changes in the task performance, or 

inadequate interfaces design.  

2.5.3 Managing uncertainty 

Uncertainties are usually avoided as they may compromise success; however, they can also be viewed as 

sources of innovation where the ability to flexibly handle uncertainties becomes a competitive advantage. 

Managing uncertainties within any complex sociotechnical system requires the identification of the different kinds 

of uncertainties that are currently faced, in terms of their sources, causes, contents and potential consequences, 

to support the decisions about the best way to handle the identified uncertainties. This process requires an 

uncertainty analysis for which Grote (2009) proposes a framework adopting a rationalistic and objective 

perspective on managing uncertainty, taking into consideration the impact of individual and collective enactment 

and sensemaking, which is particularly important in situations with high levels of uncertainty (Figure 2.3). 

 

Figure 2.3: Framework for uncertainty analysis (from Grote, 2009) 

Being uncertainties identified and analysed, a choice has to be made between the two approaches to managing 

uncertainty: minimising uncertainty or coping with uncertainty. An approach focused on minimising uncertainty 

clearly corresponds to most of the existing safety practices. Although such traits remain necessary to achieve 

high standards of safety performance, in view of system complexity and its inherent underspecification and 

variability, the ability to cope with uncertainty must be integrated at all operational levels. Therefore, instead of 

fighting uncertainties in an attempt to minimise them or their effects in the system, every member of a system 

should be enabled to cope with uncertainties locally having a feedback control. Local actors should have as many 
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degrees of freedom as possible with lateral and task-induced coordination. Furthermore, disturbances should be 

regarded as opportunities for the use and expansion of individual competencies and organisational innovation 

and change (Grote, 2009). Table 2.2 summarises the characteristics of these two distinct approaches to 

managing uncertainty in organisations. 

Table 2.2: Basic principles of uncertainty management (from Grote, 2004) 

Minimising uncertainty Coping with uncertainty 

Complex central planning system Planning as a resource for situated action 

Reducing operative degrees of freedom through 
procedures and automation 

Maximising operative degrees of freedom through 
local (lateral as opposed to top-to-bottom) 
coordination and cooperation 

Disturbances are symptoms of inefficient system 
design and are to be avoided at all cost through 
heighten and cumulative control measures 
(regulations and procedures) 

Disturbances are opportunities for the use and 
enhancement of competencies and for system 
change 

Local dependence from centralised feed-forward 
control 

Local autonomy coordinated through feedback 
control 

 

Overall, safety must be based on a dynamic balance of a degree of stability and rigidity on which to ground a 

robust coordination and management structure against a degree of flexibility that allows for local adjustment to 

high pace changing performance conditions. Therefore, stability and flexibility will be balanced in accordance with 

internal and external demands, which requires addressing and managing strategic contradictions, such as short-

term performance and long-term adaptability or differentiation and integration (Smith and Tushman, 2005, in 

Grote, 2009). From a contingency perspective, the issue is to establish a balance between stability and flexibility 

using rules and routines that allow coping with uncertainty while at the same time providing sufficient 

standardization to ease coordination demands. The balance between stability and flexibility forms the centre of all 

further considerations to managing uncertainties.  

2.5.4 Stability versus flexibility  

Widalvsky (2004) suggests that the search for constancy that characterises the engineering perspective defines 

more appropriately a condition of stability, rather than resilience. Widalvsky (2004) further argues that, under 

stable conditions, the future is less uncertain. In such conditions, risks can be known, predicted and therefore, 

anticipated more easily. Hence, the ability to anticipate threats is closely related to the existence of some form of 

operational stability in the system. If there is a well-known condition of equilibrium in which the organisation aims 

to remain, then safety management can be built around anticipation capabilities. This is the scope of safety 

measures such as fire drills, which aim to prepare people for a known threat. Safety management in HROs, such 

as nuclear power plants, is an example of this evolution: Safety regulations and measures were added 

cumulatively in the attempt to anticipate new dangers (Widalvsky, 2004). Woods & Hollnagel (2006) consider that 

safety practices have always been dominated by hindsight in the sense that their focus was set on preventing 

undesired events from happening again. This path of development was based on the experience of well-known 

and stable system operations, as pointed out by Hale et al (1998). 

System complexity has led organisations to consider other safety requirements, beyond the anticipation of known 

events. Organisations face today constant pressure and must be capable of adapting to rapidly changing 

environments (Marais et al, 2007). The rapidly changing environment inherent to high complexity requires 

systems to be flexible in order to adjust to ever changing environmental conditions (McDonald, 2006). Dealing 

with variability is clearly in line with the principles of the ecological perspective of resilience, rather than the 
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engineering one (stability), as this perspective focuses on the development of means to manage change and its 

unpredictability (Widalvsky, 2004). The rationale for accepting variability, as opposed to enforcing stability, lies 

with life’s inherent uncertainty and complexity (Widalvsky, 2004). Management under complex conditions is 

necessarily based upon incomplete understanding, and in face of uncertainty, we are unlikely to attain a sufficient 

degree of anticipation (Gunderson et al, 2002). Widalvsky (2004) proposes the human body as an example of 

ecological resilience and its ability to cope with change. Rather than resisting aggressions from the environment, 

the human body takes on contaminations and builds on them to improve its immunity. 

As argued by Gunderson et al (2002), aiming for stability requires less effort than considering the potential 

unknown threats and the need for flexibility. Even from an individual perspective, it is fundamentally human to 

continuously strive for efficiency (reduction of resources consumed when pursuing a given goal) and from a 

cognitive point of view, we continuously try to achieve that by developing and perfecting rule-based and skill-

based behaviours (Rasmussen, 1996), which in practice means operating based on simplified (mental) models of 

reality and assumptions. An absolute stable condition could only be achieved through perfect anticipation 

(Widalvsky, 2004). In order to make decisions, no matter how complex or simple they might be, people are forced 

to simplify scenarios and make assumptions on a number of factors. Like people, organisations must assume that 

certain aspects of their operation and their environment remain stable, in order to reduce uncertainty and define 

possible courses of action and make a decision (Widalvsky, 2004 and Hollnagel, 2009). Within this context, even 

when faced with high complexity and the uncertainty of constant change, organisations must find some form of 

stability on which to ground their (safety) management decisions. It is only based on stability that the need for 

change and adjustment can be perceived (Widalvsky, 2004). McDonald (2006) further explores this by discussing 

the relation of sociotechnical systems with their environment in terms of a balance between stability and flexibility. 

Achieving stability with the physical, social and economic elements of the operating environment is characterised 

as an otherwise positive or successful outcome. However, rather than a static condition, this stability constitutes a 

dynamic (therefore, flexible) equilibrium with the system’s environment. It is only by achieving such equilibrium 

and maintaining it (therefore, having stability) that undesired variability and its potential for failure can be 

detected. Maintaining stability requires the capacity to adjust (McDonald, 2006). Hence, both stability and 

flexibility must be considered for resilience in complex systems. 

Walker & salt (2006), suggest that while robustness is often associated with the image of a tree that resists firmly, 

flexibility is pictured as the plant that bends with the wind. Stability, as the ability to primarily avoid undesired 

events, provides the means for robustness. Accepting variability means maintaining a degree of flexibility 

necessary to deal with constant change. Hutter (2010) discusses resilience in the German public sector and 

refers to the need for strategies for dealing with natural hazards, which are both robust enough to deal with partly 

known and unknown contexts and simultaneously, flexible enough to manage “radical surprise”. Resilience 

engineering relates to achieving and maintaining a balance between the need for stability, in order to achieve 

avoidance, and flexibility as a way to develop survival and recovery capacities. McDonald (2006) places 

resilience in the successful management of a balance between aspects that reinforce stability and others that 

work towards flexibility. Table 2.3 summarises the main aspects considered by McDonald (2006). 

The challenge resides in the fact that although both stability and flexibility are needed to achieve and maintain 

resilience, at some point these might be contradictory objectives. For instance, organisations must realise when 

and how procedures should be made robust and what informal practices should be allowed to enrich local 

autonomy and response to operating variability (McDonald, 2006). The opposing nature of these organisational 

aspects will require trade-offs to be made. Where decisions are made to formalise, centralise or standardise, 

opportunities for informal practices, decentralisation and adjustability will have to be sacrificed. Grote et al (2009) 

discuss a demand for concurrent standardisation and flexibility. 
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Table 2.3: Aspects of stability versus flexibility (from McDonald, 2006) 

Stability Flexibility 

Formal procedures as a way to develop stronger 
routines and improve coordination 

Informal work practices are developed on the 
base of local autonomy and consolidate it 

Centralisation can increase reliability by reducing the 
variance induced by individual skills and experience 

Decentralisation is at the core of distributed 
decision making 

Standardisation facilitates and contributes to 
increased product quality 

Adjustability of product standards in response to 
market or operational feedback and acquired 
expertise 

Automation of routine or complex functions enforces 
standardisation (normally through the use of well 
tested technology) 

Technologies that enable appropriate human 
control, rather than constraining it (normally 
requires innovative technology) 

 

The challenge resides in the fact that although both stability and flexibility are needed to achieve and maintain 

resilience, at some point these might be contradictory objectives. For instance, organisations must realise when 

and how procedures should be made robust and what informal practices should be allowed to enrich local 

autonomy and response to operational variability (McDonald, 2006). The opposing nature of these organisational 

aspects will require trade-offs to be made. Where decisions are made to formalise, centralise or standardise, 

opportunities for informal practices, decentralisation and adjustability will have to be sacrificed. Grote et al (2009) 

discuss a demand for concurrent standardisation and flexibility. 

2.5.5 Cascading behaviour 

Network of networks or systems-of-systems (Jamshidi, 2008) are prone to cascading behaviours in the sense that 

events in a given part or element of a sytem (or sub-system) may bring about unforeseeable (often catastrophic) 

cascading effects across other interdependent parts of the network. For transportation the interdependent 

networks might be metro, bus and vehicles. Understanding which conditions might lead to cascading effects and 

fragmentation of the network can be achieved through a mathematically principled framework, as the one 

provided in D’Agostino & Scala (2014), which offers a general presentation of models and algorithms for 

resilience assessment. Buldyrev (2010) and Gao et al (2012) have proposed the theory of random graphs and 

percolation models. 

Another method proposed by De Domenico et al (2014) uses random walks in dynamic networks and considers 

an application to the public transport of London. An increase in connectivity might be detrimental to resilience as 

shown in Brummitt et al (2012) and D’Souza et al (2014), where the resilience optimal connectivity level is 

computed using the “Sandpile model”. This “optimal” connectivity level is shown to minimize for each 

interdependent network the risk of undergoing a large cascade. 

The same problem of resilience of a complex independent network is taken up, at a different time/space scale, in 

using the Interdependent Multi-layer Model (IMM) to investigate horizontal/vertical interdependence among 

networks within the international trade system. The IMM has been also tested under potential shocks and shown 

to be able to model post shock scenarios (Caschili et al, 2015). 

2.6 Common performance conditions 

The prediction of a system performance should be investigated at the level of potential sources of variability and 

uncertainty. According to Hollnagel (2008a), risks are a function of the degree of control in a sociotechnical 

system, associating the degree of control with four different modes: strategic, tactical, opportunistic and 
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scrambled, respectively. It is assumed that a lower degree of control corresponds to less reliable performance. 

The level of control is mainly determined by the Common Performance Conditions (CPC), i.e., by external factors 

rather than by internal probabilities of failure. Thus, the investigation of potential sources of variability is guided by 

the identification of context dependent human, technological and organisational aspects. As in the Cognitive 

Reliability and Error Assessment Method (CREAM) (Hollnagel 1998), FRAM has been used in connection with 

the Common Performance Conditions (CPCs) as descriptors for the relevant context. While CREAM would aim at 

describing scenarios more focused on task performance, in FRAM CPCs are intended to describe the context in 

which system functions are produced. However, this should only be contemplated when considering specific 

operational scenarios that may match an instantiation of a given FRAM model. In this case, the analysis of 

performance conditions is not intended to identify the direct causes of failures but rather to characterise the 

sources of variability within functions. Thus, the potential variability of functions is assessed by means of a 

qualitative rating of CPCs using scales that vary according to: (1) the context of application, and (2) the level of 

discrimination necessary for the scope of the analysis (Ferreira, 2011). Table 2.5 lists the 11 CPCs as defined by 

Hollnagel (1998).   

Table 2.4: Common Performance Conditions 

Availability of resources (personnel 
and equipment)  

Roles and responsibilities of team members, additional staff support, availability of 
communication systems and other support technology, instructions and guidelines, 
etc.  

Training and experience  Quality of training provided to operators, familiarisation with new technology, 
refreshing old skills and level of operational experience.  

Quality of communication  Efficiency and accuracy of information flows and processes by which information is 
transmitted within and across organisational boundaries. 

Human computer interaction and 
operational support  

Human-machine interface in general, including information available on control 
panels, computerised workstations, and operational support provided by specific 
decision aids.  

Availability of procedures and plans Procedures and plans include operating and emergency procedures, familiar 
patterns of response heuristics, routines, etc.  

Conditions of work Nature of physical working conditions, such as ambient lighting, glare on screens, 
noise from alarms, interruptions from the task, schedules, shifts, etc. 

Number of goals and conflict 
resolution 

Number of tasks a person is required to pursue or attend to at the same time 
(evaluating effects of actions, sampling information, assessing goals etc.)  

Available time and time pressure Time available to carry out a task, corresponding to how well the task execution is 
synchronised to the process dynamics.  

Circadian rhythm and stress  Time of day (or night) describing the time when the task is carried out, in particular 
whether the person is adjusted to current time (circadian rhythm).  

Quality of team collaboration  Quality of collaboration between crew members, including overlap between official 
and unofficial structure, level of trust, and general social climate.  

Quality and support of the 
organisational  

Quality of roles and responsibilities of team members, additional support, 
communication systems, Safety Management System, instructions and guidelines for 
externally oriented activities, role of external agencies, etc.  

 

2.7 Decision making 

Managing is making decisions. In any system, every person makes decisions at all levels. From a manager who 

makes decisions that regard the whole system, such as finance-driven decisions, to an operator who makes 

decisions regarding the task under performance, the system functioning is supported by different decisions that 

are made at its different levels. Decision-making involves a cognitive process that leads to an action with aim of 

producing satisfying outcomes (Elliot, 2005). Theoretically, decision-making can be described in relation to 
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various dimensions such as rational versus irrational, cognitive versus emotional, goal-driven versus event-driven 

(Boy, 2013). Decision-making involves three main attributes: goals and objectives, alternatives and selection 

principles, criteria and processes. In every dimension, decision-making results from trade-offs between efficiency 

and thoroughness (Hollnagel, 2009). If the efficiency goal prevails some control may be lost due to some 

incompatibility between the performed actions and the related performance conditions; if the thoroughness goal 

dominates, actions may be delayed and miss their performance useful time. Thus, decision-making requires a 

balance between efficiency and thoroughness, which is made of experience in practice so that the right actions 

will be performed in due time.  

From a cognitive perspective, decision-making can be broadly defined as the mental processes resulting in the 

selection of a course of action among several alternatives (Wicklund & Brehm, 1976). In practice, Svenson (1996) 

defines decision making as the response to pressures generated by conflicting circumstances or differing goals 

that have to be negotiated and reconciled. The notion of conflict as the source of the need to decide has lead to 

the development of two important concepts:  

 Festinger (1985) describes this conflict as the source of cognitive dissonance. Festinger (1985) refers to 

dissonance as the existence of non-fitting knowledge (cognition) or opinion about the environment or about 

oneself. For instance, within the rail engineering work environment, a dissonance could be described as 

having to allocate resources to a given work item when such resources are unavailable or simply having 

more work items to schedule than the available access necessary to deliver it. Dissonance pressures the 

individual to search for a more suitable circumstance, which implies making choices.  

 In opposition to dissonance, Wicklund & Brehm (1976) refer to cognitive consonance when one element 

psychologically implies another, within one’s cultural or behavioural patterns, or experience. The authors 

mention psychological implication in regards to cognitions, which are logically connected. For instance, 

allocating resources to one particular work item is consonant with knowing that such item is approved for 

delivery. In general terms, voting for a candidate is consonant with believing that this person has the 

necessary qualities to hold the office in question, whilst dissonance would be voting for a candidate knowing 

that such a person is unfit for the duties. 

Svenson (1996) presents two different approaches to the study of decision-making:  

 The structural research approach relates choices and their ratings to the input variables. This involves 

analysing aspects of decisions such as the possible maximum gains across different options and 

probabilities of decision outcome. The author points out that under this perspective, no attempts are made to 

infer the psychological processes that occur at different stages between problem presentation and reaching 

a decision.  

 The process research approach focuses on these particular psychological aspects of decision making. The 

recognition and description of different stages from the conflicting circumstance to reaching a decision are 

envisaged by means of methods such as information search patterns and think aloud protocols.  

In contrast with a structure approach, Crozier & Ranyard (1997) consider three attributes of decisions when 

viewed as a process:  

 Reaching a decision acquires a dimension in time. Decisions are assumed to take a period of time to be 

reached, which could be minutes, hours or days.  

 Decision makers explore a range of possible strategies to reach decisions and adapt their decision rules to 

changing circumstances.  

 The representation of the problem at hand initially built by the decision maker evolves as the decision 

process develops.  
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Svenson (1996) argues that a process perspective is essential for the exploration of regularities (invariant 

elements) in decision making. Svenson (1992) had previously advocated that beyond the analysis of pre-decision 

information gathering and processing stages, research on decision-making should also focus on post-decision 

processes, which further emphasises the importance of a process approach. Within this context, Svenson (1996) 

introduces the four types of decision problems described in Table 2.5, which embed different levels of complexity.   

Table 2.5: The four types of decision problems (from Svenson, 1996) 

 Description 

Level 1 Quick decisions that tend to recur to automatic and unconscious decisions. Decisions 
made based on previous experience (recognition-primed decisions – Klein, 1989 in 
Svenson, 1996). 

Level 2 The decision involves one or a few attributes but these are not generating any kind of 
conflict. The solution remains relatively obvious. 

Level 3 Decisions involving alternatives with conflicting goals. 

Level 4 The alternatives are not known, nor the attributes that define them. Problem solving 
constitutes an important sub-process at this level. 

 

Svenson (1996) points out that these levels should not be interpreted as being isolated and that decision makers 

may refer to several levels within a broader decision process. “Lower level processes are also nested within 

higher level decision processes as sub-processes of the latter”.  

2.7.1 Distributed decision making  

Institutions are today required to make decisions regarding investments, research and development or the 

deployment of resources in complex and uncertain environments (Crozier & Ranyard, 1997). This means that 

beyond individual people, the way organisations reach solutions to their problems should also be considered.  

The concept of distributed decision making has been particularly relevant for research in organisational contexts 

and management. Schneeweiss (2003) describes this as the design and coordination of decisions connected 

within a broader decision process. Schneeweiss (2003) considers that the growing complexity of society can no 

longer be understood and governed by the paradigm of centralised decision making and that distributed decision 

making has become a predominant methodology of handling complex systems. Zeleny (1981) cites Stafford Beer 

in “Platform for change” (1975), where he considers that “the real decision making process involves a lot of 

people and the whole structure is redolent with feedback. At every decisive moment, of which there will be great 

many within the total decision, we range ahead and back and sideways”. Schneeweiss (2003) further considers 

that complex decision problems are solved by splitting them up into their components, either by a single individual 

through intellectual segregations and subsequent coordination, or by multiple individuals participating in some 

problem of mutual interest.  

Zeleny (1981) considers that it is only when people are faced with multiple objectives, criteria, functions and 

attributes that a decision making process emerges. Zeleny (1981) describes decision making as dynamic 

processes of information searching in many different directions. The information gathered is then assessed, 

reconsidered or discarded. This generates numerous sources of feedback, which in return, renews the 

information search. “Man is a reluctant decision maker, not a swiftly calculating machine” (Zeleny, 1981). Zeleny 

(1981) proposes four generic stages for decision making processes:  

 The pre-decision stage regards the initial sense of conflict, tension or dissatisfaction that provides the 

motivation for a decision process to be initiated. This conflict emerges from the lack of satisfying or 
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feasible alternatives in view of the existing circumstances or perceived scenarios. Zeleny (1981) points 

out that if a feasible and satisfying alternative is found then the conflict no longer exists and the decision 

process ceases. The author considers such circumstances quite rare and therefore, the effort towards 

resolving the conflict shifts to an attempt to minimise the conflicting aspects. This amounts to containing 

the conflict within an acceptable level.  

 As the process develops, partial decisions are made, which constitute a directional adjustment of the 

decision problem. Alternatives are discarded, new ones may be admitted and the remaining ones 

redefined. Overall, this generates a review of the conflicting elements, and thus, a redefinition of the 

problem at hand. Zeleny (1981) considers that two elements contribute to the development of partial 

decision processes: the prevalence of the pre-decision conflict and the post-decision dissonance which 

emerges as confidence in the choice made is questioned. Svenson (1996) refers to this process as 

differentiation. Svenson (1996) advocates that the purpose of a decision process is not to simply fulfil 

the decision rules in question but rather to generate an alternative course of action sufficiently distinct 

from the remaining alternatives. This is achieved by restructuring the decision process according to the 

context and persons involved.  

 Through partial decision processes, the alternatives deemed feasible and the ideal scenario are 

progressively brought closer together, which eventually leads to an acceptable level of satisfaction and a 

final decision is reached. A partial decision differs from a final decision in the sense that in the latter 

case, the decision makers were able to reduce the post-decision dissonance to an acceptable level. At 

this point, Zeleny (1981) argues that there are few alternatives being pondered and these tend to be 

very similar. 

2.7.2 Naturalistic Decision Making  

The way “experienced people, working as individuals or groups in dynamic, uncertain and often fast-paced 

environments, identify and assess their situation, make decisions and take actions whose consequences are 

meaningful to them and to the larger organisation in which they operate” (Zsambok, in Zsambok & Klein, 1997), is 

today called Naturalistic Decision Making (NDM). The way people use their experience and knowledge to make 

decisions in naturalistic environments is the centre of research in NDM. The issue is to understand how people 

make decisions in real-world settings, which include dynamic and continually changing conditions, real-time 

reactions to these changes, ill-defined tasks, time pressure, significant personal consequences for mistakes, and 

experienced decision makers (Table 2.6) (Klein & Klinger, 1991). These task conditions exist in operational 

environments associated with crew systems, so it is essential to determine how people handle these conditions. 

Furthermore, the set of conditions usually faced in natural environments impose team interactions and actions to 

be performed under time pressure, changing conditions, unclear goals, as well as ambiguous or missing 

information. This requires high expertise and experience on emergency response organisation, particularly in the 

addressed contexts, together with positive risk-taking behaviour. Previous models of decision making were limited 

in their ability to encompass these operational features. 

Table 2.6: Features of Naturalistic Decision Making (From Klein & Klinger, 1991) 

Ill-defined goals and ill-structured tasks 

Uncertainty, ambiguity, and missing data 

Shifting and competing goals 

Dynamic and continually changing conditions 

Action-feedback loops (real-time reactions to changed conditions) 

Time stress 
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High stakes 

Multiple players 

Organisational goals and norms 

Experienced decision makers 

 

Expertise can be built from experience of real accidents, allowing for the development of a repertoire of response 

patterns. Fortunately, in most safety-critical and complex environments there is not much experience on which to 

build this repertoire. Thus, context-related knowledge and problem solving strategies are usually provided through 

training activities so that they are stored in memory as normal operational role to be implemented in an 

emergency.  

Understanding the way people make decisions in unexpected emergency situations in natural settings require a 

review of models and theories supporting naturalistic decision making.  

 The Recognition/Metacognition Model (Cohen, Freeman & Thompson, in Zsambok & Klein, 1997) 

describes a set of metacognitive skills that enhance recognitional processes in decision events involving 

novel situations. These skills include: “(1) identifying key situational assessments and the recognitional 

support for them; (2) checking stories and plans based on those assessments for completeness; (3) 

noticing conflicts among the recognitional meanings of cues; (4) elaborating stories to explain a 

conflicting cue rather than disregarding it; (5) sensitivity to problems of unreliability in explaining away 

too much conflicting data; (6) attempting to generate alternative coherent stories to account for data; and 

(7) sensitivity to available time, stakes and novelty  that regulates the use of these techniques”. The use 

of these metarecognitional skills requires a solid base of familiarity in a context. This model was 

developed in two military domains. 

 The Recognition-Primed-Decision Model (Klein, in Zsambok & Klein, 1997), including a diagnostic 

function, explaining how experienced fireground commanders identify and carry out a course of action 

using their expertise without analysing alternative options for comparison. This model describes what 

people do under conditions of time pressure, ambiguous information, unclear goals and changing 

conditions, fitting the criteria of NDM defined by Zsambok (in Zsambok & Klein, 1997): describing rather 

than prescribing, addressing situation awareness and problem solving as a part of the decision making 

process, involving experienced agents working in complex and uncertain conditions, facing personal 

consequences of their actions. However, this model does not address the influence of team and 

organisational constraints. 

 Endsley (in Zsambok & Klein, 1997) reinforce the importance of situation awareness highlighting the 

importance of making a decision on the basis of wrong perception and evaluation of environment cues. 

This model provides a general framework to understand processes and factors impacting situation 

awareness emphasising the role of SA in the decision event. Being similar to other models of human 

performance and decision making, this model describes the three levels of SA: perception, 

comprehension and prediction. This process plays a vital role in dynamic and complex environments so 

that the explanation of any inappropriate decision making should be searched at each one of the 

different levels of situation awareness. On one hand, a lack of attention doesn’t allow for detection and 

perception of information cues in the environment; but, on the other hand, inappropriate decisions 

(errors) result from an incorrect projection of the situation. In complex and dynamic environments, 

human decision-making is highly dependent on SA. In these cases, the consequences of inattention or 

of any unsafe act can be severe.  
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 Serfaty, MacMillan, Entin & Entin (in Zsambok & Klein, 1997) developed a mental model to study 

expertise in military settings highlighting differences between experts and novices. This model is based 

on a three-stage process involving Recognition, Exploration and Matching by which mental models are 

developed and used by the expert. Experiments have been carried out evidencing the following: (1) 

Recognition – experts organise their knowledge so that they store and retrieve information in a different 

way from novices; (2) Exploration – experts may have a better set of analysis techniques making a 

better use of the available information-gathering resources than novices; (3) Matching – experts have a 

better model of the tactical situation so that they can better anticipate outcomes or problems. This model 

has important implications for training and the evaluation of decision making expertise. 

 Lipshitz & Shaul (in Zsambok & Klein, 1997) provided a contribution to NDM models and theory by 

means of a critical review of the above-referred models. Based on literature review, the authors 

conclude that a theory of NDM must include contents referred to memory structures and current 

representations. Furthermore, results from a simulated sea-combat have shown that (1) experts collect 

more information on the situation before making a decision; (2) experts engage in more efficient 

information search; (3) experts read the situation more accurately; (4) experts make fewer bad 

decisions; (5) experts communicated more frequently and elaborately with friendly units. These findings 

have implications for theory, research and training being particularly important the set of four hypotheses 

constituting a diagnostic tool for training in decision making. Thus, instructors should provide trainees 

with detailed and accurate feedback being guided by the four hypotheses to test if: (H1) an inappropriate 

decision should be attributed to an inadequate mental model; (H2) the trainee’s mental model as a 

proximal cause of a bad decision making; (H3) the trainee’s ignorance of the appropriate option; (H4) 

inability to identify correctly when this option applies. Identifying expert-novice differences regarding the 

four hypotheses can help the process by adapting the training design.    

Different decision strategies require different levels of cognitive functioning imposing different cognitive demands. 

Based on Rasmussen’s cognitive control model of task performance (Rasmussen, 1996), two different levels of 

decision-making are described by Orasanu & Fischer (in Cook, Noyes & Masakowski, 2007): (1) rule-based 

decision-making relying on a prescriptive rule defining a situational-tailored response, either under a 

condition/action or go/no go strategy; (2) knowledge-based decision-making relying on knowledge and 

experience involving different strategies: choice problems, selection problems, situational management or 

creative strategy. In natural settings imposing the right actions performed in due time, decision making in rather 

supported by knowing what to do in a given situation than choosing the best alternative. Therefore, the three 

assumptions of rational decision making are no longer acceptable in natural settings (Hollnagel, in Cook, Noyes & 

Masakowski, 2007) once (1) a dynamic environment cannot provide a complete information, which requires 

sampling the necessary information without changes during this process; (2) for the same reason, infinite 

sensitivity would require time to differentiate among alternatives; and (3) the lack of time to consider all the 

alternatives people have found would advise against weak ordering. 

Finally, every NDM model has important implications for training, particularly addressing Resilience. They should 

be taken into account in the design of further training programs in the frame of RESOLUTE. Prescriptive models 

of decision making have shown their inappropriateness to support decision making in risky, complex and 

uncertainty real-world settings. Instead, the development of appropriate training programs and decision support 

systems should be targeted in order to fit the objectives of RESOLUTE.   

2.7.3 Risk taking  

Decision-making in real world settings, particularly in complex and dynamic environments, involves an important 

relation between time and action, as the right action must be performed in due time; otherwise, the same action is 

not anymore suitable. Together with time and action, effectiveness, risk and safety complete the set of factors 
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involved in decision-making in naturalistic environments (Pettersson, in Cook, Noyes & Masakowski, 2006). 

Safety and effectiveness are both aimed as the highest ones but they are consequences of the available time and 

actions in the contextual situation. However, a balance between all these factors is necessary once too much 

time spent on actions supporting high safety may result in low effectiveness. The same can happen if too much 

attention is given to high effectiveness, which can result in reduced safety increasing the risk of errors. Risk is 

here defined as the probability of the mission failure. Safety can be improved if more time is available to be spent 

on the control of the mission in progress. This requires understanding of interactions between time and action and 

their effects on the system performance. Actually, these influences are the most important and must be known 

and used. 

Any decision in real world settings and its outcomes are associated to a degree of uncertainty, being risk an 

inherent part of everyday life and being present in many decision-making situations. Risk is present in everyday 

decision-making. As stated by Vertzberger (1998), risk is a “real-life construct of human behaviour representing a 

complex interface among a particular set of behaviours and outcome expectations in a particular environmental 

context”. Risk is associated to uncertainty, particularly in what concerns the outcome value (in terms of being 

positive or negative, desirable or undesirable) and ambiguity (in terms of being known or unknown). The level of 

risk is another issue being defined by the answers to the following questions: (1) What are the gains and losses 

associated with each known outcome? (2) What is the probability of each outcome? (3) How valid are the 

outcome probabilities and gain-loss estimates? Thus, risk is the “likelihood that validly predictable direct or 

indirect consequences with potential adverse values will materialise, arising from particular events, self-

behaviour, environmental constraints, or the reaction of an opponent or third party” (Vertzberger, 1998). In this 

perspective, risks can be estimated according to: (1) the desired or undesired outcomes values, (2) the probability 

of outcomes, and (3) the validity attributed to the estimates of outcomes values and probabilities.  

In risk theory (Vertzberger, 1998), risk is disaggregated into three categories: real, perceived and accepted risk. A 

real risk is the actual risk related to a situation or behaviour being decision makers aware or not of it. A perceived 

risk is the level of risk attributed to a situation or behaviour by decision makers. An acceptable risk is the level of 

risk representing the net cost that decision makers perceive as sustainable and are willing to tolerate with the aim 

of attaining their goals. Before deciding whether to take the opportunity and intervene, decision makers have to 

compare the option for intervening with other options assessing the balance between risks and gains. Then, the 

decision on how to proceed is shaped by the balance of the real and perceived risks against acceptable risks 

(Table 2.7). 

Table 2.7: Risk contingencies and outcomes (Fom Vertzberger, 1998) 

RR – Real Risk; PR – Perceived Risk; AR – Acceptable risk 

1 RR>PR  &  PR≤AR Risk seeking policy. Damage from misperception is maximised 

2 RR=PR  &  PR≤AR Potential for taking optimal risk levels 

3 RR<PR  &  PR≤AR Disposition to take moderate risks 

4 RR>PR  &  PR>AR Preferences not clear. Damage from misperception is limited 

5 RR=PR  &  PR>AR Risk-averse policy. Likely error on the side of overcaution 

6 RR<PR  &  PR>AR 
Risk-averse policy. Misperceptions could lead to missed 
opportunities 

 

Decision-making and risk-taking are closely related (Boy, 2013): (1) both involve important and related cognitive 

processes; (2) decision-making entails risk-taking; (3) risk-taking involves action resulting from a decision-making 

process with more or less knowledge of its possible outcomes; (4) risk-taking requires preparation, training and 
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knowledge, together with situation awareness, which is an important part of the regulation loop of human activity 

(Bellet et al. 2011). Every action, particularly having uncertain outcomes, requires risk-taking, which is an 

inevitable behaviour in every complex and dynamic environment. Risk-taking is necessary when there is no 

prescribed solution for a particular situation. Above all, risk-taking is an essential behaviour in human 

development. A child takes risks to stand up and start walking without knowing the possible outcomes; every step 

on the child’s development takes its roots on risk-taking behaviour.  

Taking a risk means that a decision has to be made and the corresponding action has to be performed 

sometimes without complete information about the conditions that will be found and/or the related outcomes. 

Within complex and dynamic systems risk-taking requires professionals with high levels of skills, competence and 

expertise, being prepared to (1) take risks out of any predefined solution for eventual problems and (2) to deal 

with the unexpected. Thus, risk-taking requires training, knowledge, skills and experience to mobilize the required 

attention being the grounds of a focus choice onto success or survival (Buljan & Saphira, 2005). Depending on 

the self-perception of one’s abilities and skills, as well as the individual’s maturity of practice, there will be a 

decision directed by an attitude that can vary from heightened awareness of the situation onto high-variance 

alternatives, these ones leading to risk-prone behaviour. Therefore, risk-taking behaviour depends on: (1) the 

available resources and related self-perception; (2) risk-taking perceived as success or failure; and (3) the way 

attention is allocated between both reference points (targeted performance or survival).  

A study carried out by Desrichard & Denarié (2005) compares frequent and occasional risk-taking behaviour 

amongst adolescents and younger adults, focusing on the related triggers. It seems that sensation seeking, age 

and negative affectivity modulate the frequent risk-taking behaviour, whilst just sensation seeking contributes to 

occasional risk-taking behaviour. Furthermore, just the parental control or a lack of opportunity can prevent 

younger people from engaging in frequent risky behaviours. They seem to be more susceptible to the influence of 

their peers in risky situations; this means that adolescents and younger adults take risks rather for pleasure and a 

need for recognition from their peers than to face a real need to overcome a difficulty or to survive. Therefore, 

they take risks for nothing in a total absence of (1) a self-assessment of the conditions they will find in relation to 

their available resources, (2) any knowledge to understand the situation and direct the appropriate decision, (3) or 

the ability to anticipate the evolution of the situation. These are negative risk-taking behaviours. With increasing 

age and education, this risk-taking behaviour will change towards more responsible attitudes underlying 

appropriate behaviour in risky situations. Then, risk-taking behaviour in particular situations will be led by a 

contextual-related knowledge, the identification of the existing risks, the balance of the situation demands and the 

available resources to make the appropriate decision and perform the related action successfully. This is a 

positive risk-taking behaviour once it is conscientious, knowledge-directed and supported by the required skills 

and competence knowing what to do. 

Many critical situations require immediate actions without complete information about the conditions people will 

find. This requires decision-making based on deep knowledge, skills, experience, courage and creativity towards 

a survival performance level instead of a common targeted performance level. This is the case of safety-critical 

systems where fault-tolerance absorbing the variability of human performance becomes the way to enhance the 

system reliability. Furthermore, taking a risk is not an isolated decision once each potential risk taker is a member 

of a team and the success or failure of his/her action will affect positively or negatively the team and, probably, 

the whole system. 

2.8 Risk management in complex systems  

The recent history of all industrial sectors clearly illustrates the impacts of systems complexity on various domains 

of management and operations, particularly in terms of risk management. As illustrated by the investigation into 

the NASA shuttle accidents (Marais et al, 2007), the uncertainty and variability associated with complexity 

renders risk management equally complex. Empirical evidence shows that, on the one hand, systems complexity 
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emerges from systems tight couplings and interdependencies. On the other hand, while such couplings and 

interdependencies are the means through which systems seek to optimise levels of resources and their 

allocation, they are also the paths through risks are propagated and producing unforeseeable complex chain 

reactions.  

2.8.1 The different natures of risk 

Complex sociotechnical systems are currently challenged by, not only heightened levels of risk, but also a 

growing diversity of risk natures. There are currently three different domains of risk, with which critical 

infrastructures must cope: 

 Natural disasters include all threats and related risk emerging from phenomena that are not a direct 

result of human activities. This domain constitutes one of the current main concerns in terms of risk 

management, and therefore, registers a considerable development, namely through the innovation in 

infrastructure design around coastal regions, or the development of technology for the advanced 

detection of weather related events and the enhancement of prediction capabilities, among many others. 

The high diversity of factors at play and the complexity of the relations between them are pointed out as 

motivators for the growing interest in resilience within this domain. 

 Industrial accidents relate to the unintended (and undesired) failures of production processes within 

sociotechnical systems. These are typically placed under the domain of safety management. As 

industrial processes and organisations increase in complexity, so does the aetiology of events impacting 

on their performance. Recent history provides a wide range of examples of how the current scale and 

complexity of industrial operations generates an apparently growing potential for equally complex 

unforeseeable events (i.e. the Columbia 2003 or the Texas BP 2005 accidents, among others). The high 

uncertainty and variability of industrial operations underpins considerable shortfalls of conventional risk 

management practices and is bringing about a growing interest in resilience related approaches. 

 Deliberate disruptive and terrorist action relate to all events, at the source of which can be identified 

a clear and intentional human action. When compared with industrial accidents, it is clear that the 

intentional nature associated with these events poses a distinct type of threats and often requires 

specific and dedicated measures. Conventionally, these are placed under the domain of security, as 

opposed to safety. Within this domain, terrorism tends to be associated with an indiscriminate act of 

violence that attempts to reproduce some kind of political, religious, or ideological claim, whereas 

deliberate disruptive actions are associated with an intent of self-benefit or unlawful profit (i.e. cable theft 

that profoundly impacts on rail operations). 

Many transformations are currently perceived across these three different risk domains, which come as a 

consequence of the inherent uncertainty and dynamics of complex sociotechnical systems. Many organisations, 

even those operating within the domain of critical infrastructures, have evolved based on an independent 

management of each risk domain. In addition, only within recent years have natural disasters become a more 

direct concern for organisations, and for which these have devoted more substantial resources towards 

enhancing protection and mitigation measures. 

Overall, the management of any risk domain requires developing the means to cope with high uncertainty and 

variability. Risk factors currently extent far beyond the formal boundaries of management and control of 

organisations and tend to produce highly complex and interdependent relations. Despite this, a fundamental 

distinction remains between natural and industrial disasters, and deliberate disruptive and terrorist actions. While 

the formers are the outcome of complex relations between a wide diversity of factors (be they of ecological and 

environmental, or sociotechnical nature), the later are associated directly to human intentionality factors. This 

does not suggest that aetiology and causality phenomenon associated with each of these different natures of 

events are less complex, but does however offer different potential means of protection, detection and mitigation. 
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Recent investigations carried out into terrorist attacks show that these are carefully prepared by means of 

collecting relevant information for the target selection and operational planning. Terrorist organisations have 

specific modus operandi employed in the planning and execution of an attack, regardless of the target. The actors 

are specially trained to become professional. In many cases, typically militarised organisational structures and 

personnel are used. A key element in preventing and detecting potential attacks is the acquisition of as much 

information and intelligence as possible, through open and covert means. The March 11, 2004, when 10 bombs 

exploded on four packed commuter trains in Madrid in the morning rush hour, killing 191 people, were executed 

after approximately twelve months of planning, reconnaissance and surveillance. The attacks of September 11th 

2001, in New York were framed and prepared since the late 1990’s and only executed after many dry runs or 

evaluation flights (http://www.continuityforum.org/content/news/130747/recognising-threat-importance-pre-

incident-surveillance). The more sophisticated the terrorist or criminal becomes, the more preparation they 

required, which offers additional opportunities for the detection of certain modus operandi, even during the 

planning of terrorist or other criminal operations. 

A number of measures can hamper that pre-incident surveillance and targeting: 

 Good access control to sensitive or critical areas. 

 Frequent and random checks of specific points where terrorists or criminals may conduct surveillance. 

 Extensive use of CCTV and not forming patterns, in respect to high worth individuals or movement of 

high value goods. The best time to spot and impede any attack or action is during the pre-incident 

surveillance and reconnaissance phase. 

On the other hand, natural disasters (e.g. earthquakes, tsunamis, floods, fires, etc.), tend to present causality 

relations that are not only, far more diverse and variable, but also tend to be much more disperse in time. This 

raises many additional challenges in terms of preventive action, despite considerable advances in climate 

analysis and weather forecast tools. 

Contrary to the previous two, industrial accidents are often deemed as predictable and therefore preventable. 

However, the high complexity of industrial operations and the increasing diversity and variability of factors that 

influence their performance suggests that the effectiveness of predictability tools is also limited. In particular 

probabilistic and linear causality analysis tools are brought into question and the need for multi-dimensional 

approaches that may support an integrated analysis of dynamic and interdependent factors. This follows the trend 

of development for tools and approaches that are typically adopted within the scope of risk management for both 

terrorist attacks and natural disasters. In line with this, the notion of integrated risk management is increasingly 

recognised as an approach with potential benefits towards better coping with uncertainty factors that, despite 

being associated with different risk natures, tend to develop tight coupled interactions between them. In line with 

this notion, throughout the following sections, the term “safety” is used in a broad sense, as it refers to the generic 

need to address risk, regardless of its nature. 

2.8.2 Background on safety issues  

Safety is commonly defined as the absence of unacceptable risks (Hurst, 1998). This implies that a system is 

able to achieve its goals without loss of life or material damage (Jackson, 2010). Owens & Leveson (2006) 

consider safety to be a control problem. The purpose of safety oriented activities is to eliminate risk and therefore, 

to control events or courses of action that could lead to unsafe circumstances and potential accidents. From this 

perspective, accidents are the consequence of “component failures, external disturbances, and/or dysfunctional 

interactions among system components” (Owens & Leveson, 2006 pp 8). According to Kirwan (1998), managing 

safety relates to decisions on all practices, roles and functions involved in preventing such failures and 

disturbances. It involves all aspects of how safety is achieved or how other activities are performed in a safe way.  

Hale et al (1998) argue that most of the current safety management practices and tools are rooted in the 

http://www.continuityforum.org/content/news/130747/recognising-threat-importance-pre-incident-surveillance)
http://www.continuityforum.org/content/news/130747/recognising-threat-importance-pre-incident-surveillance)
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experience of earlier large scale organisations, in which changes would tend to be less frequent and of little 

magnitude. Strict regulations and standards applicable across all industrial activities were the core of safety 

management in organisations characterised by stable and well known operations. Hale et al (1998) further argue 

that “traditional” safety principles may be inadequate in the face of today’s complex and fast pace changing 

organisations. Hale et al (1998) question whether safety can be managed through a careful analysis of past 

occurrences and prediction methods for what may be the consequences of each possible course of action. By the 

time such an approach produces a decision, the organisation may have shifted and the solution found may no 

longer be applicable or even safe.  

Because the pathways that convey people and goods also enable risks to travel, as the degree of economic, 

political and social interchange between states increases, disasters rapidly acquire the potential to cross 

boundaries (Boin et al, 2010). Leveson (2004) explains fast pace changes with the introduction of new 

technologies into systems. While in the early twentieth century, new technologies would take about 30 years to 

reach the market, this can today take three years and products may become obsolete in five years Leveson 

(2004). Dekker (2004) adds that although computational speed has drastically improved access to information 

and the ability to generate data, humans are unable to keep up with such evolutions. People cannot process and 

make sense of the volumes of information that currently flow across complex systems. This is the context in 

which high complexity can lead to an increased risk exposure, and as initially mentioned, it can create additional 

challenges for the management of safety. Within complex environments, safety cannot be merely chosen, rather 

it must be searched (Widalvsky, 2004). This is also the context in which Hollnagel (2011a) places resilience 

engineering’s view on safety: The ability to succeed under varying conditions.  

2.8.3 The changing nature of accidents  

There is a common understanding of the term accident as being an unforeseen and unplanned event or 

circumstance, which leads to an undesired outcome, normally of loss or injury (Hollnagel, 2004). It is today widely 

recognised that dependence on technology has produced new and important sources of risk, and as a direct 

consequence, the nature of accidents has also shifted (Leveson, 2004). The scale that systems have attained 

creates the power to impact future generations through environmental pollution and genetic damage. As an 

example, Perrow (1999) mentions that activities such as the production of nuclear power, chemical and biological 

derivate, or the transportation of hazardous materials, are today a common presence, even in the vicinity of 

populated areas. The catastrophic potential of these industries has become evident in past disasters like the 

Three Mile Island, Bhopal or Chernobyl.  

Leveson (2004) considers that complex systems cannot be managed under the assumption that accidents are 

produced by an uncontrolled and undesired release or transfer of energy between technical components. 

Technology is evolving faster than the methods to control and manage it, and consequently, unknown elements 

are introduced into system operations. Therefore, partially unknown operations must be taken into account as a 

contribution for the production of accidents in complex systems. Leveson (2004) further discusses the widespread 

use of computers and observes how this has created a potential for information loss, imprecision or 

incompleteness, which can lead to severe physical and financial losses.  

Within complex scenarios, risk does not emerge solely from the presence of toxic or explosive materials Perrow 

(1999). Examples of this can be found in railway accidents like Clapham Junction (Hidden, 1989) or Ladbroke 

Grove (HSE, 2000), among others. Perrow (1999) considers that high risk systems are characterised by an 

interacting tendency that can lead to unexpected combinations of events. This is described as a system 

characteristic, as opposed to one of components or operators. In accordance to what was previously defined as a 

complex system, Perrow (1999) also refers to interactive complexity in high risk systems. Due to the numerous 

possible combinations of events and even greater number of potential outcomes, the author considers this 

interactivity the source of “normal accidents”, in the sense that occurrences in complex environments must be 
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considered inevitable. Accidents in complex environments tend to be the result of unpredicted interactions and 

thus, as supported by Owens & Leveson (2006), the spread of potentially harmful interactions throughout the 

system have to be controlled.  

As Leveson (2004) points out, accidents within complex environments tend to produce unpredicted chain reaction 

effects, which could rapidly reach intolerable proportions. Prevention of accidents requires a more proactive 

approach, in order to develop the ability to anticipate threats. Hindsight has become a benefit that complex 

systems may no longer afford. Weick & Sutcliffe (2007) add that high risk technologies must be controlled by 

means other than trial and error learning, as in many cases, the first error may also be the last trial. The challenge 

at hand within complex scenarios, is linking events that are further away in time and space than what would 

normally be the case when managing risks purely derived from technical or operator failures (Hale et al, 1998). 

Within this context, there is clearly a need to innovate safety practices in order to contemplate new types of 

accident aetiology.  

2.8.4 Safety culture  

The increasing awareness of factors that shape the behaviour of people and their decisions, as well as their 

resulting impact on the safety of organisations, has lead to a growing interest in organisational culture and in 

particular, safety culture (Hale & Hovden, 1998). Hurst (1998) generally describes safety culture as a set of ideas 

and beliefs that all members of the organisation share about risk, accidents and health. These shared values, 

attitudes and patterns of behaviour give the organisation its particular character (“the way we do things around 

here”).  

Safety culture issues are today widely reported in the outcome of investigations into several major disasters such 

as the one of the Columbia space shuttle (Woods, 2003). However, a great deal of misunderstanding remains 

around the concept of safety culture. Although people often refer to the need to improve safety culture as if this 

constituted a concrete feature of the organisation, as pointed out by Hurst (1998), most aspects of safety culture 

are intangible even though they lead to tangible and observable manifestations.  

Similarly to high reliability issues, safety culture is also closely related to aspects of resilience. Because of this 

overlap and the evident need to clarify the domain of this concept, some discussion on the subject was 

considered relevant.  

Both Kirwan (1998) and Hurst (1998) cite the Advisory Committee for the Safety of Nuclear Installations (ACSNI) 

in its formal definition of safety culture: 

The safety culture of an organisation is the product of the individual and group values, attitudes, 

perceptions, competencies and patterns of behaviour that determine commitment to, and the style 

and proficiency of, an organisation’s health and safety management (ACSNI, 1993).  

Hurst (1998) further points out that this definition leads to consideration of two important elements as constituents 

of safety culture: The underlying beliefs and attitudes towards safety, which are expressed both at an individual 

and group level, and the tangible safety manifestations through which these beliefs and attitudes are expressed. 

The relevancy for the management of safety resides in the strong relations between these tangible manifestations 

and the underlying elements of the culture. In order to shape behaviours and decisions, safety management 

practices must focus on the underlying elements of safety culture, rather than their manifestations (Hurst, 1998). 

Turner & Pidgeon (1997) add that safety culture encompasses the gaps between what is formally determined by 

the safety management system and the non-formalised aspects of operations. These are the informal strategies 

put in place to manage “grey areas” (the gaps). These strategies constitute the tangible manifestations of safety 

culture and they are developed based on experience according to the beliefs in terms of what is safe and unsafe 

of those applying them (Turner & Pidgeon, 1997).  
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The challenge becomes then the development of strategies and methods to identify and act upon the existing 

beliefs and attitudes. The purpose of an organisation would be to incorporate into its safety management, 

features that work towards what Kirwan (1998) considers a positive safety culture. According to Kirwan (1998), 

organisations with a positive safety culture are characterised by communications founded on mutual trust, by 

shared perceptions of the importance of safety and by confidence in the efficacy of the existing preventive 

measures. Hurst (1998) considers that a good (positive) safety culture results from adequate resources, good 

communications and a cooperation that ensures a balance between safety imperatives and production needs. 

The focus on communications and cooperation derives from the importance of group attitudes and processes to 

the management of safety (Kirwan, 1998). As noted above, factors shaping decision making are crucial for safety 

culture and most decisions will involve at least two people and often more. Communications and group factors 

become dominant, as the set of values and attitudes (safety culture) greatly influences the quality of the 

information flows developed within the organisation (Kirwan, 1998).  

As observed by Jackson (2010), there are many different approaches to safety culture and the only certainty is 

that there are no right ones and no wrong ones. At each place in time and for each organisation, some methods 

to approach safety culture may be more adequate and efficient than others.  

2.8.5 A system approach to safety  

Hale & Hovden (1998) point out the importance of major accidents (e.g. Three Mile Island, Bhopal or Chernobyl) 

in the shift of safety management perspectives. Investigations into major occurrences of the 19070’s and 1980’s 

concluded that the bureaucratic and strict safety structures in place could not account for causal factors that were 

found to be beyond human and technical failures (Turner & Pidgeon, 1997). The perception of the widening gap 

between systems complexity and existing safety practices lead to the adoption of more flexible approaches, 

aiming to better respond to the fast pace changes and heterogeneity of modern organisations. To this end, Hale 

et al (1998) discuss the self-regulation and certification approaches initiated in the 1970’s. The principle at stake 

was that responsibility and accountability had to fall on those creating the risks, rather than governments and their 

agents issuing regulations and standards to control such risks. In line with this shift in safety practices, aviation 

and nuclear power are among the first industries to develop safety management systems. These systems 

constitute an organised approach to managing safety (Dijkstra, 2006), and beyond supporting specific safety 

needs, they facilitate the oversight role of national authorities.  

The development of self-regulating management systems incentivised organisations to investment in research 

directed at their specific safety endeavours. Hale et al (1998) mention the growing interest of companies in 

developmental studies focusing on organisational design learning and management. Through such studies, 

safety research has gained interest in system theories, as a way to better understand complex synergies and 

combinations of events. Hale & Hovden (1998) refer to this as the “third age of safety”. After a first age, during 

which safety focused on purely technical issues (initial industrial contexts), a second age with strong emphasis on 

human factors (human error and information technology), this third age of safety focuses on risks emerging from 

interactions between system components.  

In terms of accident analysis, an approach to safety based on system theories allows more complex relationships 

between events to be considered and provides a way to look more deeply at why the events occurred (Leveson 

et al, 2003). Traditional models such as event trees, aim at building chains of events, either by placing those at 

the origin as route causes, or at the “sharp end” as immediate causes of accidents. System based models 

consider all events at the “sharp end” of the undesired outcome (Hollnagel, 2004). Although a timeline remains 

essential to understand occurrences, the focus is set on the relations between events, rather than their sequence 

in time. Events are considered as parts of the whole rather than distinct elements. Instead of looking at accidents 

as an end result, they are considered “emergent phenomena”, as they arise from the combination of the 

concurrent events (Hollnagel, 2004).  



RESOLUTE D2.1 - State of the art review 

WWW: www.resolute-eu.org  Page 38 of 127 
Email: infores@resolute-eu.org 

The work of Rasmussen (1997) explains the relevancy of system views to understand safety in complex 

environments. Rasmussen (1997) refers to safety sociotechnical systems, which span across legislators, 

managers, work planners and operator levels. This model was earlier mentioned when discussing organisational 

decision making perspectives (Svedung & Rasmussen, 1998) and is here represented in Figure 2.4. 

 

Figure 2.4: Sociotechnical system involved in risk management (from Rasmussen, 1997) 

The control of hazardous processes relies on a series of laws, rules, instructions and procedures that are 

produced and applied throughout this system. Rasmussen (1997) argues that in order to address risks emerging 

from dynamic social contexts, the decisions made by politicians, safety officers, work planners and operators, as 

well as the pressures that constrain them, must be considered within a functional approach, as opposed to a 

structural decomposition into static elements. As earlier discussed, decisions are triggered by conflicting 

circumstances that pressure people towards making some kind of choice. Therefore, Rasmussen (1997) and later 

Svedung & Rasmussen (1998) maintain that risk management in complex systems requires understanding how 

pressures at each level affect decision making, and how decisions at one level affect decisions of the next one. 

An example of this can be found in the response to the devastation caused by the hurricane Katrina in 2005. As 

Westrum (2006b) discusses, despite the availability of supplies and resources to relieve the victims, these were 

not used because of authority disputes or breakdowns in communication. The failure of the hierarchical structure 
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and its communications led to a complete stall in the system. Whatever possible ways there might have been to 

minimise the damage to the system and enable it to recover its operation more quickly had failed. 

Leveson et al (2003) address the same hierarchical system perspective. They argue that the downstream 

decisions such as the ones represented in Figure 2.4, introduce the boundaries deemed necessary to carry out 

the hazardous process within acceptable safety limits. On the upstream flow, information on system performance 

is provided to the higher hierarchical levels, which will then support future decisions, as necessary. Leveson et al 

(2003), define this flow of information as a safety control loop. From this perspective, lack of control over the 

system may arise whenever the information flow is interrupted, inaccurate or is taking too much time, among 

other information related issues. The authors point out the relevancy of this concept, as systems become 

increasing dependent on information technologies. 

In light of a systems approach to safety, Leveson (2004) considers that many accidents attributed in a recent past 

to human error, would be more accurately described as the result of inadequate system and interface design. 

Models based on system theories consider accidents as arising from the interactions among system components 

and lead to the investigation of multiple causal factors and concurrent events (Leveson et al, 2003). Woods 

(2003) discusses the findings of the Columbia Accident Investigation Board and points out the identification of 

“holes in the organisational decision making”. The organisational factors identified as causes for such holes were 

not considered unique to NASA and its programmes, but rather “generic vulnerabilities that have contributed to 

other failures and tragedies across other complex industrial settings”. 

The integration of system theories into safety management has led to the recognition of concurrent risk factors 

and system level interactions which would escape “traditional” safety methods that tend to decompose events into 

linear chains of events. Because the nature of accidents has shifted, safety measures such as the use of 

“redundancy”, are becoming ineffective and in many cases, adding complexity to the system (Leveson, 2004). In 

this context, research on new ways of managing safety can be considered a crucial endeavour for the survival of 

today complex systems. A systemic approach to safety appears to be more adequate to the challenges of high 

complexity, as it focuses on the dynamic nature of system interactions and the non-linearity of its effects 

(Hollnagel, 2004) 

2.8.6 Safety I versus Safety II 

Safety is commonly defined as the “absence of undesired risk”. While this has for many decades supported 

significant achievements in risk assessment and overall management, the growing complexity and heightened 

variability of operations in sociotechnical systems has made apparent many shortfalls of this approach. The 

following issues are progressively becoming inescapable for all those involved in risk management: 

 Complexity renders operations in sociotechnical systems partly unknown. As earlier discussed, this is at 

the source of the notion of intractability (Hollnagel, 2009a). 

 It is unrealistic to presume that risk management singly based on the implementation of various types of 

barriers (particularly when many those assume a procedural nature) against known hazards and threats 

can face up to the challenges of high variability and complexity, and the non-linear behaviour of 

operations in such contexts. 

 Across every industry sector and throughout times, despite often continuous investments in risk 

managements, safety performance remains steady around what appears to be a limit to currently 

existing practices. This is assumed to be placed around a probability of 10-6 of serious events (death) for 

what are considered to be high reliability industries. 

 Even without a careful analysis, it is easily perceived that sociotechnical systems experience successful 

performance in a proportion that is largely greater that failure. For instance, even in road transport 

systems in which accident rates are normally considered very high, it is undeniable that transport 
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activities (people and goods) are normally carried out successfully, particularly when compared against 

the number of ours that we all tend to be exposed to the risks of road systems (we normally get into our 

cars and safely arrive to our destination; only very rarely experience an accident). 

In view of these issues Hollnagel (2014) proposes a new perspective of safety, to which the author refers to as 

“Safety II”. Under this notion, safety is defined as the promotion of success, as opposed to the avoidance of 

failure and the learning from successful performance, as opposed to learning and building on from what are 

perceived as past failures. Safety II constitutes the shift in paradigm that must be placed at the basis of resilience, 

particularly when adopting the view of resilience engineering. This will be discussed in detail in the following 

sections. 
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3 RESILIENCE AND SUSTAINED ADAPTABILITY 

Beyond the aspects of system complexity previously discussed, the global scenario of resource scarcity, 

environmental pollution and climate change is also put forward as a cause for many of the serious threats 

currently faced by societies. Boin et al (2010) distinguish such threats from “routine emergencies” such as fires 

and traffic accidents, and characterise them as “low-chance”, “high-impact” events that can compromise life 

sustaining systems and require governance level intervention under high uncertainty conditions. These are the 

circumstances in which resilience is highlighted as a possible solution for the sustainability, reliability and safety 

of systems (Boin et al, 2010 and Jackson, 2010). 

The concept of resilience covers many different matters (Westrum, 2006a) and is used across many different 

scientific domains. Resilience is firmly based in the fields of engineering, biology and psychiatry (Gunderson et al 

2002, Jackson 2010, Vugrin et al 2010, Boin et al 2010 and Holling 2010). While engineering applies this concept 

to materials and technical systems, biology focuses on living organisms and systems, and psychiatry aims at 

understanding resilience from an individual perspective (Boin et al, 2010). More recently, resilience has become 

widely mentioned within the context of humanitarian and economic sustainability and community and regional 

adaptation to climate change (Hallegatte 2014, Rose & Krausmann 2013, UN 2014). 

3.1 Definitions 

Resilience is generally interpreted as the ability to recover from or to resist being affected by some shock, insult 

or disturbance (Vugrin et al, 2010). Foremost, given that it regards the recovery after events, this concept must 

encompass a given timeline and therefore, should be regarded as a process rather than a given quality. Sutcliffe 

& Vogus (2003) refer to resilience as an emerging process in organisations, which develops through continually 

dealing with risks, stresses and strains. Within the same dynamic perspective, Westrum (2006a) considers three 

conditions as the fundamentals of resilient situations, which Jackson (2010) later paraphrases as follows: 

 Avoidance relates to the ability to foresee potential threats and prevent something bad from happening. 

 Survival implies that the system, while experiencing disturbance, maintains operations, even if partially 

incapacitated. This means that the system is able to cope with ongoing trouble and therefore, prevent 

something bad from becoming worse. 

 Recovery refers to the ability of the system to repair itself and regain desired performance after 

something bad has happened. 

Jackson (2010) regards resilience as the opposite of brittleness. In this sense, while the purpose of resilience in 

systems is achieving safety, brittleness leads to an unsafe condition of the system. Avoidance is clearly the ideal 

system condition but a total absence of failure is unrealistic within indeterminate and complex scenarios (Weick & 

Sutcliffe, 2007 and Leveson, 2004). Hence, an organisation needs to develop additional capabilities as, whenever 

avoidance mechanisms become insufficient to face conditions, survival abilities should be put into action and 

recovery the envisaged goal. Jackson (2010) considers that at least two of these three conditions must be met in 

order for resilience to be considered. Various authors have put forward a distinction between operations before 

events/shocks and operations during recovery from such events/shocks. Rose (2007) in particular, places this 

distinction in the economic context and in the scope of the following notions: 

 Static economic resilience which is based on enhancing efficiency under “normal” operations and 

making the most of available resources at a given point in time. 

 Dynamic economic resilience which deals with recovery to “normal” operation and reconstruction.  

The large majority of authors and definitions highlight “sustaining operations” and “recovering from events” as two 

fundamental aspects of resilience. In fact, it is often suggested that resilience can be inferred by how efficiently 
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(quickly) a system is capable of recovering from events. While resilience must be placed under a much broader 

scope, this underpins the dynamic nature of resilience as a concept, which goes much beyond a (linear) rational 

of “before and after events”. As noted by Woods (2014), surprise is constant and occurs continuously at multiple 

system levels and assumes many different forms. This is why non-linear perspectives and tools must be adopted 

if resilience is to be properly addressed, and in this context, the distinction between a “static” and a “dynamic” 

resilience can become counter-productive. 

The concept of resilience contemplates a wide range of possible applications. It is clearly a trans-disciplinary 

aspect in organisations (Jackson, 2010). This becomes evident not only in the range of professionals that 

participate in resilience related activities, but also in the diversity of definitions found in the literature. In order to 

explore the actual diversity of applications and build an appropriate understanding of the concept, a literature 

survey was conducted. Keeping in mind the context of sociotechnical systems as the focus of RESOLUTE, this 

survey was limited to the frame of systems approaches to resilience. Table 3.1 summarises the most relevant 

definitions found in the literature. For reasons of practicality, only more explicit definitions found in relevant 

systems literature were considered. The keywords also shown in this table are used as indication for resilience 

properties in systems. 

Table 3.1: Definitions of resilience 

Authors Definition Keywords 

Adger (2000) in 
Vugrin et al (2010) 

Ability of groups or communities to cope with external 
stresses and disturbances as a result of social, political 
and environmental change 

External stresses 

Allenby (2005) in 
Vugrin et al (2010) 

Capability of a system to maintain its functions and 
structure in the face of internal and external change and 
to degrade gracefully when it must  

Internal and external 
change 

Degrade gracefully 

Boin et al (2010) Ability to negotiate the flux (of events) without 
succumbing to it 

Negotiate 

Comfort (1999) in 
Vugrin et al (2010) 

Capacity to adapt existing resources and skills to new 
situations and operating conditions 

Adapt 

Resources and skills 

Fiksel (2003) in 
Vugrin et al (2010) 

The essence of sustainability. The ability to resist 
disorder 

Sustainability 

Disorder 

Fujita (2006b) Utilisation of system’s potential abilities (engineered 
features or acquired adaptive abilities) to the utmost 
extent and in a controlled manner, both in expected and 
unexpected situations 

Potential abilities 

Utmost extent 

Controlled manner 

Gunderson et al 
(2002) 

Strength of mutual reinforcement between processes, 
incorporating both the ability of a system to persist 
despite disruptions and the ability to regenerate and 
maintain existing organisation 

Mutual reinforcement 

Persist 

Regenerate 

Hale & Heijer (2006a) Ability to steer the activities of the organisation so that it 
may sail close to the area where accidents will happen 
but always staying out of the dangerous area 

Steer activities 

Dangerous area 

Holling (1973) in 
Vugrin et al (2010) 

A measure of the persistence of systems and of their 
ability to absorb change and disturbance and still 
maintain the same relationships between populations or 
state variables 

Persistence 

Absorb change and 
disturbance 

Maintain relationships 
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Hollnagel (2006) Ability of an organisation to efficiently adjust to harmful 
influences rather than to shun or resist them 

Intrinsic ability of a system to react to and recover from 
disturbances at an early stage, with minimal effect on its 
dynamic stability 

Efficiently adjust 

Harmful influences 

React and recover 

Dynamic stability 

Hollnagel (2011a) The intrinsic ability of a system to adjust its functioning 
prior to, during or following changes and disturbances, so 
that it can sustain required operations under both 
expected and unexpected conditions 

Adjust functioning 

Sustain required 
operations 

Expected and 
unexpected conditions 

Jackson (2010) Processes, disciplines and infrastructures that need to be 
in place to make sure that undesired events do not 
happen or that systems may survive such events and 
maintain operation 

Processes, disciplines 
and infrastructures 

Survive 

Maintain operation 

Leveson et al (2006) Ability of systems to prevent or adapt to changing 
conditions in order to maintain (control over) a system 
property 

Prevent or adapt 

Changing conditions 

Starbuck & Farjoun 
(2005) 

Continued willingness to drop one’s tools in the interest 
of greater agility 

Continued willingness 

Greater agility 

Sutcliffe & Vogus 
(2003) 

Maintenance of positive adjustment under challenging 
conditions 

Ability to absorb strain and preserve or improve 
functioning despite the presence of adversity 

Continuing ability to use internal and external resources 
successfully to resolve issues 

Capacity to rebound from adversity strengthened and 
more resourceful 

Positive adjustment 

Internal and external 
resources 

Strengthened 

Tierney & Bruneau 
(2007) in Vugrin et al 
(2010) 

Inherent strength and ability to be flexible and adaptable 
after environmental shocks and disruptive events 

Strength 

Flexible and adaptable 

U.S. Department of 
Homeland Security 
Risk Steering 
Committee (2008) in 
Vugrin et al (2010) 

Ability to resist, absorb, recover from or successfully 
adapt to adversity or a change in conditions 

Capacity of an organisation to recognise threats and 
hazards and make adjustments that will improve future 
protection efforts and risk reduction measures 

Resist, absorb, recover 

Recognise threats and 
hazards 

Vugrin et al (2010) Ability to efficiently reduce both the magnitude and 
duration of the deviation from targeted system 
performance levels 

Magnitude and duration 

Deviation from targeted 
performance 

Walker & Salt (2006) Ability of a system to absorb disturbance and still retain 
its basic function and structure 

Absorb 

Function and structure 

Weick & Sutcliffe 
(2007) 

Intrinsic ability of an organisation (system) to maintain or 
regain a dynamically stable state, which allows it to 
continue operations after a major mishap or in the 
presence of continuous significant stresses 

Maintain or regain 

Dynamically stable state 

Continuous significant 
stresses 

Westrum (2006a) Ability to prevent something bad from happening, from 
becoming worse, or to recover from it once it has 

Prevent 

Becoming worse 
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happened Recover from 

Widalvsky (2004) Capacity to cope with unanticipated dangers after they 
have become manifest, learning to bounce back 

Unanticipated dangers 

Bounce back 

Woods & Hollnagel 
(2006) 

A paradigm for safety management that focuses on how 
to help people cope with complexity under pressure to 
achieve success 

Safety management 

Complexity 

Pressure 

Wreathall (2006) Ability of an organisation (system) to keep, or recover 
quickly to, a stable state, allowing it to continue 
operations during and after a major mishap or in the 
presence of continuous significant stresses 

Ability to have appropriate levels of resources 
(particularly reserves) that can react to sudden 
increasing challenges or onset of a major hazard 

Keep or recover quickly 

Stable state 

Continuous significant 
stresses 

Appropriate level of 
resources 

React 

 

Several of the authors mentioned in Table 3.1 (Vugrin et al 2010, Gunderson et al 2002, Walker & Salt 2006, 

among others) distinguish two types of resilience, which reflect different views on how humans interact with and 

manage the world around them (Walker & Salt, 2006): 

 Engineering resilience is considered a more “classical” view, emanating from physics models. It 

assumes a system exists around an equilibrium state and its resilience is defined in terms of the ability 

to resist departure from, or rapidly return to that equilibrium after significant disturbances (Holling, 2010). 

From this perspective, efforts aim at maintaining a degree of constancy in the system by containing its 

variability. 

 Ecological resilience assumes that systems can reorganise themselves and therefore, contemplates 

the possibility of systems shifting from one domain of stability to an entirely different one. In this sense, 

resilience is defined by the magnitude of disturbance that a system can absorb (avoid) before it shifts 

from one set of mutually reinforcing processes and structures to a new one (Gunderson et al, 2002). The 

focus is set on the persistency of relations among parts of the system. Like many plants that bend with 

the wind instead of stiffly attempting to resist it, ecological resilience assumes the possibility of the 

system shifting to new equilibrium states in order to ensure its basic structure and function (Walker & 

salt, 2006). 

Following the conditions of Westrum (2006a), both perspectives contemplate some form of avoidance, survival 

and recovery and therefore, could be considered within the domain of resilience. On the one hand, engineering 

resilience aims primarily for avoidance capacities (anticipation of threats) and would resort to recovery (and 

perhaps survival) capabilities to ensure fast return to its known stability condition. On the other hand, ecological 

resilience maintains more tolerance in the face of threats and endeavours mostly for survival and recovery 

capacities as a way to deal with the resulting constant change. This constitutes a fundamental distinction between 

these perspectives: While the engineering perspective aims to achieve and maintain a condition of stability, the 

ecological perspective aims at creating capacity to cope with variability. 

Widalvsky (2004) considers that both perspectives constitute valid and useful safety approaches, depending on 

the type of organisation and its activities. In line with this view point and within the framework of resilience 

engineering, Hollnagel (2011a) defines this concept as follows: 

The intrinsic ability of a system to adjust its functioning prior to, during or following 

changes and disturbances, so that it can sustain required operations under both expected 

and unexpected conditions (pp xxxvi) 
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It should be noted that aside from purely biological systems or ecological systems that have been kept guarded 

from any human intervention, everything that surrounds us and supports human activities are systems developed 

by humans. These are referred to under many different contexts and terminologies, of which the most common 

ones might be: human systems, sociotechnical system, systems of purpose, intentional systems, among others. 

The fundamental notion that is common to these terms is that every human designed and built system aims to 

fulfil a more or less clear purpose and that by definition, resilience is only meaningful in view of such system 

purposes. Therefore, a system can be said to be resilient if it is capable of continuously adapting to its operational 

environment in the pursuit of its system intention/purpose. This is in line with what Woods (2014) defines as 

sustained adaptability. 

3.2 Trade-offs 

One of the most common realisations is that we cannot have everything in life. The immediate consequence is 

that people are frequently confronted with the need to make choices that involve giving up on one thing in order to 

have the other. This is generally described as a trade-off. Hollnagel (2009) gives this concept a different level of 

consideration and considers it as a constant presence in every aspect of decision making, both individually and 

collectively within the scope of sociotechnical systems. From this perspective, every decision reached by a 

person or an organisation gives shape to a trade-off of some kind. Within this frame of mind, this section clarifies 

the roots of trade-offs and its relevance for systems resilience. 

Organisations are today confronted with complex choices regarding the application of their resources (Crozier & 

Ranyard, 1997). For instance, if investments are to be made in technology, then other necessities will have to 

wait for new opportunities. In a simplistic way, Hollnagel (2009) describes a decision according to three 

fundamental steps that are necessary to go from the external event that triggers the decision process, to its 

resulting course of action: 

 An evaluation of the current situation and the problem at hand 

 The selection of a given course of action from a range of options 

 The execution of the chosen course of action, which amounts to planning the response to the initial 

problem 

From this view point, trading-off is fundamentally generated during selection, as this step shapes the kind of 

choices made. It should be kept in mind that, as discussed by Zeleny (1981), a decision process is developed 

through an iteration of multiple partial decisions before a final decision is reached. As a consequence, even within 

this simple representation of a decision making process, within each evaluation, selection or execution step, 

several partial decisions must be considered, which themselves originate trade-offs. For instance, when 

evaluating, decisions have to be made on what information is needed or when that information is sufficient to 

build a good enough understanding of the situation. This substantiates the importance of trade-offs. They occur 

not just as the outcome of a decision making process, but also as a shaping factor throughout this same process 

by means of partial decisions. Hollnagel (2009) describes this as the process (with trade-offs at their core) 

through which people adjust their performance, aiming to match the perceived conditions. 

The scarcity of resources is at the origin of every trade-off (Woods, 2006). Despite any other resource limitation, 

as pointed out by Hollnagel (2009), everything takes a certain amount of time to be accomplished and everything 

takes place in time. Hence, for the large majority of situations, time can be considered the most crucial resource 

of all. When confronted with a task and the need to decide, capacity limitations most often refer to the inability to 

be fast enough within the time available (Hollnagel, 2009). According to Hollnagel (2009), this places two 

opposed concepts at the core of trade-offs: 
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 The need for Efficiency, in the sense that something is achieved with minimum expenditure of 

resources (in particular time), results from the insurmountable scarcity of resources (Hollnagel, 2009). 

Because of this scarcity, tasks and decision making experiences pressure to keep resource utilisation to 

a minimum at all times. As noted by Woods (2003) in regards to the Columbia accident, under 

production pressure people develop shortcuts in reasoning, which leads to decisions being made based 

on assumptions. Although higher efficiency may be achieved, such shortcuts increase uncertainty and 

unpredictability (Hollnagel, 2009). 

 Conversely, Thoroughness stands for the ability to accomplish a given objective with disregard to any 

limitation. This implies that before an activity is carried out, there is sufficient confidence that all the 

resources and conditions necessary to achieve the intended outcome are in place (Hollnagel, 2009). 

Hypothetically, this represents the possibility of carrying decision making processes through as much 

iteration (partial decisions) as desired. For instance, when carrying out maintenance work in transport 

infrastructures or within many industrial facilities, setting up safety barriers to “distance” maintenance 

from other ongoing operations, constitutes a precondition that aims to guaranty (or improve probability) 

that work will be delivered safely. 

Hollnagel (2009) refers to this as the Efficiency-Thoroughness Trade-Off (ETTO) principle. Other authors, such as 

Dekker (2004), refer to a trade-off between safety and performance. While thoroughness, in principle, works 

towards safety by improving on preconditions necessary to avoid undesired results (achieve success), efficiency 

is devoted to performance improvement. From this, it follows that the ETTO principle is concerned with balancing 

conflicting goals, belonging to the domain of either thoroughness/safety or of efficiency/performance. The use of 

checklists constitutes a good example of this balancing act: By going through the checklist before taxiing to the 

runway, the pilot is reinforcing thoroughness (Hollnagel, 2009). The checklist aims to improve certainty that the 

desired outcome (safety of take off and flight) will be achieved. Because a certain amount of time is needed to go 

through the checklists, efficiency is sacrificed.  

As pointed out by Hollnagel (2009) it rarely (if ever) is possible to be both thorough and efficient at the same time. 

Woods (2006) illustrates this fact by the “faster, better, cheaper” policy adopted by NASA and its contribution to 

the Columbia accident. The Columbia accident can be broadly attributed to NASA’s failure in balancing safety 

against intense production pressure, which resulted in a pattern of drift towards failure. While complexity and a 

fragmented problem solving process hindered the ability to develop sufficient awareness of local and global 

conditions, pressures for performance led people to trade-off in favour of efficiency (Woods, 2003). Based on this 

same observation, Dekker (2004) intrinsically relates trade-offs with the drift into failure of complex systems. As 

illustrated by the Columbia accident, when trading-off favours efficiency beyond the capacities of the system, a 

drift into failure may occur. 

From a systems resilience perspective, the essence of a trade-off resides in the balance between as much 

efficiency as possible, so as to maintain operations close to safety boundaries, and the thoroughness necessary 

to ensure that such boundaries are not crossed (Woods, 2006). In this regard, two capabilities are fundamental 

for trade-offs to contribute to resilience:  

 People require information to support their decisions. Progress on safety ultimately depends on 

providing workers and managers with information about changing vulnerabilities (Woods & Hollnagel, 

2006). Only then people can develop awareness of how much pressure for efficiency the system can 

sustain and when it is time to ponder with more thoroughness on the information available, or even to 

search for additional information (sacrifice decisions). 

 Organisations need to develop ways of monitoring safety boundaries. As pointed out by Woods (2006), 

systems need to maintain awareness and responsiveness to evidence of any potential shifting of 

decision criteria, which might lead the system across safety limits. 
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Woods (2006) further points out that from a resilience perspective, the difficulty in balancing trade-offs 

(“ETTOing”) is that thoroughness and therefore, attention to safety limits, is most necessary when performance 

pressures are higher. This means that precisely when they are most needed to respond to such heighten 

pressures, resources must be “sacrificed” to monitor and control the dynamics between system performance and 

safety boundaries. This is where systems resilience should be placed. 

3.3 Functional resonance 

The theoretical foundations of functional resonance were firstly introduced by Hollnagel (2004). This concept was 

developed within the scope of a non-linear and dynamic approach to the safety of complex sociotechnical 

systems. Rather than the static analysis of processes or components and their sequences in time, the concept of 

function used conveys aspects of system performance. For the purpose of this discussion a function is regarded 

as a set of actions that a system performs towards the achievement of a given aim (Woltjer, 2009). 

The phenomenon of resonance in system operations is related to the fact that performance in complex 

environments is inherently variable in time. Variability can either be the result of short-term fluctuations on 

resources, demands or working conditions, among others, or slower and longer-term changes such as those 

depending on economic and commercial relations. Hollnagel (2004) places the slow drifts of systems towards 

“new norms and emerging tacit standards” within this context and considers as an example, the NASA processes 

of drift into failure (Woods, 2003). 

Operations in complex systems are normally underspecified. Thus, carrying out tasks requires tools and formal 

procedures to be adapted to meet unforeseen (or unforeseeable) operating conditions. Approximate adjustments 

that are made by people at all levels of organisations (aiming to match operating conditions) must also be 

considered as sources of variability. As observed by Hollnagel (2009), in the large majority of cases, these 

adjustments lead to successful outcomes and only rarely result in undesired events such as incidents and 

failures. This is clearly demonstrated by most accident rates in complex sociotechnical systems, which are 

typically beyond 10-6 occurrences per number of events (Amalberti et al, 2005). Hence, performance variability 

must be regarded as a useful resource, as it normally leads to success and only rarely, to failure. The processes 

that lead to success and failure are essentially the same, only their outcome is different, as “failure is the flip side 

of success” (Hollnagel, 2006). 

Failure emerges when local variability produces insufficient or inappropriate adjustments to the variability of the 

environment (Hollnagel, 2006). This is represented in Figure 3.1. It should be kept in mind that for each system 

function, the remaining ones constitute its operating environment.  

 

Figure 3.1: Performance variability and resonance (adapted from Hollnagel, 2008) 

The variability of a number of functions (represented by thinner lines) may reinforce each other (resonate – 

represented by the thicker line) and exceed limits of system capacities (represented by dashed), which are also 

subject to variability. Thus, the thicker line in Figure 3.1 should be seen as the sum of the thinner lines. Functional 
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resonance results from unforeseen interactions between the normal variability of functions. Normal variability of 

functions are weak signals and the resonance effect they may produce is the detectable signal, which may or 

may not exceed system capacities (Hollnagel, 2004). 

Functional resonance emphasises the dynamic nature and non-linearity of performance in complex systems 

(Hollnagel, 2008). Based on this concept, accident analysis derives from an understanding of both “normal” and 

unusual functional relations in the system. Rather than aiming to eliminate variability, safety is built around the 

control of its sources and preventing it from assuming harmful proportions (Hollnagel, 2004). A system is in 

control if it is able to minimise to a manageable degree or eliminate undesired variability, or at least, that which is 

expected to exceed system capabilities (Hollnagel & Woods, 2006). The challenge then resides in providing 

people and organisations with tools to monitor not only sources of variability from within the system and its 

environment, but also changes of performance conditions that can lead to variations of system capabilities. 
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4 ASSESSING AND MEASURING RESILIENCE 

The broadness of the resilience concept is implicit in its various definitions and can be perceived from the 

keywords mentioned in Table 3.1. Hence, resilience parameters or inferable criteria must be able to capture a 

great diversity of system features (Hollnagel, 2011a). Hollnagel et al (2006) and Jackson (2010) provide ample 

descriptions for resilience characteristics based on recognisable system performance aspects. In particular, 

Wreathall (2006) summarises characteristics for what could be considered a resilient system, and Hale & Heijer, 

(2006b) and Hale et al (2006) discuss possible topics for measuring and auditing resilience. These are shown in 

Table 4.1 as characteristics for resilient and non-resilient systems. 

Table 4.1: Resilient and non-resilient systems (Wreathall 2006, Hale & Heijer 2006b, Hale et al 2006) 

Resilient system Non resilient system 

Top level commitment: Management recognises human 
performance concerns and tries to continuously and 
extensively address them 

Defences erode under production pressures 

Just culture: support on reporting of issues upwards 
through the organisation yet not adopting culpability 
attribution behaviours 

Safety is not built as inherently as possible 
into the system and the way it operates by 
default 

Learning culture: willingness to respond to events not with 
denial but through repair and reform 

There is not a high enough devotion to 
safety above or alongside other system goals 

Awareness: Data gathering that provides management 
with insights about various aspects of performance 

There is a failure to revise risk assessments 
appropriately as new evidence accumulates 

Preparedness: The organisation actively anticipates 
problems and prepares for them (constant sense of unease, 
Hollnagel & Woods 2006) 

Past good performance is taken as a reason 
for future confidence about risk control 
(complacency) 

Opacity: The organisation is aware of the boundaries and 
knows how close it is to the edge in terms of degraded 
defences and barriers 

Fragmented problem solving clouds the big 
picture 

Buffering capacity: Ability to adapt to new or complex 
problems without disrupting overall functionality. It requires 
that people are able to make decisions without having to 
wait on management instructions 

The organisation responds stiffly and slowly 
to changing demands and is not able to cope 
with unexpected situations 

Flexibility: Ability of the system to restructure itself in 
response to external changes or pressures 

Tolerance: how the system behaves near a boundary – 
slowly degrades or quickly collapses when pressure pushes 
performance towards depletion of adaptive capacities 

Breakdown at boundaries impedes 
communication and coordination, which do not 
have sufficient richness and redundancy 

 

As previously mentioned, by definition, a system is resilient if it is able to sustain adaptability capacities in view of 

continuously pursuing its purposes/intents. In terms of measurability, a fundamental distinction between resilience 

and safety (and most remaining risk domains) must be made, as while risk management “traditionally” resorts to 

metrics grounded on “external” reference values for a given level of risk exposure deemed acceptable, resilience 

metrics must be grounded on “internal” references for acceptable response to system purposes. Naturally, risk 

management is inherently embedded into system purposes and therefore, must be taken into account and 

integrated into any resilience assessment framework, but many other system aspects are equally meaningful 

towards resilience and must also be taken into account and integrated with risk management towards resilience 
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assessment. Empirical evidence (Nemeth & Hollnagel, 2014) shows that many such aspects are often actively 

managed within many organisations but lack any suitable form of integration and coordination. As shown in the 

following sub-sections, there is currently a wide range of tools and approaches under the topic of resilience, 

which in fact address part of its scope, in particular different risk natures, namely those relating to natural and 

industrial disaster, and deliberate disruptive and terrorist actions, as earlier described in section 2.8.1. 

As pointed out by Hollnagel & Woods (2006), resilience (like safety) is something that a system “does” rather than 

something that it “has”. This observation highlights the emergence as well as the process nature of resilience. It is 

a characteristic of how a system performs through time, as opposed to a quality that, once acquired, remains 

(Hollnagel & Woods, 2006). This means that any means of measuring resilience must also be able to capture this 

dynamic nature of the concept through some integration over time. The concept of “drift into failure” (Dekker, 

2004) clearly contemplates the dynamic nature of systems. However, as pointed out by Hollnagel & Woods 

(2006), the notion of safety boundaries is only metaphorical and thus, gaining perception of proximity or 

measuring a “distance” between operations and such limits becomes unrealistic. 

Resilience cannot be measured by means of verifications such as the adherence to standards and rules. A 

measure of resilience must be in direct relation with how a system performs, and how capable it is in monitoring 

and controlling performance throughout a given period and in view of system purposes. In this sense, Hollnagel & 

Woods (2006) consider that only the potential for resilience can be measured and not resilience itself. Only the 

processes the system develops towards resilience can be assessed in time. Keeping in mind the notion of 

sustained adaptability, these processes relate to adaptability capabilities, which in view of assessing systems 

resilience, raises the following fundamental questions: 

 What capabilities are needed? 

 How much of such capabilities? 

 Where and when are such capabilities needed? 

 Capabilities of sustained adaptability towards what? 

Despite the broadness of these questions and the fact that they are inevitably very context dependent, there are a 

number of principles that be deducted from them, which provide useful support towards the assessment of 

resilience: 

 Adaptability is targeted at both expected and unexpected system variability. Therefore, guidance as to 

what capabilities and how much is needed can be offered by foremost understanding and 

assessing the sources of operational variability in the system. It should be noted that adaptability 

capabilities are simultaneously a “response” and a “source” to system variability. Whatever capability is 

produced to cope with a given type and/or amplitude of potentially critical system variability, will also be 

generating variability in the system. 

 Capabilities for sustained adaptability require the allocation of resources. No system unit, function or 

organisational area or structure can by itself continuously allocate all types of resources and at the levels 

needed to produce the potentially needed adaptability capabilities. Resources are by nature finite and no 

system (or sub-system) is self-sufficient in the pursuit of its purposes, even more in the face of 

continuous and ever changing operational pressures. Systems develop interdependencies (within and 

beyond their boundaries) because these are the means through which such high diversity and often high 

level of resources can be secured. Hence, capabilities for sustained adaptability are intrinsically 

related and reliant on system interdependencies and understanding the behaviour of such 

interdependencies constitutes a fundamental step towards understanding and assessing the 

sources system resilience, namely by looking at the type and levels of resources that 

interdependencies provide, and how and when these can be allocated. It should be noted that while 
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interdependencies are the means through which systems seek to secure resources, they also consume 

resources and are the means through which exposure to variability increases.  

 Assessing the sources of resilience (or the potential for resilience) can be produced from the referencing 

of the types and levels of resources that a system can secure, how it is able to allocate them to 

capabilities for sustained adaptability, and to what extent these capabilities match the actual 

observed and measured patterns of operational variability in the system. 

From the characteristics in Table 4., Hollnagel & Woods (2006) highlight three characteristics as fundamental 

capabilities of a resilient system. These characteristics are aligned with the three conditions of resilient situations 

approached by Westrum (2006a): 

 Being prepared provides the ability to avoid something bad from happening. 

 Being flexible becomes fundamental to ensure survival under varying conditions and degraded modes. 

 Being adaptive supports quick recovery from disruptions and regain of desired performance. 

Although this constitutes useful guidance towards measuring and monitoring resilience, as discussed by Westrum 

(2006a), it still raises a number of questions regarding how these capabilities should be embedded in the system 

in order for it to be considered a resilient one. For instance, the type of events that a system must be capable of 

avoiding, under what circumstances should it be flexible and how fast should it be capable of recovering, among 

others. 

Within the literature sources consulted on the subject of resilience, several other proposals are put forward as 

potential sources of measurement. Sutcliffe & Vogus (2003) consider that resilience requires the presence of 

latent resources that can be activated or recombined as new situations and challenges arise. Therefore, 

measuring the amount of latent resources, whether this is time, financial, or technical resource, may be one 

approach to measuring resilience. This still raises questions regarding the amount of latent resources necessary 

to face each new different challenge. Widalvsky (2004) argues that resilience is the ability to be vitally prepared 

for adversity and that this requires improving overall capability in a wide range of areas such as investigation, 

learning and acting, even when not knowing what will be called to act upon. Vugrin et al (2010) consider that the 

measurement of system resilience involves two components. The first is a systemic impact which is defined as 

the difference between a targeted and an actual system performance, following a disruptive event. The second 

component is the total recovery effort, which stands for the amount of resources expended during recovery 

processes, following the given disruption. 

4.1 Resilience related international programmes and guidelines 

There is a wide range of programmes and approaches regarding resilience, like the National Cooperative 

Highway Research Program (NCHRP, 2014) for extreme weather conditions, Mega disasters like the Great East 

Japan Earthquake (Ranghieri & Ishiwatari, 2014), management of port-disaster environments and disaster 

recovery (Amdal & Swigart, 2010), the role of transit in Emergency Evacuation (Transportation Research Board of 

the National Academies, 2008) and protection and resiliency of the critical infrastructure and key resources 

(CIKR) (Chertoff, 2009). 

At European level, resilience has gained more prominence in the domain of disaster management and response 

and the coordination of international efforts towards adaptation to climate change. At domestic level, the EU has 

developed the following actions on resilience: 

 EU Climate Adaptation Strategy: Promoting action by member states towards building adaptation 

capacities, namely through guidance and funding. Promoting informed decision making and the sharing 

of information namely through the European Climate Change Platform. Promoting adaptation in sectors 

critically exposed to climate factors, namely the agriculture and fisheries. 
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 Green paper on the insurance of natural and man-made disasters: More appropriate coverage of 

disaster losses to minimise economic and fiscal impacts on stakeholders and member states. 

 EU Civil Protection Mechanism: While responsibilities fall on member states, various previous events 

have shown that much can be improved in terms of disaster response through member state 

coordination and assistance. This mechanism provides the means to pool resources (i.e. expertise, 

intervention teams and other in-kind resources) to mitigate impacts of disasters and enhance recovery 

actions. 

 EU Emergency Response Coordination Centre: It operates under the Humanitarian Aid and Civil 

Protection department (ECHO) and among others, supports the operation and deployment of the Civil 

Protection Mechanism. It bears the capacities to deal with various simultaneous emergency scenarios 

and across different regions. One of the focuses is the improvement of coordination amongst member 

states under emergency response scenarios, aiming to optimise the allocation and deployment of 

resources. 

In line with these policies and actions, various related programmes at city, community and regional levels are 

being undertaken, mainly working to enhance cooperation and raise awareness. In particular, the Mayors Adapt - 

the Covenant of Mayors Initiative on Climate Change Adaptation (mayors-adapt.eu/) has been set up by the 

European Commission to engage cities in taking action towards adaptation to climate change. Currently, more 

than 100 cities across Europe are registered under this programme and despite a strong focus on disaster 

reduction, many of its resilience related aspects are relevant for RESOLUTE’s focus. This initiative may also 

provide substantial support to project dissemination and networking needs. 

The EU maintains an involvement in international action, namely to support prevention and preparedness for 

crises across different world regions. In October 2012 the European Commission introduced the EU Approach to 

Resilience: Learning from Food Security Crises (European Commission 2012). While it mainly relates to food 

shortage problems in the Horn of Africa region, it addresses many resilience relevant aspects and is at the basis 

of the policy principles adopted by the EU for action on helping vulnerable communities in “crisis-prone” areas. 

Such actions are also placed in the scope of the Hyogo Framework for Action 2005-2015: Building the resilience 

of nations and communities to disasters. This Framework for Action addresses: 

 Challenges posed by disasters 

 The Yokohama Strategy: lessons learned and gaps identified 

 World Conference on Disaster Reduction: Objectives, expected outcome and strategic goals 

 Priorities for action 2005-2015 

 Implementation and follow-up of actions under this scope 

Within the scope of critical infrastructure protection and security, the EU has in recent years produced various 

efforts. Following guidelines emanating from the Green Paper on European Programme for Critical Infrastructure 

Protection (EPCIP, 2005) and reflected in the actual EPCIP of 2006, although all hazards should be addressed 

across all sub-sectors of CI, priority is set on terrorist threats and on the energy and transport sectors. Further 

details of the implementation of these policies are addressed by Directive 2008/114/EC (section 5.2.2). The 

targets established under this framework bear significant relevancy for resilience management. According to the 

guidelines and references provided and to the extent possible, the target should be set on making terrorism, 

natural disasters, accidents and any disruptions or manipulations of CI: 

 brief 

 infrequent 

 manageable 

 geographically isolated 

http://mayors-adapt.eu/
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 minimally detrimental to the welfare of the member states, their citizens and the EU 

To achieve such goals, the EPCIP of 2006 established four main focus areas: 

 A procedure for the identification and designation of ECI and for the assessment of further protection 

requirements (Directive 2008/114/EC). 

 Measures designed to facilitate the implementation of EPCIP, including an Action Plan, the Critical 

Infrastructure Warning Information Network (CIWIN), the use of CIP expert groups at EU level, a CIP 

information-sharing process, and the identification and analysis of interdependencies. 

 Funding of CIP related measures and projects focussing on “prevention, preparedness and 

consequence management of terrorism and other security related risks” for the period 2007-2013. 

 The development of an EPCIP external dimension. 

Based on international experience, most countries develop governmental plans for critical infrastructure 

protection in a number of human activity sectors. Examples include transportation (UK’s Department for 

Transport, 2014), networks and computer systems (Smith et al, 2011), telecommunications (CPNI, 2006), 

industrial control (Wei & Ji, 2010), school environments (Rajamaki et al, 2012), sustainability and resilience of 

electric energy supply in urban environment (Karady & Zhang, 2011) and the demand of energy efficient 

environments for transport industries (Magniez & Vouters, 2013).  

Many cities in different parts of the world have engaged in regional and community programmes targeting the 

enhancement of resilience in urban contexts. The “100 Resilient Cities” programme (www.100resilientcities.org) 

initiated by the Rockefeller Foundation provides a far reaching example of such programmes and under 

particularly broad scope that takes into account a wide range of risk domains (social, economic, environmental, 

among others). Many cities worldwide have already integrated this programme, namely Athens (Greece), Lisbon 

(Portugal), London (Great Britain), Melbourne (Australia), Milan (Italy), and Paris (France), among many others. 

The city of London has developed the London Resilience Partnership (London Resilience Forum, 2013) that aims 

to implement many of the principles and strategies emanating from this programme. Figure 4.1 shows a 

comprehensive illustration of the London Resilience strategy. 

http://www.100resilientcities.org/
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Figure 4.1: The London Resilience strategy (London Resilience Forum, 2013) 

Approaches on critical infrastructures and key resources security start with plans aiming to define more clearly 

the warning systems (Belluck et al, 2007). The US National Infrastructure Protection Plan (NIPP, 2009) for 

example, identified three specific areas of interest: a. the interdependencies between sectors, b. cybersecurity 

and c. the international nature of threats to critical infrastructure. The Risk Management Framework (RMF) 

includes six steps from establishing security objectives to measuring effectiveness. On the other hand, the 

European Program for Critical Infrastructure Protection (EPCIP – described in 5.2.2) has a slightly different 

objective: to identify and designate European Critical Infrastructures, monitor improvement by the creation of 

boards, help to member states to protect critical national infrastructure and complementary financing procedures. 

4.2 Resilience related assessment and modelling tools 

Monitoring and assessing resilience cannot adequately be achieved without a prior thorough and context based 

understanding of system dynamics and interdependencies. To this end, various tools have been developed in 

recent years, most of which under the form of computer based applications. While some address specific 

complexity driven problems and industry domains, others acquire a more generic and “all purpose” structure, 

essentially aiming to support systems understanding and analysis. A large number of critical infrastructure 

modelling tools have been developed through the efforts of federal agencies, universities, research organisations 

and commercial companies involved in Modelling and Simulation (M&S) of Critical Infrastructure and Key 

Resources (CIKR) systems. Many of such tools are reported by NIST (2011) and Pederson et al (2006). 

Specifically within the transport domain, graph theory (Ruohonen, 2013) has been widely used as an embedded 

tool to model transport networks and to investigate various degraded mode operating conditions. Tools such as 
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Aimsun, developed by Transport Simulation Systems (TSS - www.aimsun.com), are widely used and provide an 

integrated modelling of traffic at “macro”, “meso” and “micro” scales. It provides advanced traffic models capable 

of fast execution.  

There are other systems applicable to a wide range of sectors like the Fort Future (Usage et al, 2010) and also 

systems and methods focused on particular aspects of emergency situations like those dedicated to the 

frequently observed human social behaviours during emergency (Pan et al, 2007). This introduces another group 

of methods for crowd behaviour modelling in various macroscopic approaches that have been applied. Started by 

relying on crowd motion modelling based on some assumptions, more advanced models have been proposed to 

study fluid dynamics approaches to include position and velocity of a crowd (Helbing et al, 1992). Also, more up-

to-date methods of studying panic effect on the crowd under critical situations have been proposed (Colombo and 

Rosini, 2005) and most modern approaches rely on simulation systems for crowd behaviour modelling taking into 

account an extended factor list which includes social and psychological factors (Yeh et al, 2008). Such a crowd 

behaviour model is used for novel building evacuation methods using mobile robots and other ICT technologies 

(Boukas et al, 2014). It is worth mentioning that quite often methods can be transferred to other sectors of 

resilience with slight changes. In Boukas et al (2014) work for example, robots can navigate pedestrians to 

uncongested gates in a covered rail station or airport sector.  

On the other hand, there are individualised approaches (microscopic methods) relying on Agents. In those 

approaches, crowd behaviour is being seen as the result of the overall personal agent’s existence. In microscopic 

methods, the space-time behaviour of individual pedestrians can be described by social force models and cellular 

automata models (Pelechano et al, 2008). In the work of Chenney et al (2004) Cellular Automata (CA) models 

defined space under study as a grid of cells with local states. Those states depend on a set of rules about 

behaviour description of the pedestrians. The work of Helbing et al (2000) is a typical example of microscopic 

method which uses Social Force Models as analogous to real forces (repulsive interaction, friction forces, 

dissipation and fluctuations). This model was successfully applied to pedestrian movement scenarios of the real 

world. But most of previous crowd behaviour descriptors may not be as visual convincing as wished. This was 

overcome by Sung et al (2004) who have proposed a new approach to control the agent's behaviour in a crowd. 

With a situation-based control structure and limited agent behaviours, they achieved to let agents to enter new 

situations by composing additional situation-specific behaviours on the fly. The final result is a more appropriate 

agent responds as output of a probabilistic mechanism. 

There is another ‘mesoscopic layer’ approach in which combinations of methods try to save system and 

computational resources to make simulations by a hybrid combination of macroscopic and microscopic 

advantages. Such an effort is paid by MATSim (Oliveros & Nagel, 2013) which is a multi-agent transport 

simulation which uses many modules to cover different research areas and case studies. This approach takes 

advantage of both kinds of models, in which a microscopic model is applied where needed and a mesoscopic 

model where plausible. 

Recent literature generally agrees to define simulation models for management dimensions, critical 

infrastructures and representation of operational aspects. Trucco et al (2011), having the severe earthquake and 

tsunami of March 2011 in Japan as a case study, demonstrated a process-oriented Discrete-Event Simulation 

(DES) model to represent operational aspects of the Yamagata airport. The results of the simulation-based 

analysis of the transport system resilience demonstrated the crucial role of air-side resources (e.g. availability of 

wide-body aircraft) for high daily passenger’s throughput. Also, resilience concepts can be contextualized by 

adopting methodologies to understand dependencies and interactions between the different components of 

resilience (Mezzou et al, 2011) or parts of critical urban infrastructures, like the rail system, and identify the 

contribution of operational rail staff in degraded-mode operation (Hilton et al, 2012). 

http://www.aimsun.com/
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Other important aspects are the integration of diverse and separate systems or applied methods and the 

evaluation of resilience on critical infrastructure protection. In a holistic approach, there is the need to integrate 

infrastructures and processes among institutions, cooperate and undertake common administrative actions. 

Mugavero et al (2012) proposed to apply high methodological and technological standards in all phases of the 

emergency. In particular, they emphasise on institutional, geographical, technological and operational 

connectivity towards a homogeneous and collaborative environment. 

As of the assessment issues, we need to develop models able to identify and compare the resilience of 

emergency institutions. Ni et al (2009) provided such a quantitative assessment model and the proposed model 

was evaluated on simulated scenarios. The study of Freckleton et al, (2012) is standing from a higher level to 

study the infrastructure resiliency related to transportation networks in particular, by using well defined metrics 

and by applying a fuzzy inference approach to calculate the total network resiliency.  

Overall, although ambiguities in definitions and central terminology may arise some criticism on continued 

investigation of risk and protective processes (Luthar et al, 2007), infrastructure protection modelling is a 

relatively new area of research which can propel actions to provide and maintain an acceptable level of service in 

a wide range of public services and to face faults caused by territory incidents or large scale natural disasters 

back to normal operation. 

4.2.1  The Functional Resonance Analysis Method 

The Functional Resonance Analysis Method - FRAM (Hollnagel, 2012) is essentially a system modelling tool that 

focuses on system interdependencies, their dynamics and complexity. While it is not directly related to resilience 

and its assessment, it is grounded on resilience engineering principles and provides a fundamental support to 

such ends by supporting systems understanding. 

FRAM is based on the notion of functional resonance discussed in Section 3.3. Within this context, a system 

function is something of either a human, technological or organisational nature, which transforms the state of the 

system towards fulfilling the operational purpose of this system. This introduces in the modelling a diversity of 

factors relating to system dynamics, which frequently are unobserved within models based on organisational 

structures or process flows. 

FRAM takes into account the non-linear nature of performance in complex systems, as opposed to building 

cause-effect sequences of events in time. It is based on the principle that accidents in complex sociotechnical 

systems are produced by unexpected combinations (resonance) of “normal performance” variability. Hence 

FRAM supports risk management by providing an understanding and steering option towards controlling 

(damping) sources of variability. Understanding ETTOs and the decision making processes that these shape, 

plays a crucial role in preventing undesired sources of variability. Trade-offs are at the core of every performance 

adjustment that people develop, aiming to match the perceived operating conditions. Therefore, ETTOs are both 

a response to, and a source of variability (Hollnagel, 2004). 

FRAM is based on four basic principles: 

 Success and failure are equivalent in the sense that they both emerge from performance variability. 

 Variability becomes necessary as a way for people to adjust tools and procedures to match operating 

conditions. 

 Emergence of either success or failure is not the direct result of variability within a given task or 

function, but rather to the unexpected combination of variability from multiple functions. 

 The unexpected “amplified” effects of interactions between different sources of variability are at the 

origin of the phenomenon described by functional resonance. 
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The fundamental step in the use of this method is the identification and description of functions. Figure 4.2 

illustrates the functional unit of a FRAM. Each function is defined by six descriptors (time, control, output, 

resource, precondition and input), as shown in Figure 4.2. 

 

Figure 4.2: Functional unit of FRAM (adapted from Hollnagel, 2008) 

Potential sources of variability are then investigated, guided by the identification of context dependent human, 

technological and organisational aspects. This can then support the assessment of system capacities to cope 

with variability in view of both expected and unexpected variability emerging from system operation. 

The graphical representation of functions as hexagons becomes useful for the remaining steps of FRAM. Using 

the six aspects of functions (time, control, output, resource, precondition and input), system interactions are 

studied, aiming to identify potential sources of resonance. For instance, the output of a function may be the input, 

a precondition or even enforce a control aspect of another function in the system. This process may also lead to 

the identification of possible dampening sources for undesired variability. As an example, if resources for a given 

function are rated as “more than necessary”, it could indicate the existence of a “spare capacity” that could 

operate as a damping barrier. The process of investigating possible connections between functions, for the 

identification of both potential undesired variability sources and barriers, is referred to as an instantiation of 

FRAM. 

FRAM is currently supported by the FRAM Model Visualizer (FMV). The FMV provides the means to build and 

work with FRAM models, and supports the investigation of different types and sources of variability. A version of 

this tool is available at www.functionalresonance.com. 

4.2.2 The Resilience Analysis Grid 

More recently, Hollnagel (2011a) proposes the Resilience Analysis Grid (RAG), based on four main capabilities 

(“four cornerstones of resilience”), which derive from the definition given in Table 3.: 

 Knowing what to do corresponds to the ability to address the “actual” and respond to regular or 

irregular disruptions by adjusting function to existing conditions. 

http://www.functionalresonance.com/
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 Knowing what to look for corresponds to the ability to address the “critical” by monitoring both the 

system and the environment for what could become a threat in the immediate time frame. 

 Knowing what to expect corresponds to the ability to address the “potential” longer term threats, 

anticipate opportunities for changes in the system and identify sources of disruption and pressure and 

their consequences for system operations. 

 Knowing what has happened corresponds to the ability to address the “factual” by learning from 

experiences of both successes and failures. 

If by definition these four cornerstones characterise a resilient system then the scope of resilience engineering is 

to develop and manage the corresponding capabilities in the system. Based on these four capabilities, Hollnagel 

(2011b) proposes a Resilience Analysis Grid (RAG) as a way to manage resilience in system. An example of a 

RAG is shown in Figure 4.3. 

 

Figure 4.3: Example of a Resilience Analysis Grid - RAG (adapted from Hollnagel, 2011b) 

The management of resilience should be based on a balance between the four capabilities, as shown in Figure 

4.3. This does not imply that all four capabilities should exist in the same proportion. As mentioned by Hollnagel 

(2011b), while for systems like a fire brigade, the ability to respond to the actual may be more important than to 

consider the potential, for others such as sales organisation, the ability to anticipate may be just as important as 

responding. 

4.2.3 Matrix for resilience metrics 

While the RAG may provide a more comprehensive perspective on resilience, it remains a qualitative approach to 

the concept. Linkov et al (2013) proposes an approach to a quantified assessment of resilience based on similar 

system capabilities: 

 Plan/Prepare: Lay the foundation to keep services available and assets functioning during a disruptive 

event (malfunction or attack). 

 Absorb: Maintain most critical asset function and service availability while repelling or isolating the 

disruption. 

 Recover: Restore all asset function and service availability to their pre-event functionality. 

 Adapt: Using knowledge from the event, alter protocol, configuration of the system, personnel training, 

or other aspects to become more resilient 
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Linkov et al (2013) further combines these capabilities with four domains for shared situational awareness and 

inform decentralised decision-making, in order to produce a matrix for resilience metrics: 

 The Physical resources and capabilities, and the design of those resources 

 The Information and its development regarding the physical domain 

 The Cognitive use of information and the physical domains to make decisions 

 The organisational (Social) structure and communication channels for making decisions 

4.2.4 Mean-Reverting Stochastic Model 

Limma and Medda (2015), worked on the resilience with focus on the definition of Pimm (1991), according to 

which resilience in “how fast a variable that has been displaced from equilibrium returns to it”, applying a mean-

reverting stochastic model to study the diffusive effects of shocks and applying this model to the London 

Underground. They focused on quantifying methods of resilience in their approach. In this framework a system is 

more or less resilient depending on whether it recovers rapidly or slowly from disruptive events or shocks. The 

temporal dimension of resilience is very important and conspicuously represented in the National Academy of 

Sciences definition as the ability to “…to plan and prepare for, absorb, respond to and recover from disasters and 

adapt to new conditions”. This contribution offers a very promising theoretical framework towards continuous time 

resilience evaluation. The mean reversion rate captures the rate of recovery of the system after being subjected 

to random shocks and provides a measure of resilience.  

The proposed measure of resilience is defined as the mean-reverting parameter in a specified stochastic mean-

reverting model. This parameter captures the rate of recovery of the system after it is subjected to random 

shocks. The proposed model can capture the behaviour of a wide range of systems, from low to high volatility 

(the up-and-down variation from the equilibrium value) and from low to high mean reversion (the speed with 

which a system recovers from a shock). Including jump processes in the model would enable it to capture the 

response of the system to sharp Poisson shocks, thus capturing the behaviour of the system under acute 

disruptions. Therefore, a mean-reversion model with jumps, once implemented, would provide a powerful 

predictive tool to assess the resilience of systems. 

Authors’ examined the case of the London Underground transport system and they found out that the model 

could be useful to assess the resilience of the Underground lines to shocks. One could obtain a comparative 

study of all Underground Lines, and ascertain which lines are more or less resilient. Further using the mean-

reversion model with jumps, one could also study how resilient a particular Underground line is to small shocks 

versus large shocks. These studies could assist in making investment decisions on improvements to the 

Underground Lines or similar application examples. 

Shocks in the case of London Underground services can be delays or disruption which affects the passenger 

counts also in other lines. The model is fitted to the passenger counts time series. The basic behaviour of the 

system is captured by the 4 scenarios in Table 4.2. 

Table 4.2: Four scenarios for system behaviour 

  Volatility 

  High Low 

Recovery Rate 
High Scenario 1 Scenario 2 

Low Scenario 3 Scenario 4 
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Scenario 1 is deceptively stable, because in case of major shock will not recover quickly. In scenario 2 the system 

is highly resilient. In scenario 3 the system displays low resilience and unpredictable behaviour. In scenario 4 the 

system is predictable and resilient. The basic model is augmented to accommodate large shocks including 

Poisson Processes and to provide a more realistic representation of the passenger counts processes. 

Authors assumed that the state of the system can be measured by some quantifiable quantity that exhibits 

stochastic behaviour. The shocks that disrupt the functioning of the system are assumed to be random in nature, 

and the disruption caused by the shock in the next time interval has a Gaussian distribution with variance equal to 

the square root of the length of the interval. 

4.2.5 Climate Resilience Toolkit 

The U.S. climate resilience toolkit (https://toolkit.climate.gov/) has been developed to avail and help managing 

climate- related risks and opportunities and to help in building resilience to extreme events. 

The tools are mainly related to coastal flood risk, ecosystem vulnerability, trival nations, energy and supply and 

use, human health, water resources, food resilience, transportation and supply chain.  These tools apart from the 

topic that they focus on could be categorized based on their functionality. Therefore, there are tools for planning, 

risk assessment, mapping/graphics, analysis, scenario development, stakeholder engagement, recovery and 

rebuilding, climate projections. 

4.2.6 Hazus-MH 

Hazus-MH is a standardized methodology developed by the Federal Emergency Management Agency (FEMA). 

This software package provides users access to FEMA's models for estimating potential losses from 

earthquakes, floods, and hurricanes. Hazus-MH uses the Geographic Information Systems (GIS) to estimate 

physical, economic, and social impacts of disasters. It illustrates graphically the limits of identified high-risk 

locations due to earthquake, hurricane, and floods. Users can visualize the spatial relationships between 

populations and other, more permanently fixed geographic assets or resources for the specific hazard being 

modelled, a crucial function in the pre-disaster planning process. 

4.2.7 Vulnerability Assessment Scoring Tool 

The U.S. Department of Transportation developed the Vulnerability Assessment Scoring Tool (VAST) to help 

state departments of transportation, metropolitan planning organisations, and other organisations implement an 

indicator-based vulnerability assessment of their transportation assets. Vulnerability is a function of exposure, 

sensitivity, and adaptive capacity. Certain characteristics of transportation assets can serve as indicators of their 

exposure, sensitivity, or adaptive capacity.  

https://toolkit.climate.gov/
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Figure 4.4: Components and examples of vulnerability for transportation assets. 

Asset types covered in this tool are (1) rail, (2) ports and waterways, (3) airports and heliports, (4) oil and gas 

pipelines, (5) bridges, and (6) roads and highways. 

Climate stressors covered in this tool are (1) increased temperature and extreme heat, (2) precipitation-driven 

inland flooding, (3) sea level rise/extreme high tides, (4) storm surge, (5) wind, (6) drought, (7) dust storms, (8) 

wildfires, (9) winter storms, (10) changes in freeze/thaw, and (11) permafrost thaw. 

VAST enables users to document the vulnerability of transportation assets in a study area. The assessment 

includes (1) determining the scope of the vulnerability assessment, (2) selecting appropriate indicators, (3) 

collecting data about those indicators, and (4) devising an approach to convert raw data about indicators into 

scores. The result is a set of vulnerability scores that can be used to rank assets by vulnerability or inform other 

analyses of the results. 

This assessment enables better prioritization in the course of transportation planning and more effective 

adaptation measures. 

4.2.8 Hawai's Tsunami Hazard Information Service 

Hawai'i Tsunami Hazard Information Service enables users to access tsunami evacuation maps and other 

information on how to prepare and what to do if a tsunami occurs. The tool provides online access to tsunami 

evacuation zone maps, along with information about potential risks, how to prepare, and what to do in the event 

of a tsunami.   

4.2.9 Wave Exposure Model 

The wave exposure model tool is used to quantify wave energy and its effects on ecosystem functions. 

Understanding the hydrodynamics of the coast, especially the waves associated with storms, is essential to 

managing the fragile coastal environment. The Wave Exposure Model (WEMo) features are: 

 Forecasts and "hindcasts" wind wave energy and the movement of seafloor sediment in enclosed water 

bodies such as lakes, coastal bays, and estuaries 

 Provides a foundation for studying or modelling restoration efforts, seafloor and shoreline erosion, and 

the tolerance limits of habitats 

https://toolkit.climate.gov/image/985
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 Works well with standard data formats and factors such as shoreline erosion, fauna, and landscape 

patterns 

 Guides the classification of wave data into wave energy patterns useful for choosing sampling regimes 

 Adjusts to wind events that are chronic, extreme, or combined with storm surge 

 Adapts for use by non-specialists in hydrodynamics 

 Requires basic knowledge of geographic information systems 

4.2.10 Climate Resilience Evaluation & Awareness Tool 

Owners and operators of drinking water and wastewater utilities can use this downloadable tool to assess 

potential climate change threats and evaluate adaption options at their sites. The Climate Resilience Evaluation & 

Awareness Tool (CREAT) provides access to the most recent national assessment of climate change impacts 

and helps utility operators consider how events such as sea level rise, shifting precipitation patterns, temperature 

changes, and extreme weather may impact their operations (EPA, 2012). CREAT gives utilities a way to evaluate 

potential impacts to their assets using both traditional risk assessment and scenario-based decision making. The 

tool also provides data and plots for comparing local historical conditions with downscaled climate model 

projections for the future. CREAT helps users identify threats based on regional differences in climate change 

projections and designing adaptation plans based on the types of threats being considered. Following 

assessment, CREAT provides a series of risk reduction and cost reports that enable the user to evaluate various 

adaptation options as part of long-term planning. 

4.2.11 Environmental Sensitivity Index 

This tool offers access maps to check the sensitivity of coastal resources to oil spills.  Environmental Sensitivity 

Index (ESI) maps provide a concise summary of coastal resources that are at risk if an oil spill occurs nearby. 

Examples of at-risk resources include biological resources (such as birds and shellfish beds), sensitive shorelines 

(such as marshes and tidal flats), and human-use resources (such as public beaches and parks). When an oil 

spill occurs, ESI maps can help responders meet one of the main response objectives: reducing the 

environmental consequences of the spill and the cleanup efforts.  

4.2.12 Extreme Water Levels 

View probability statistics on the likelihood that coastal water levels at select stations will rise above or fall below 

a given elevation. 

Extremely high or low water levels at coastal locations are an important public concern and a factor in coastal 

hazard assessment, navigational safety, and ecosystem management. Exceedance probability, the likelihood that 

water levels will exceed a given elevation, is based on a statistical analysis of historic values. This interactive map 

provides annual and monthly exceedance probability levels for select NOAA Centre for Operational 

Oceanographic Products and Services (CO-OPS) water level stations with at least 30 years of data. When used 

in conjunction with real-time station data, exceedance probability levels can be used to evaluate current 

conditions and determine whether a rare event is occurring. This information may also be instrumental in planning 

for the possibility of dangerously high or low water events at a local level. Because these levels are station-

specific, their use for evaluating surrounding areas may be limited.  

4.2.13 Geothermal Prospector 

This tool is used to explore map layers - such as geothermal potential, energy infrastructure, and 

leasing/ownership information - to determine locations that may be favourable for geothermal energy 

development. The Geothermal Prospector is an interactive map for exploring potential geothermal energy 
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resources by location. The tool gives users a way to visualize relevant environmental, geothermal, infrastructure, 

and legal/policy data layers to determine locations that may be favourable for geothermal energy development. 

4.2.14 HURREVAC 

This toll is a storm tracking and decision support tool developed to help with making prudent decisions regarding 

the timing and extent of evacuations. HURREVAC (Hurricane Evacuation) is a storm tracking and decision 

support tool which  combines live feeds of tropical cyclone forecast information with data from various state 

Hurricane Evacuation Studies to assist the local emergency manager in determining the most prudent evacuation 

decision time and the potential for significant storm effects, such as wind and storm surge. HURREVAC tracks 

hurricanes using the National Hurricane Centre’s Forecast Advisories. The software translates forecast track and 

wind extent information from the National Hurricane Centre’s text-based products into interactive maps and 

reports that are used to chart the progress of an advancing storm. The tool also assembles rainfall, flood, tide, 

and river forecast information from various sources to assist users in evaluating inland flooding threats. 

4.2.15 Critical Infrastructure Modelling System 

The Critical Infrastructure Modelling System CIMS is a high level M&S tool that allows visualization in a 3D 

environment the cascading consequence of infrastructure perturbations. Events can be scripted or assets directly 

manipulated within the environment during a simulation run to illustrate consequence (Dudenhoeffer et al, 2006). 

4.2.16 Critical Infrastructure Modelling Suite 

The software Critical Infrastructure Modelling Suite (CIMSUITE) offers powerful, easy-to-use tools for both 

modelling and simulating complex interactions of infrastructure systems and predicting emergent behaviours 

through time. CIM Suite software gives users the potential to integrate multiple systems and visualize the results 

of cascading events including factors such as human social dynamics. The CIM Suite software data structure 

lends itself to both 3-D visualization and further algorithmic treatment, including time-step simulations, real-time 

data integration and analysis using methods such as genetic algorithms and neural networks (INL, 2007). 

4.2.17 Integrated Rapid Visual Screening for Buildings 

This tool helps users compile a preliminary assessment of the relative risk and resilience of 15 types of buildings 

to 20 hazardous events, including natural hazards such as floods and wind. Integrated Rapid Visual Screening 

(IRVS) for Buildings is a software-facilitated procedure for assessing the risk to buildings from natural and human-

caused hazards that have the potential to cause catastrophic losses.  Completing the IRVS procedure results in a 

preliminary risk assessment rating for the facility of interest. Risk is determined by evaluating key building 

characteristics for consequences, threats, and vulnerabilities. The procedure is intended to be used to identify the 

level of risk for a single building, to identify the relative risk among buildings in a community or region, and to set 

priorities for further risk management activities. Information from the visual inspection can be used to support 

higher-level assessments and mitigation options by experts. 

The IRVS for Buildings categorizes 15 building types and addresses 20 hazardous events: internal (intrusion, 

blast, and chemical, biological, and radiological releases or CBR); external blast and external CBR releases from 

100, 300, and 1,000 feet; earthquakes (ground shaking and ground failure); floods (still water and velocity surge); 

wind (hurricane, tornado, and other wind events); landslide (rainfall and earthquakes); and fire (resulting from 

earthquakes, blast, or arson). The knowledge for calculating both risk and resilience is embedded in the tool. 

Major tool interactions are automatically calculated by pre-assigned weights, interaction logic, and context-based 

algorithms based on knowledge and tool validations. Risk is based primarily in target attractiveness (for man-

made hazards). 
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For natural hazards, the tool uses probability of occurrence to calculate risk. Risk is a product of consequences 

multiplied by threats multiplied by vulnerabilities. Resilience is computed from a combination of robustness, 

resourcefulness, and recovery factors based on information such as hardening, training, and redundancies. 

Information obtained from the IRVS analysis can be used by law enforcement agencies, emergency managers, 

facility managers, engineers, and architects to support higher-level assessments and mitigation measures. 

The IRVS family of tools includes integrated capabilities for assessing mass transit, tunnels, and buildings in one 

software package.  

4.2.18 Integrated Rapid Visual Screening for Tunnels 

This tool helps users determine the initial or relative risk and resilience of tunnels to a range of hazards, including 

natural hazards such as fire and floods. Integrated Rapid Visual Screening (IRVS) for Tunnels is a software-

facilitated procedure for assessing the risk to tunnels from natural and human-caused hazards that have the 

potential to cause catastrophic losses. Completing the IRVS procedure for a tunnel results in a quantifiable 

assessment of the risk of a given tunnel to a terrorist attack or natural disaster leading to catastrophic losses 

(fatalities, injuries, damage, or business interruption) and a quantifiable assessment of the resiliency of the tunnel 

(ability to recover from such an event). Risk is determined by evaluating key building characteristics for 

consequences, threats, and vulnerabilities. A tunnel is defined as a passageway through or under an obstruction, 

such as a city, mountain, river, or harbour. Assessment is based on features that can be observed during a visual 

inspection. The knowledge for calculating both risk and resilience is embedded in the tool. 

For natural hazards, the tool uses probability of occurrence to calculate risk. Risk is a product of consequences 

multiplied by threats multiplied by vulnerabilities. Resilience is computed from a combination of robustness, 

resourcefulness, and recovery factors based on information such as hardening, training, and redundancies.  

4.2.19 CASCADE 

The CASCADE model can be used for analyzing the potential of catastrophic disruptions of large, interconnected 

infrastructure systems due to cascading failures. It is a probabilistic model of load depending cascading failure. It 

has been extended to include a dynamic component. It can be used to evaluate the impact of policies on the 

reliability of infrastructure for various operation ranges (Carreras et al, 2009). 

4.2.20 Critical Infrastructure Protection And Resiliency Simulator 

The Critical Infrastructure Protection and Resiliency Simulator (CIPR/sim) allows emergency planners to visualize 

the real-time cascading effects of multiple infrastructure failures before an actual emergency occurs. It uses a 

common operating framework that allows the tool to import real-time data from numerous existing analysis 

modules, including RTDS (Real Time Digital Simulator) for electric grid analysis, QualNet for telecommunications 

analysis, and PC Tide for wind speed and flood surge analysis (Walsh et al, 2009). 

4.2.21 Critical infrastructure simulation by interdependent agents 

The Critical Infrastructure Simulation by Interdependent Agents (CISIA) is described by the authors as a hybrid of 

the two modeling approaches; interdependency analysis and system analysis. It is a bottom-up complex adaptive 

systems (CAS) model using interactive agents. The CISIA simulator is designed to analyze short term effects of 

failures in terms of fault propagation and performance degradation (Panzieri et al, 2004). 
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4.2.22 Athena 

Athena is a software tool for analysis of interdependent infrastructure networks, including political, military, 

economic and social aspects. Athena incorporates several sophisticated reasoning algorithms that allow us to 

study the dependence between nodes (Drabble et al, 2009). 

4.2.23 CI3 and Critical Infrastructure Protection Decision Support System 

In CI3, the key role of software is to estimate times and costs required to restore a part or the whole set of critical 

infrastructures in order to return to normality, after an operational interruption (Gillette et al, 2002). Following CI3, 

a more advanced system called CIP/DSS (Critical Infrastructure Protection Decision Support System) came to 

allow the comparison of the effectiveness of strategies to reduce the probability of a risk, based upon the study of 

scenarios that represent the impacts. This model is taking into account the potentially affected infrastructure, the 

measures of impact and likelihood of an incident and it is designed in such a way to help analysts and policy 

makers to evaluate and select the most effective strategies in reducing risk (Bush et al, 2005). 

4.2.24 Resilience index for business recovery 

Rose & Krausmann (2013) have proposed a wide scope of application and assessment, mainly focusing on 

economic aspects and business recovery. Arguments are put forward towards the importance of business 

behaviour and the need to develop short-run indicators for “economic resilience” within this frame. However, 

resilience is here depicted as the “rapid recovery” from events and the notions of “static” and “dynamic” resilience 

can be misleading as to the actual nature of resilience, even if relevant issues are underlined. Hallegatte (2014) 

also explores resilience in the economic domain through the development of a toolbox of policies and indicators 

that are considered relevant towards resilience assessment. 
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5 LEGISLATION AND STANDARDS 

Risk management is influenced by a great variety of legal and standardisation documents. Even when addressing 

specific risk domains such as safety or security, empirical evidence and literature show that a growing number of 

knowledge domains and expertise are into play at various managerial and operational levels. Risk management 

currently relies on a wide range of national and international institutions and mechanisms. 

For many decades and within the majority of member states, security issues extending beyond the restrict 

domain of public safety were mainly handled and managed by national armed forces. Within recent years, not 

only terrorist threats have become an increasing domestic concern, but also natural and industrial disasters in 

various regions of the world have highlighted the need for substantial improvements in terms of emergency 

response and protection of critical infrastructures and the public in general. This appears to have initiated a more 

or less general tendency for nations to seek delegating and integrating risk management related responsibilities 

onto civil institutions, namely those falling within the scope of critical infrastructures. The current legal framework 

in most member states reflects this trend, despite some differences in the way national institutions and resources 

are allocated. The use of a common approach is evidently intentional and can be partly considered the outcome 

of the recent legislative efforts undertaken by the European Commission, particularly since the launching of the 

European Programme for Critical Infrastructure Protection (EPCIP) in 2006. 

5.1 Concepts and definitions 

This section introduces the key concepts and definitions, in order to adequately set the framework of the ongoing 

study. The notions provided reflect as much as possible those emanating from legal and official documents, while 

adding any information deemed relevant. 

5.1.1 Critical infrastructure and European Critical Infrastructure 

The concept of Critical Infrastructure (CI) defines an asset, system or part that is deemed essential for the 

provision and maintenance of vital societal functions, such as health care, safety, security and any other 

economic and social element for the well-being of people. A European CI (ECI) is therefore, considered a CI, the 

disruption or destruction of which would affect at least two member states. 

5.1.2 Sensitive critical infrastructure protection related information 

This relates to any facts on CI, which if disclosed, could be used to plan and act with a view to causing disruption 

or destruction of CI installations. 

5.1.3 Stakeholder 

This expression designates a person or organisation that can affect, be affected by, or perceive themselves to be 

affected by a decision or activity. In practical terms, unless demonstrated otherwise through proper assessment, 

this includes every person, organisation or part of one, that is involved in transport supply chains, or that in some 

way plays a role in the production or delivery of the transport service in question. 

5.1.4 Vulnerability 

A characteristic of an element of the critical infrastructure's design, implementation, or operation that renders it 

susceptible to destruction or incapacitation by a threat. 
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5.1.5 Threat 

Any indication, circumstance, or event with the potential to disrupt or destroy critical infrastructure, or any element 

thereof. An all-hazards approach to threat includes accidents, natural hazards as well as deliberate attacks. It can 

also be defined as the intention and capability of an adversary to undertake actions that would be detrimental to 

critical assets. 

5.1.6 Risk 

The possibility of loss, damage or injury. The level of risk is a condition of two factors: (1) the value placed on the 

asset by its owner/operator and the impact of loss or change to the asset, and (2) the likelihood that a specific 

vulnerability will be exploited by a particular threat. 

5.1.7 Protection 

All activities aimed at ensuring the functionality, continuity and integrity of critical infrastructures in order to deter, 

mitigate and neutralise a threat, risk or vulnerability 

5.1.8 Security and security measure 

Security can be defined as the resistance to intentional, unauthorised acts designed to cause harm or damage. It 

is basically the opposition to threats. A security measure constitutes therefore, any action, mechanism, device, 

program or policy that reduces the likelihood of such acts, mainly by minimising the severity of a threat. 

5.1.9 Response 

Activities that address the short-term direct effects of an incident. Response includes immediate actions to save 

lives, protect property, and meet basic human needs. As indicated by the situation, response activities include 

applying intelligence and other information to lessen the effects or consequences of an incident; increased 

security operations; continuing investigations into nature and source of the threat; ongoing public health and 

agricultural surveillance and testing processes; immunizations, isolation, or quarantine; and specific law 

enforcement operations aimed at pre-empting, interdicting, or disrupting illegal activity, and apprehending actual 

perpetrators and bringing them to justice. 

5.1.10 Interdependency 

This concept has become widely used on many domains and with various purposes. Some literature 

distinguishes between dependency and interdependency, where the first would be a unilateral/one-way relation 

and the later would define a bilateral/two-way relation. Such a distinction was considered of little use for the 

scope of this study, as relations between systems tend to occur at many different organisational levels and 

assume equally diverse natures and purposes. Hence, within a given interdependency between two systems, 

many types of relations (on one given direction or the other) are likely to be developed at any given time and 

location. 

Interdependencies can be characterised according to their nature, as spatial or functional ones. While functional 

interdependencies relate to the fulfilment of operational and management needs, spatial interdependencies are 

based on geographical proximity of infrastructures or facilities. 

5.2 European Directives 

A great diversity of EU legislation addresses resilience related issues, even if not explicitly or directly focusing on 

this domain. The Directive Seveso (named after the major industrial accident that took place in this Italian city in 

1976) constitutes an important reference, as it targets industrial safety within a broad scope of risk management, 
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much beyond purely occupational, technical or procedural aspects of safety. To some extent, social, economic 

and environmental impacts of major industrial disasters are taken into account by this directive, which renders it a 

relevant reference when discussing resilience in critical infrastructures. It is not applicable to some high risk 

activities which fall under specific legislation and international agreements, such as the nuclear industry or the 

transport of dangerous goods. 

As earlier discussed, Directive 2008-114-CE provided the initial legal framework for the European Programme on 

Protection of Critical Infrastructures (EPCIP). It focuses on security issues, whilst aiming to introduce an equally 

broad scope of risk management. 

While many other aspects and risk domains must be taken into account when addressing resilience in complex 

sociotechnical systems, these Directives provide an important framework on two key risk domains (safety and 

security) and on which RESOLUTE solutions will have to be embedded. 

5.2.1 The Seveso Directive 

The Seveso Directive aims at the prevention of major accidents involving dangerous substances. However, as 

accidents may nevertheless occur, it also aims at limiting the consequences of such accidents not only for human 

health but also for the environment. 

The first issue of the Seveso Directive (Directive 82/501/EEC) emanated from the industrial accident in Italy that 

resulted in large scale and serious chemical exposure of populations.  This was then perceived as the 

consequence of growing scale and complexity of hazardous industrial facilities, under equally growing production 

pressures. The real repercussions of complexity where yet very poorly perceived. In view of the lessons from later 

accidents such as Bhopal, Toulouse or Enschede gave way to Seveso-II (Directive 96/82/EC). Seveso-III 

(Directive 2012/18/EU) issued in 2012 takes on a much deeper understanding of system interdependencies and 

need for coordinated management and action in risk management. To some extent, Seveso-III starts to bridge the 

gap between risk management, business continuity and sustainability, acknowledging the criticality of such 

issues. It currently encompasses a large diversity of industrial facilities (applicable to more than 10 000 industrial 

establishments in the European Union) and recognises that industrial accidents are not admissible in view of their 

serious economic, social and environmental impacts and it increases the rights for citizens to access information 

and justice. 

In general terms, under this Directive, operators are obliged to increase the sharing of information regarding 

concerned industrial establishments and activities, mainly under the form of control of substances and dangerous 

goods, production of emergencies and response plans taking into account both the industrial facilities and 

surrounding populations, and the clear attribution of responsibilities and accountability. 

5.2.2 Directive 2008-114-CE (EPCIP) 

The Council Directive 2008-114-CE clearly constitutes an important legal reference for the domain of security and 

therefore with direct impacts on resilience management. It is the first step on a multilevel approach towards 

improved security of European critical infrastructures, as envisaged in the 2006 European Programme on Critical 

Infrastructures Protection (EPCIP). The Directive focuses on establishing a common approach for the 

identification and heightened protection of ECIs, building on already existing resources and mechanisms within 

each member state. The integration of Directive 2008-114-CE into national legal framework is believed to have 

led to the adoption of the following common principles: 

 Consolidation of responsibilities and increased coordination capabilities, namely around national 

institutions in charge of civil protection. 
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 Creation of national committees for the implementation of national CIPs programmes, gathering 

representatives from industries, and any other public and private stakeholders (the designation of 

stakeholders will be elaborated later in this document). 

 Identification of infrastructures fitting the criteria for designation as European critical infrastructure, 

particularly by distinguishing such infrastructures from those that may be classified as critical at national 

level. 

 Identification and assessment of vulnerabilities and threats, aiming to determine risk levels. 

 Identification of additional protection requirements and deployment of appropriate measures in 

coordination with potentially affected member states. 

Directive 2008-114-CE further recognises that such endeavour cannot be accomplished without substantial 

improvements on the means of communication and coordination, both at member state level and EU level. To this 

end, the nomination of ECIP contact points is foreseen, through which all matters related to national, bilateral and 

multilateral coordination should be addressed. The Directive makes an important distinction between national and 

European critical infrastructures. It defines a European Critical Infrastructure (ECI) as a critical infrastructure 

located in Member States the disruption or destruction of which would have a significant impact on at least two 

Member States. By doing so, the Directive establishes the boundaries of its action and of the responsibilities of 

the EU on this domain. Hence, one of the foremost targets of the Directive is the undertaking of an inventory of 

ECI and its distinction from what could be considered national level critical infrastructures. As noted in a 

European Commission Staff Working Document on a new approach to the EPCIP (European Commission, 2013), 

progress in this domain has been relatively feeble and highlights the need for enhanced coordination 

mechanisms, bridging gaps between sectors, stakeholders and member states. 

Evidence suggests that there are many discrepancies amongst member states in terms of the extent to which 

these principles have been put into practice. While legal and organisational requirements may have been 

implemented, the coordination between stakeholders at national level remains challenging in many cases, which 

renders the process of assessment and EU level coordination significantly unaccomplished. As reported by the 

Commission Staff Working Document of 28.08.2013 (European Commission, 2013), less than 20 ECI have been 

designated and consequently, very few new Operator Security Plans have been produced. Some clear critical 

infrastructures of European dimension, such as main energy transmission networks, are not included. Despite 

having helped foster European cooperation in the CIP process, the Directive has mainly encouraged bilateral 

engagement of Member States instead of a real European forum for cooperation. Such challenges are clearly 

within the frame of RESOLUTE and the development and implementation of the European Resilience 

Management Guidelines (ERMG). 

5.2.3 Commission staff working document on transport security 

In May 2012 the EC issued the Commission Staff Working Document on Transport Security. The document 

identifies opportunities for advances in EU transport security, in particular through the implementation of common 

security requirements. It also recognises that such common security requirements are already existing in the 

aviation and maritime sectors but remain inexistent for land transport, where the main focus of RESOLUTE is 

placed. 

The document highlights the issue of how security is valued by transport stakeholders. Despite the high human 

and financial costs of terrorist and other unlawful acts against transport, security across much of the transport 

sector tends to be regarded as a cost, and in many cases perceived by transport users as a detriment to service 

quality. This is also reinforced by the perception on transport stakeholders that many of security requirements 

exceeds their remit and that providing such requirement lies elsewhere. In a sectors where stakeholders operate 

in such close proximity, not only establishing the boundaries of responsibility and accountability may be difficult, 

but also the significant degrees and natures of exposure to threats between stakeholders may generate additional 
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challenges towards establishing common security requirements. This becomes ever more significant when having 

to take into account operations across different transport modes and different member states. 

Regarding land transport security, the document identifies the following specific weaknesses at the EU level:  

1. Security of transport interchanges and mass transit security, once transport interchanges are potentially 

attractive targets for terrorist attacks as they offer the possibility to cause widespread damage to more 

than one mode of transport.  

2. Rail security, requiring considerable work to harmonise safety and security requirements across the EU. 

3. Training of staff, once any security system requires trained staff to become as good as expected and 

necessary. 

4. Planning for the aftermath of an incident, as any proactive transport security policy. 

5. Technology and equipment, offering a variability of solutions to maintain a secure and operationally 

efficient transport system. 

6. Research on transport security, particularly since the FP7 and continuing under H2020. 

7. Better communication and sharing of classified information, fitting the need of national authorities to 

share information about types of security risk (both terrorist and criminal). 

8. Security of the supply chain, requiring security procedures from shipping, maintaining the cargo integrity 

along the journey until the end. 

9. Secure lorry parking, being a very sensitive area in which security requires much effort to be effective. 

10. Cybercrime against transport, being a very sensitive area requiring strong efforts and technology 

improvement.  

11. Inland waterway transport, which are very common in countries and cities offering appropriate 

conditions. Being this transport mode used to transport dangerous goods, they are common targets for 

terrorist attaks and so, require specific security measures. 

12. International activity, requiring international norms for security. Due to the international dimension of 

transport, it is important that transport operations can function as seamlessly as possible when crossing 

frontiers. 

With the aim of fitting the above-referred needs for security, and better defining security policy, examples of other 

modes of transport were considered. The EC has taken the examples from Maritime and Aviation security as 

important references for decisions on land transport security policy. The benefits of such decision could include: 

1. A higher overall level of security fro citizens in the EU; 

2. Lower levels of theft and other crimes; 

3. Simplification for transport operators by having common security requirements; 

4. Simplification for security providers by having common performance requirements; 

5. Having a stronger voice in international for a. 
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On May 2012 the EC decided on the creation of an Expert Group on Land Transport Security. The Expert Group 

was created to assist the EC in formulating and implementing the activities of the EU with the aim of developing 

policy on security related to land transport. 

5.3 Member state legal framework 

Despite the common legal basis provided by EU Directives, substantial differences persist between Member 

States in terms of the capabilities and resources allocated to the protection of critical infrastructures. The 

fundamental principle of coordination and cooperation made explicit by EU Directive 2008/114 was in general put 

into practice by Member States through national civil protection and security entities that mainly take on the role 

of national contact point. Such entities are organised around the joint effort of public and private, government and 

civil representatives. According their structure and organisation, they were also given different degrees of 

responsibility and decision-making powers over the identification of critical infrastructures, the planning of relevant 

protection measures, and their deployment. As an example of the main trends, the following sub-sections provide 

a brief outline of the legal framework adopted by some Member States.  

5.3.1 Greece 

The Presidential Decree 39/2011 transposed the EU Directive 2008/114 into Greek internal legal order. Named 

as CIs in Greece are the energy and the transportation sector. The Centre for Security Studies (KEMEA) is 

appointed as a national contact point for CIP matters. A Computer Emergency Response Team/ CERT is planned 

to be constituted under the aegis of the new General Secretariat for Digital Policy. The General Secretariat for 

Civil Protection under the Ministry of Interiors is responsible for catastrophic events as large-scale earthquakes, 

floods, wildfires, natural hazards, technological accidents or CBRNE/anthrax incidents. 

5.3.2 Germany 

The general approach of the German government towards preparing for crisis situations affecting relevant 

infrastructure is for the government to moderate a process that is upheld by government, German economy and 

the general public. This is reflected in the “KRITIS-Strategie” (national strategy for the protection of critical 

infrastructures) and the “Basisschutzkonzept” (basic protection scheme), both provided by the German Ministry of 

Interior Affairs (“Bundesministerium des Innern”). 

In Germany, the EC Directive 2008/114 was applied in the “Verordnung zum Schutz von Übertragungsnetzen” 

(Directive for the protection of transmission networks) from 6 January 2012, last adapted on 31 August 2015. It 

refers to electrical power networks. Additionally, in order to tackle the increasing risks of cyber-attacks, Germany 

has put a law in place at 25 July 2015, called “IT-Sicherheitsgesetz” (IT safety law). It defines IT safety standards 

and regulates which IT attacks are to be reported to the authorities. 

5.3.3 Portugal 

The protection of critical infrastructures relies on the “Conselho Nacional de PlaneamentoCivil de Emergência” 

(CNPCE). The remit of this council is established by a law decree (Decreto-Lei 62-2011) and encompasses the 

identification, assessment and attribution of the statue of critical infrastructure, according to criteria also establish 

by this decree. The decree formally transposes EU Directive 2008/114 to the internal legal order. The council 

operates as national contact point and is responsible for the coordination and liaison with all relevant 

stakeholders, namely with operators of critical infrastructures, whom are mandated to periodically report to the 

council their security plans and any related actions and events. 
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5.3.4 Italy 

The Italian Legislative Decree 61/2011 establishes procedures for the identification and designation of European 

Critical Infrastructures (ECI) in the energy and transport sectors, as well as the arrangements for the safety 

assessment and the minimum protection of ECI, in accordance with the provisions of European Directive 

114/2008. Important actors in identifying European Critical Infrastructure are the Core Interministerial Situation 

and Planning (NISP) and "responsible business" that performs technical and scientific activities and by 

relationships with the European Commission in supporting the NISP. 

The responsibility for the protection of ECI falls on different subjects involved, depending on their expertise: 

national territory up to the Interior Ministry, the Ministry of Defence, the Ministry of Economic Development (for 

the energy sector) and the Ministry of Infrastructure and transport (for transport), as well as the civil protection 

Department; at local level the responsibility is attributed instead to the jurisdiction of local Prefect. Once an 

infrastructure is designated as ECI, it creates a network of relations between the responsible parties. In fact, the 

infrastructure operator, private or public entity in charge of its operation (Art. 2, paragraph 1, lett. M), Legislative 

Decree 61/2011), will have to appoint a liaison officer to safety, which will work with the official identified by the 

Ministries for the ICE and the Department of Civil Protection for the risk analysis, drafting and updating the 

operator security Plan (OSP). 

NISP acts as a national contact point with the other Member States and the European Commission and it has the 

duty to establish, within one year after the designation of an ECI, to carried out a risk assessment of possible 

threats in respect of the subsector in which the ICE is 'designated ICE. Every two years, the general data on 

risks, threats and vulnerabilities in sectors in which the designated ICE operate should be updated. 

5.4 International standards 

Standards have developed an increasing role as a complement to legislation in many different domains. Often 

they become an extension of the law (sometimes formally recognised as such) that offers organisations a 

procedure or technical approach towards legal compliance. Within the domain of security, despite their 

usefulness as organisational guidance and support towards improved risk assessment and protection, it has 

produced relatively small contribution in meeting EPCIP targets. The causes for this appear to be routed in the 

fact that actions taken on the basis of certification are mainly internal to organisations, whilst the EPCIP focuses 

mainly on external relations between organisations. The implementation of some standards like the ISO 28000, 

because it is based on a supply chain framework, it requires a certain amount of work directed at the 

organisational operating environment. However, actions taken are mostly reflected within the boundaries of the 

organisation seeking certification. Nevertheless, as recognised by the Commission Staff Working Document of 

28.08.2013 (new approach to the European Programme for Critical Infrastructure Protection), a systems based 

approach, rather than a sectoral and organisational based one, seem to more appropriate to the goals set for the 

EPCIP. Keeping this mind, it becomes readily apparent that a supply chain framework may bring security 

management closer to the envisaged EPCIP targets. The following sections provide a summarised description of 

the main standardisation references in the domain of security. Table 5.1 provides an overview of existing 

standards and ongoing projects under relevant topics. 

Table 5.1: Standards and ongoing projects under resilience related topics1 

Standard and/or project 
Technical 

Committee 

                                                           

1 Taken from www.iso.org on 07-08-2015 

http://www.iso.org/
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IWA 9:2011 
Framework for managing sustainable development in business districts 

ISO/TMBG  

ISO/CD Guide 73 
Risk management -- Vocabulary 

ISO/TC 262  

ISO Guide 73:2009 
Risk management -- Vocabulary 

ISO/TC 262  

ISO/CD 11000 
Collaborative business relationship management -- Framework 

ISO/PC 286  

ISO/IEC TS 17021-6:2014 
Conformity assessment -- Requirements for bodies providing audit and certification of 
management systems -- Part 6: Competence requirements for auditing and certification of 
business continuity management systems 

ISO/CASCO  

ISO 19600:2014 
Compliance management systems -- Guidelines 

ISO/TMBG  

ISO 20121:2012 
Event sustainability management systems -- Requirements with guidance for use 

ISO/TMBG  

ISO/CD 20700 
Management consultancy 

ISO/PC 280  

ISO/CD 21504 
Guidance on programme management 

ISO/TC 258  

ISO 21504:2015 
Project, programme and portfolio management -- Guidance on portfolio management 

ISO/TC 258  

ISO 22300:2012 
Societal security -- Terminology 

ISO/TC 292  

ISO 22301:2012 
Societal security -- Business continuity management systems --- Requirements 

ISO/TC 292  

ISO 22311:2012 
Societal security -- Video-surveillance -- Export interoperability 

ISO/TC 292  

ISO/TR 22312:2011 
Societal security -- Technological capabilities 

ISO/TC 292  

ISO 22313:2012 
Societal security -- Business continuity management systems -- Guidance 

ISO/TC 292  

ISO 22315:2014 
Societal security -- Mass evacuation -- Guidelines for planning 

ISO/TC 292  

ISO/CD 22316 
Societal security -- Organisational resilience -- Principles and guidelines 

ISO/TC 292  

ISO/TS 22317 
Societal security -- Business continuity management systems -- Guidelines for business 
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impact analysis (BIA) 

ISO/PRF TS 22318 
Societal security -- Business continuity management systems -- Guidelines for supply chain 
continuity 

ISO/TC 292  

ISO/CD 22319 
Societal security -- Guidance for involving volunteers in the response to major incidents 

ISO/TC 292  

ISO 22320:2011 
Societal security -- Emergency management -- Requirements for incident response 

ISO/TC 292  

ISO/AWI 22320 
Societal security -- Emergency management -- Requirements for incident response 

ISO/TC 292  

ISO 22322:2015 
Societal security -- Emergency management -- Guidelines for public warning 

ISO/TC 292  

ISO 22324:2015 
Societal security -- Emergency management -- Guidelines for colour-coded alerts 

ISO/TC 292  

ISO/DIS 22325 
Societal security -- Emergency management -- Guidelines for emergency management 
capability assessment 

ISO/TC 292  

ISO/TR 22351 
Societal security -- Emergency management -- Message structure for exchange of 
information 

ISO/TC 292  

ISO 22397:2014 
Societal security -- Guidelines for establishing partnering arrangements 

ISO/TC 292  

ISO 22398:2013 
Societal security -- Guidelines for exercises 

ISO/TC 292  

ISO 25639-1:2008 
Exhibitions, shows, fairs and conventions -- Part 1: Vocabulary 

ISO/TMBG  

ISO 25639-2:2008 
Exhibitions, shows, fairs and conventions -- Part 2: Measurement procedures for statistical 
purposes 

ISO/TMBG  

ISO 26000:2010 
Guidance on social responsibility 

ISO/TMBG  

ISO/CD 31000 
Risk management -- Principles and guidelines 

ISO/TC 262  

ISO 31000:2009 
Risk management -- Principles and guidelines 

ISO/TC 262  

ISO/TR 31004:2013 
Risk management -- Guidance for the implementation of ISO 31000 

ISO/TC 262  

IEC 31010:2009 ISO/TC 262  
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Risk management -- Risk assessment techniques 

ISO/NP 31020 
Risk Management -- Managing Disruption Related Risk 

ISO/TC 262  

ISO/DIS 34001.3 
Security management system -- Fraud countermeasures and controls 

ISO/TC 292  

ISO/CD 37001 
Anti-bribery management systems 

ISO/PC 278  

ISO 55000:2014 
Asset management -- Overview, principles and terminology 

ISO/TC 251  

ISO 55001:2014 
Asset management -- Management systems -- Requirements 

ISO/TC 251  

ISO 55002:2014 
Asset management -- Management systems -- Guidelines for the application of ISO 55001 

ISO/TC 251  

 

5.4.1 ISO/DIS 22316: Security and resilience - Guidelines for organizational 

resilience 

ISO/TC 292 (Security and Resilience) has recently produced ISO/DIS 22316:2016 standard which establishes the 

principles for organisational resilience. It identifies the attributes and activities that support an organisation in 

enhancing its resilience. The standard was submitted to a period of comments and inputs until June 13, 2016 and 

will have the final publication during 2017.  

The scope of the standard is the provision of guidance to enhance organisational resilience at any given scale 

and for both public and private organisations, regardless of their industry sector. It Is meant to be applied 

throughout the entire life cycle of organisations, aiming to support the definition of specific objectives and 

initiatives that respond to individual organisation’s requirements, as opposed to promoting uniformity in approach 

across all organisations. There are no normative references in this standard as it is a guidance document. The 

Standard is structured in the following parts: 

 The Principles providing the foundation for enhancing resilience in organisations; 

 The Attributes describing the characteristics of an organisation that allows the principles to be 

achieved;  

 The Activities guiding the use, evaluation and enhancement of attributes. 

 

The Principles are set out for governing organisational resilience. They provide the foundation upon which a 

framework and strategy to achieve an enhanced state of organisational resilience can be developed, 

implemented and evaluated. The resilience of an organisation is enhanced by: 

 a shared vision and purpose; 

 understanding its changing internal and external context; 

 an adaptive capacity; 

 effective management and governance; 

 a diversity of skills, leadership, knowledge and experience;  
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 coordination across management disciplines. 

To achieve the Principles, organisations should develop a coordinated approach to organisational resilience that 

provides: 

 a mandate to ensure that leaders and top management are committed to enhance organisational 

 resilience; 

 adequate resources needed to enhance the organisation’s resilience; 

 appropriate governance structures to achieve the effective coordination of organisational resilience 

activities; 

 mechanisms to ensure investments in resilience activities are appropriate to the organisation’s internal 

and external context; 

 systems that support the effective implementation of organisational resilience activities;  

 arrangements to routinely evaluate and enhance resilience in support of organisational requirements. 

The following Attributes, as characteristics of an organisation, are supported by Activities towards 

organisational resilience, guiding the use, evaluation and enhancement of the attributes. This outlined in Table 

5.2. 

Table 5.2: Attributes and related activities towards enhanced organisational resilience 

Attributes Activities 

Clarity of purpose: Clarity and a shared 
understanding of purpose is a characteristic of 
more resilient organisations. The fundamental 
purpose, vision and core values of the organisation 
should be universally understood and consistently 
applied in all decision making. 

 articulate its vision, purpose and core values to all 
interested parties to provide strategic direction and 
clarity in all decision-making 

 ensure strategic and operational objectives are 
supported by individual goals and objectives, that are 
aligned with the organisation’s purpose, vision and 
values 

 seek to align interested parties’ aspirations and 
objectives with those of the organisation to create a 
unified commitment to organisational objectives 

 monitor and review regularly the suitability of the 
organisation’s strategies and their alignment with 
purpose, vision core values and objectives 

 recognise the need to reflect on and if necessary 
change the organisation’s purpose, vision and core 
values in response to external and internal influences 

 seek out and promote new and innovative ideas to 
achieve and develop their strategic objectives 

Effective and empowered leaders: Organisational 
resilience is enhanced by leaders who lead by 
example and who develop and encourage others to 
lead under a range of conditions and 
circumstances, including during periods of 
uncertainty 
and disruptions. The organisation should 
demonstrate and enhance an effective leadership 
throughout the organisation that encourages a 
culture of resilience, and leadership that can adapt 
to changing circumstances. 

 develop trusted and respected leaders who act with 
integrity and are committed to a sustained focus on 
organisational resilience 

 assign roles and responsibilities for enhancing 
organisational resilience 

 encourage the sharing of good practice, success, and 
failure 

 empower leaders to make decisions that protect and 
enhance the resilience of the organisation, including 
with appropriate delegated authority to support 
decision-making during disruptions 

Creating culture of organisational resilience: The 
culture of an organisation, shaped by collective 

 understand the nature of values, beliefs and 
behaviours that determine organisational culture and 
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beliefs, values, attitudes and behaviours has a 
significant impact on organisational resilience. The 
organisation should have strong relationships with 
interested parties based on a culture of openness 
and trust. 

their effect on organisational resilience 

 monitor and analyse levels of trust, loyalty and 
reputation and its impact organisational resilience 

 engage all personnel in promoting the organisation’s 
values, reputation and brand 

 reinforce and reward behaviours that support the 
organisation’s vision and core values 

 empower personnel to openly communicate about 
threats and opportunities and initiate problem solving 
before circumstances escalate 

 support the creativity and innovation of all personnel 

Information and knowledge: Organisational 
resilience is enhanced when knowledge is widely 
shared where appropriate and applied. Learning 
from experience and learning from each other are 
encouraged. The organisation should value 
information, knowledge, and learning. Learning is 
drawn from all available sources (uses what it has 
and learns from others). 
 

 accessible, understandable and adequate to support 
the organisation’s objectives 

 effectively to enable decision-making 

 recognized as a critical resource of the organisation 

 created, retained and applied through established 
systems and processes 

 shared in a timely manner with all relevant interested 
parties, and applied in learning to support the 
achievement of organisational objectives 

Resource Availability: Organisations should allocate 
resources according to need and with sufficient 
flexibility to adapt to 
changing circumstances. The organisation should 
set the provision of personnel with essential skills 
and relevant competencies, in order to enable the 
effective delivery of current and future 
organisational objectives. Resources are applied to 
meet current requirements and have sufficient 
flexibility to respond to changing circumstances. 
 

 employees are selected and developed on criteria 
that reflect the need for all personnel to contribute to 
the organisation’s ability to anticipate and respond to 
disruptive incidents and to changing circumstances 

 the availability of the resources upon which the 
organisation depends are reviewed on a routine basis 

 efficiency and change activities should consider the 
impact of any changes on the organisation’ resilience 

 appropriate resources are accessible to support the 
organisation during disruptive incidents 

Context of the organisation: A comprehensive 
understanding of internal and external 
environmental factors will help the 
organisation make more effective strategic 
decisions about the priorities for resilience. Leaders 
have the ability to think beyond current activities, 
strategy, and organisational boundaries. Leaders 
seek to understand and strengthen relationships 
with interested parties that support the effective 
delivery of the organisation’s purpose and vision. 

 monitor and evaluate any change in the 
organisation’s context such as interdependencies 

 maintain strong relationships with interested parties 
and foster co-operation at all levels  

 collaborate with interested parties that share the 
organisation’s purpose and vision 

Coordination of management disciplines: The 
coordination of management disciplines and their 
alignment with the organisation’s strategic 
objectives are fundamental to enhance 
organisational resilience. Management disciplines 
are coordinated so that they individually and 
collectively contribute to the purpose of the 
organisation and the protection of what it values. 
The organisation manages the effect of uncertainty 
on its strategic and operational objectives across 
management disciplines. 

 Regularly assess how each management discipline 
contributes to the overall resilience of the organisation 

 build flexibility into the management disciplines so 
that the organisation can adapt to slow, rapid and 
incremental change 

 enhance communication, coordination, and 
cooperation between management disciplines of the 
organisation to build a unified approach 
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5.4.2 ISO 28000: Specification for security management systems for the supply 

chain 

This international standard recognises foremost that internal security cannot be achieved within some action 

aimed at the operational environment of a given organisation. It defines as a boundary for the actions to be taken 

the supply chain of the organisation, which may lead to useful insight on existing interdependencies, even if 

limited to a linear perspective of supplier-customer relationships. ISO 28000 proposes a high level management 

system encompassing supply chain stakeholders under a principle of mutual cooperation towards heightened 

security of products and services flows. The proposed management system is illustrated in Figure 5.1. 

 

 

Figure 5.1: Security management system elements (in ISO 28000) 

5.4.3 ISO 28001: Best practices custody in supply chain security 

This standard is aligned with the framework and process introduced by ISO 28000. It is intended as an additional 

support in assessing the security measures in place throughout supply chains. The standard proposes the 

following two stages in carrying out this assessment: 

 Identification of vulnerabilities and threat scenarios. 

 Determine the likelihood of such scenarios being exploited by persons, and leading to security incidents. 

As such, ISO 28001 is proposed as support for various auditing purposes, whilst bearing in mind the need to 

complement compliance with existing legal and regulatory requirements, rather than duplicating them. As stated 

in the standard’s documentation, the expected outputs are: 

 A Statement of Coverage that defines the boundaries of the supply chain that is covered by the security 

plan. 

 A Security Assessment that documents the vulnerabilities of the supply chain to defined security threat 

scenarios. It also describes the impacts that can be reasonably be expected from each of the potential 

security threat scenarios. 
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 A Security Plan that describes security measures in place to manage the security threat scenarios 

identified by the Security assessment. 

 A training programme setting out how security personnel will be trained to meet their assigned security 

related duties. 

5.4.4 ISO 28002: Development of resilience in the supply chain 

Aiming to promote resilience at every level of the supply chain, ISO proposes ISO 28002:2011 as guidance. This 

standard follows the growing recognition that managing risks requires more than singly focusing on internal 

processes. While many aspects of resilience are not addressed here, important guidance is given to introduce 

some resilience factors within risk management systems. 

It is interest to notice that this standard is the result of a committee on “ships and marine technology” which 

denotes some relevant features of the maritime industry such as the international openness and exposure, 

particularly under international waters. 

5.4.5 ISO 31000: Risk management - Principles and guidelines 

This international standard focuses on risk assessment and management, based on a broad view of the concept 

of risk. It takes into account the direct relation between uncertainty and risk exposure, based on which, it 

proposes a framework for a risk management process. As requirements of any risk management process, it 

contemplates the following generic stages: 

 Establish purpose and scope for implementation of risk management system 

 Hazards identification and categorisation 

 Assessment of risk exposure 

 Determine acceptability of risk levels in view of given criteria and thresholds 

 Ascertain the need for risk modification and control measures 

 Validate actions taken 

While describing the necessary steps, emphasis is placed on the principles and the development of a 

corresponding framework, which will support the effective integration of the management system across the 

organisation and the production of the necessary interfaces with relevant stakeholders. The proposed set of 

principles, framework and risk management system are shown in Figure 5.2. 
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Figure 5.2: Relationships between risk management principles, framework and process (ISO 31000) 

5.4.6 BS 65000: Guidance for Organisational Resilience 

The British Standard BS 65000 provides guidance, describing the nature of resilience and ways to build and 

enhance resilience in organisations. BS 65000 is based on a definition of organisational resilience that 

approaches that which advocated for the conceptual framework of RESOLUTE (the ability to anticipate, prepare 

for, respond and adapt to events – both sudden shocks and gradual change). It recognises the interdependent 

nature of organisations and the need to further pursue integration and coordination of various critical operational 

domains, both within organisations and across stakeholders in supply chains and other networks. 
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5.4.7 ISO 37120: Sustainable development of communities 

This standard seeks to improve the quality of services delivered by cities and enhance the overall quality of life in 

cities. Keeping in mind that currently approximately 53 percent of the total world’s population resides in cities and 

that this number is expected to increase to 70 percent by 2050, ISO 37120 integrates a wide range of indicators 

towards generating liveable, tolerant, inclusive, sustainable, resilient, economically attractive and prosperous 

cities. While this standard somewhat escapes the domain of resilience, given the focus of RESOLUTE on urban 

transport systems and the fact that many of the indicators and issues here addressed are relevant for the 

resilience of such systems, it should be taken into account in the pursuit of project goals. Sustainable 

development can and should be built upon sustained adaptability. 

5.4.8 SAFE framework of standards 

In June 2005 the World Customs Organisation (WCO) adopted the SAFE framework as an integrated approach 

towards improved security and facilitated world trade conditions. Among other things, this initiative came as a 

response to increasing costs and disruptions in trade relations, due to the need for heightened security in critical 

international interfaces. The initial effort focused on creating a unique international instrument for security 

enforcement, bringing customs and business closer together. This was based on two fundamental types of 

relationships: Customs-to-customs network arrangements and customs-to-business partnerships. Particularly for 

the customs-to-business relations, the statute and requirements for recognition as an Authorised Economic 

Operator (AEO) were a crucial step. According to WCO documentation, the following objectives and principles 

were established for the SAFE framework: 

 Establish standards that provide supply chain security and facilitation at a global level to promote 

certainty and predictability. 

 Enable integrated and harmonized supply chain management for all modes of transport. 

 Enhance the role, functions and capabilities of Customs to meet the challenges and opportunities of the 

21st Century. 

 Strengthen co-operation between Customs administrations to improve their capability to detect high-risk 

consignments. 

 Strengthen Customs/Business co-operation. 

 Promote the seamless movement of goods through secure international trade supply chains. 
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6 REVIEW OF TRAINING PROGRAMMES 

The aim of this chapter is to provide a solid basis for the definition of the ERMG. The ERMG refer to training UTS 

personnel and to training users, e.g. through awareness campaigns. Hence, trainings for both end user groups 

are represented in this chapter. Furthermore, the RESOLUTE project will develop a the game-based training app 

for citizens. Thus, the here presented state of the art also serves to support decisions in this development 

process, e.g. on the game genre or training method to be used.  

Training is defined by ISO 22301:2012 as activities designed to facilitate the learning and development of 

knowledge, skills, and abilities, and to improve the performance of specific tasks or roles. Training civilians to aid 

themselves fosters the resilience of the UTS: if trained civilians are more likely to effectively rescue themselves, 

or even others, then less resources by civil protection, fire brigades, etc. are required and can be used elsewhere. 

Thus, training citizens increases the availability of resources in the UTS, which in turn elevates the level of 

resilience. Analogously, training the personnel of Urban Transport Systems (UTS) helps increase the systems’ 

resilience, while a certain amount of basic training for each job type is even necessary so that a person can 

perform as expected on the job. Thus, in the ERMG, training professionals is not merely meant to increase the 

resilience, it is a part of human resource management and vital to ensure that the UTS can be operational at all.  

6.1 Training to support resilience 

Implementing resilient systems that involve human actors requires training evaluation to be included into the 

system’s processes. In order to maintain resilience, the results of actions need to be evaluated in order to check if 

new knowledge, skills, or abilities are required by certain actors, and ways have to be selected or developed how 

to train these actors properly. Otherwise, new threats or technologies cannot be dealt with properly. In order to do 

this, existing trainings need to be assessed and evaluated, according to their outcomes. The evaluation should 

provide a cost-benefit analysis.  

6.2 Assessment criteria 

Authors of meta-analyses (Alliger, Tannenbaum, Bennet, Traver, & Shotland, 1998; Arthur, Bennet, Edens, & 

Bell, 2003) have advocated that Kirkpatrick’s (1959) can still be very well applied to assess training effectiveness 

in organisations. These criteria are:  

 Reactions (affective and utility judgements) 

 Learning (immediate knowledge; knowledge retention; behaviour/skill demonstration) 

 Behaviour (Transfer) 

 Results 

Correlations between these assessment factors indicate theory-conform convergent validity. However, not all 

criteria are equally recommendable to use for evaluation in all training situations. Particularly, affective reactions 

do not always serve as good predictors of results or transfer effects. Affective reactions are rather of practical 

importance when participation in the training is voluntary for the trainees.  

These criteria are helpful when evaluating trainings after their realization; however, where data on existing 

trainings is not available, other criteria must serve to judge which aspects of such trainings are in tune with their 

main purposes. Other projects, like DRIVER, relied on the technology readiness level (TRL) to assess training 

procedures.  
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Training costs can be estimated by the costs for developing the training (not including the analysis of the 

knowledge or skill gap, as this should be part of previous evaluations) including material and personnel costs, as 

well as personnel costs, equipment and location costs for implementing the training.  

6.3 Basic principles for training and training objectives 

Basic principles for training and training objectives: The framework advocated by the DRIVER project 

(D51.2) may serve the purposes of the RESOLUTE project well as a starting point for clustering important 

principles of training:  

“Knowledge:  
1. Professional knowledge in the area of expertise,  
2. Knowledge of the legal, administrative and normative framework,  
3. Knowledge of the roles, responsibilities, structures and modus operandi of the other organisations.  
 
Analytical and social skills:  
1. Problem definition and solution,  
2. Analysing information,  
3. Prioritization,  
4. Communication (to peers, subordinates and hierarchies),  
5. Negotiation.  
 
Personal skills:  
1. Identifying the personal style of decision making (advantages and disadvantages) and its impact on the 
processes,  
2. Reflecting,  
3. Ability to ‘use advice’,  
4. The impact of stress on the specific individual. “ 

The SECUR-ED project identified the following challenges of crisis management teams which could serve as an 
alternative concept of what UTS operators need to be prepared for, as far as possible by means of training:  

 “Devising different sequences of tasks 

 Attending to multiple cues 

 Sharing tasks (due to time pressure) 

 Coping with frequent interruptions 

 Sustaining performance for prolonged hours 

 Reassigning tasks to team members 

 Working with incomplete and ambiguous data 

 Making decisions under time pressure 

 Taking precautions for possible side effects” 

Consequently, we can deduct the following training objectives for training citizens:  

Knowledge:  
1. About what can happen (events and their consequences) 
2. About what to do / what not to do (incl. e.g. knowledge about emergency numbers) 
 
Analytical and social skills:  
1. Analysing the situation / getting updated information 
2. Realizing others need help; helping others 
3. Prioritizing actions  
 
Personal skills:  
1. Coping with stress  
2. Reflecting 
3. Ability to ‘use advice’ from authorities or others 
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6.4 Training methods and tools 

The training methods and tools outlined in the following sub-sections are available for both, training operators and 

training citizens.  

6.4.1 Classroom training / frontal instruction 

The trainer should be an expert with deep knowledge about the subject and about pedagogical/ didactical 

methods. They present the contents to the trainees and may use methods like small group work, discussions, etc. 

to support learning. Although this method allows for a great number of trainees to be trained at the same time, the 

chosen method might not be the best for each individual participant. Low-Fi and High-Fi Media can be used as a 

support. Classroom training can be enriched by applying techniques such as group work or open discussions. 

The main characteristic remains in this case: a well-prepared instructor is required.  

6.4.2 Simulator training 

In simulator training, the role of the trainer is restricted to defining the training scenario and introducing the trainee 

to it as far as necessary for its completion. Key element is the use of a simulator technology, for example Virtual 

Reality (VR)-based. The trainer may have to accompany the trainee during the training and provide supervision 

and feedback, based on his subjective impression (which although subjective may be based on clear-cut criteria) 

or on objective data from the simulator, such as lane-deviation or time-to-break in a driving simulator. Compared 

to the frontal education approach, simulator training allows for learning by doing, and thus to the development of 

skills rather than abstract knowledge. This training approach allows for only few, if not even just one trainee to be 

trained at the same time.  

6.4.3 On-the-job training 

Here, the role of the trainer is similar as that in the simulator training setting, however, the trainees make their 

experiences in the field, using real equipment in a real context, in order to solve real problems or completing real 

tasks. This happens under the supervision and responsibility of the trainer. This approach also limits the number 

of possible participants.  

6.4.4 Drills and exercises 

Drills and exercises are fictive scenarios usually to be solved by more than one person, mostly teams. The 

scenarios resemble real problems for which the exercise is meant to prepare the trainees for. Exercises can 

reflect only a part of the real-world problem, such as in table-top exercises where trainees sit down at a table 

together to solve the problem as a group. They can also include physical effects, such as a controlled fire to be 

put out by firefighters, in order to not only train the trainees but also to test performance of human actors, 

equipment, and procedures/plans.  

6.4.5 E-learning  

Both, e-learning and serious gaming are bound to be performed on the PC or other interactive devices (for 

example, smartphones). However, both are different from simulator training. In E-learning, trainees use either a 

locally installed or a web-based training software. E-learning can take the advantages of frontal instruction (such 

as addressing a large number of trainees simultaneously) across geographical borders, allowing trainees to 

participate from anywhere. Some forms of E-learning require the trainees to be available at the same time, such 

as group working over chat functions or similar. Other forms can be paused and resumed whenever the trainee 

wants to (such as web-based curricula or tests). The disadvantage of E-learning can lie in the possibly greater 

effort necessary when contents have to be changed in a complex training program.  
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6.4.6 Serious gaming  

We will describe this approach in more detail than the previous ones, since this is the approach chosen (see the 

DoW) for the T5.4 application in RESOLUTE: the game-based training app. Game-based training is a special 

form serious gaming.  

There are various definitions of what a serious game is; we propose adopting the definition by Susi, 

Johannesson, and Backlund (2007): Serious games “involve an assigned challenge and employ a compelling 

form of positive and/or negative reward system”. They “use the gaming attributes described above to overcome a 

designated problem or deficiency, and provide appropriate feedback to the user about their efforts.” 

Although most serious games are based on information technology and thus either built to be played on a PC or 

on a portable device such as a smartphone, serious gaming is per se not restricted to this domain. There are 

training tools that are called serious games and which are not computer-based (Di Loreto & Divitini, 2013), e.g. 

the FLOOD-WISE game (http://floodwise.nl). FLOOD-WISE, is a card-based table top game; other non-computer 

games are competitions in practical skills (e.g. sandbag shovelling contests). Role-plays played at table-top can, 

for example, be used in training teams of decision makers, such as crisis management groups.  

With respect to PC- or smartphone based games, serious gaming is different from E-learning in the sense that it 

uses design features of video games. These features are used to increase the user’s motivation, or to allow 

processing of the learning contents at different levels, e.g. using multimodality or engaging the user emotionally 

or socially.   

Garris, Ahlers and Driskell (2002) developed a model of game-based learning, which divides the gaming process 

into three cycles:  

 User behaviour  

 System feedback (as a consequence of the behaviour) 

 User judgement: the user draws conclusions from his own behavior and the system feedback  

Digital games consist of several of such cycles, and through the sequence of cycles, the user’s behavior and the 

system feedback is adapted (Pfannstiel, Sänger & Schmidt, 2009). These cycles describe the process of the 

gaming, while game content (or learning content) and game characteristics are input factors. The output is the 

learning achieved. Thus, this is a classical I-P-O (Input-Process-Output) model.  

According to Garris, Ahlers and Driskell (2002; c.f. Pfannstiel, Sänger & Schmidt, 2009), the following aspects are 

central to the impact caused by digital learning games:  

 Fantasy: the player acts in an unreal fantasy world where his/her actions do not have consequences in 

the real world. This allows for explorative behaviour and possibly increases interest in the topic.  

 Curiosity: mystery and secrets found in the virtual world motivate the player unless the riddles cannot be 

solved over time (then, frustration sets in).  

 Challenge: Flow is reached if the level of difficulty is neither too low nor too high. Competition among 

players and unpredictable events are particularly motivating.  

 Control: Games show the effects of the player’s effective or uneffective behaviour not only via scores or 

grades yet through how the story continues.  

 Rules: games designed for learning should have clear rules and give immediate, consistent and 

unmistakeable feedback.  

 Audio-visual design: using multimedia can increase the attention and the motivation of the player. Using 

multiple modes to transport the same information can improve memory effects. However, animations 

should be used with care as they tend to draw a lot of attention.  

http://floodwise.nl/
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Pfannstiel, Sänger and Schmidt (2009) divide learning games into the 5 categories shown in Table 6.1.  

Table 6.1: Learning categories 

 CBT/WBT + 
game elements 

Quiz, memory, 
solitaire, etc. 

Simulation Virtual learning 
environments 

Adventure 
learning-game 

Visibility of 
learing 
objectives 

Clearly defined; 
compelling story 
and characters 

Clearly defined 
task 

Clearly defined; 
structured by 
didactics 

Rather 
unstructured 
learning / 
discovery 

Integration of 
game-story and 
didactics 

Contents / 
competences to 
learn 

Knowledge -  
“know that” 

Reproduction / 
testing of 
knowledge -  
“know that” 

Action 
competence & 
systemic 
context - 
“know that” 
“know why” 

Orientation 
behaviour; 
knowledge -   
“know that” 

Knowledge-
oriented 
contents -  
“know that”;  
Action 
competence -  
“know how” 

Motivation 
through 

Expected 
learning 
success; story; 
game-elements 

Immediate 
feedback 
(success); 
competition 

Expected 
learning 
success; role 
play & curiosity; 
context; story 

Curiosity, 
success in 
problem solving; 
context and 
characters 

Game 
dynamics; 
expected 
learning 
success; 

 Learning: ***** 
Fun: * 

Learning: **** 
Fun: ** 

Learning: *** 
Fun: *** 

Learning: ** 
Fun: **** 

Learning: * 
Fun: ***** 

 

 Computer based Training/Web based Training. This game type consists mainly on presenting the 

learning contents, while enriching them through story or characters.  

 Quiz, memory, etc. They test prior knowledge, however, they transport the questions in the context of a 

game.  

 Simulations. They show a simplified model of the real world, which behaves based on a set of defined 

rules. Learning happens through acting in this world that imposes complex new situations on the player.  

 Virtual learning environments. These are confined worlds for the player to act in, in which learned 

contents can be tested or deepened. The objectives are less visible and the process is rather 

characterized by curiosity and exploration. Entertainment is more focused than learning.   

 Adventures. Here, the course of the story depends more on the player’s behaviour than in virtual 

learning environments. The virtual learning world contains riddles to be solved and tasks to be mastered.  

 

Schwan (2006), instead, uses a typology that is rather based on traditional game genres:  

 Action games, such as arcades, jump’n’runs, fight games or ego-shooters and third-person shooters.  

 Adventures have the player solve riddles and mysteries, or complete other intellectually challenging 

tasks.  

 Role plays, which are a special type of adventures, in which the player develops his fictive game ego or 

avatar.  

 Puzzles have the player sort pieces together in the correct way or shape.  

 Simulations: They have similarities with action games.  

Based on Le, Weber & Ebner (2013), we can add to this list:  

 Sports games, which simulate specific sports.  

 Strategy games, which require the intelligent management of resources or units.  

 Casual games, which have a rather uncomplex game framework and can be learned to master fast, so 

they are fun even when played casually.  

 



RESOLUTE D2.1 - State of the art review 

WWW: www.resolute-eu.org  Page 87 of 127 
Email: infores@resolute-eu.org 

Schwan (2006) names 3 key design criteria to respect when creating games for learning – or games in general:  

1. Give users freedom to act. Players should feel as active producers of the story, not as passive 

consumers. The game should allow free movement, experimenting with different characters, grant the 

power to manipulate objects in the game environment, or give other options of choice.  

2. Support the development of problem solving competences. Therefore, the complexity of problems 

should be gradually increased over the course of the game. Feedback should be timely and additional 

instructions available at the right time (not necessarily explaining all the rules in the beginning; rather 

learning step by step). Finally, the complexity of the game should be limited compared to the real world. 

Simulations should create “sandbox conditions”, which means: they provide an environment in which the 

player can safely explore behaviours that in the real world may be too dangerous to try. The sandbox 

must allow the player to feel safe to try also with respect to consequences in the game (e.g. the option to 

repeat the scenario as often as wanted).  

3. Support understanding relationships. The game should support the player in understanding how the 

different parts of the game – different sequences of levels, elements of the story, different environmental 

laws in a simulation – affect each other.  

 

Additionally, in order to make the game “entertaining”, the following principles could be applied (Le, Weber & 

Ebner, 2013):  

1. Give the player experience of self-efficacy.  

2. Create tension 

3. Make new life- or role-experiences possible 

 

The following types of learning are possible in serious games (Le, Weber & Ebner, 2013); depending on the type 

of learning desired by the creators, some game types are more promising than others.   

 Active learning (through the continued game cycle; see above).  

 Constructive learning (trial and error and interpretation of experiences).  

 Self-steered learning (through individual actions and freely chosen game time) 

 Social learning (in multiplayer through cooperation, competition or exchanging experience among 

players) 

 Emotional learning (through deep involvement in the story, personal identification – parasocial 

interaction and experiencing self-efficacy) 

 Situated learning (through uptake of different roles and game setting with different problems and tasks).  

 

In the following, we will use both typologies to describe the games we report below as example of existing serious 

games, as well as our own approach.  

A disadvantage is, the possibly high cost for producing a good serious game or changing important aspects about 

it when training goals are redefined. However, it can reach a large number of trainees and may also receive more 

positive appraisal by the users than frontal instruction or E-learning.  

6.5 Operator training at the RESOLUTE pilot sites 

6.5.1 Operator training in the City of Florence 

The City of Florence is working on different initiatives with the aim of raising the internal and external awareness 

on resilience, adaptability of the offered transport services, and security. 
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Concerning Civil Protection, a first trial of game-based engagement was held in May 2015 in the Cascine Park in 

Florence with a simple interactive slideshow, challenging children on their knowledge of the basics of civil 

protection, suggested behaviours and security. 

Concerning urban transport systems, training of the operators of the Traffic Supervisor in the City of Florence is 

based on the user manual of the MISTIC tool provided by SWARCO MIZAR. The user manual shows a 

walkthrough of the main functions, based on detailed edited screenshots. The training includes general 

procedures (such as login and map), management of events, special functions like messaging and 

sensor/camera input, as well as scenario management. Other training-on-the-job related to traffic adaptation in 

case of disasters is also being held through the definition of possible different emergency scenarios and by 

analysing the consequences on the street graph (driving directions and ways).  

The internal awareness is also raised through several municipal initiatives aimed at addressing city resilience and 

security. To this extent, the Municipality of Florence is currently working to adopt the Acts to join the Mayor’s 

Adapt initiative, with the aim of approving its Resilience Management Plan during 2015. The Smart City Plan that 

the City is adopting in these days will also cover a dedicated section to Resilience. The City launched in July 

2015 an internal framework called “Firenze Vivibile” to give more relevance and increase the priority level of the 

multiple actions done within the Administration to make Florence more secure and resilient. 

All the above initiatives will promote and stimulate new internal training paths (as well as new dissemination 

initiatives) to improve the knowledge and awareness regarding resilience. 

6.5.2 Operator training in the city of Athens - Attiko Metro 

Generally, training courses for the entire staff at Attiko Metro are designed to cover:  

 Rules and procedures 

 Safety 

 Fire awareness 

Attiko Metro trains the “station masters“, who are in charge of the technical equipment and supporting other 

operational staff, are trained in “efficient, responsive and helpful customer service” and passenger information 

matters, as well as in safety training, communications, signalling, power supply and train driving.  

Requirements for managers: Selected and small scale trainings are better, so debriefing can take longer; training 

should get private feedback; simulations and learning by doing are recommended; trainers need to be experts 

and “highly appreciated commanders” in the field.   

6.5.3 At International Level: The Sendai Framework 

The Sendai Framework is not a training itself yet is is worthy to note here as this is an agreement adopted by the 

UN World Conference (Sendai, Japan, on 18 March 2015). It gives impetus to the international community to 

foster disaster preparation and mitigation. Its fourth priority “enhancing disaster preparedness for effective 

response and to ‘Build Back Better’ in recovery, rehabilitation and reconstruction. It demands to “train the existing 

workforce and voluntary workers in disaster response and strengthen technical and logistical capacities to ensure 

better response in emergencies” (United Nations, 2015, p.21).  

6.5.4 At EU Level 

The European Commission has created “The Union Civil Protection Mechanism Training Programme”, which is 

only available to civil protection experts nominated at national level. It offers different kinds of training courses to 

actors in different responsibilities. It contains both drills and table-top excercises.  Course duration is 4 to 7 days, 
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courses are held by professional instructors. Courses are, for example, given for technical experts, maritime 

rescue staff, or staff with security tasks. 

6.5.5 EU projects 

Several R&D projects co-funded by the European Commission have developed some sort of training or 

instruction, either as a primary means of the project or in the context of the development of technologies to 

support the mitigation of a crisis. Examples are:  

 DRIVER – Driving Innovation in Crisis Management for European Resilience (2015). http://www. 

http://www.driver-project.eu/ 

Training: The project has collected information on existing training systems and means to provide new 

insights on how lessons-learned input can be exploited optimally in crisis intervention.  

 SECUR-ED - Competence Framework for mass transportation (2013), EU project (TRL 6); source: 

http://www.secur-ed.eu/ 

Training:  The project produced a framework for defining trainings and specific training curricula for the 

UTS sector (details below).  

 ACRIMAS - Aftermath Crisis Management System-of-systems Demonstration (2012), EU project (TRL 

3); source: http://www.acrimas.eu 

Training:  The project mainly dealt with harmonizing Aftermath Crisis Management, and in this context, 

trainings and exercises were also taken into account.  

 SAVE ME –System and Action for Vehicles and transportation hubs to support Disaster Mitigation and 

Evacuation; source: http://www.save-me.eu/  

Training: Passengers and Rescue personnel were given an introduction into using the SAVE ME 

applications designed for these two user groups when the system was pilot tested with real end users in 

a subway station and a road tunnel.    

6.5.6 Other sources 

The LÜKEX programme, provided by the German Ministry of Internal Affairs (“BMI”) is a strategic crisis 

management exercise, for the improvement of communication and action across federal and state-based 

authorities. The SECUR-ED project (D38.1) has produced a framework for defining trainings for the following user 

groups: 

 “Front-line employees and passengers  

 Security employees 

 Operators in security command and control centres and operational control centres 

 Security managers” 

The framework comprises three main steps:  

1. The preparative work consists in identifying training needs, the relevant environmental conditions for the 

training and the responsibility for adjusting the training to specific location.  

2. The implementation consists in adjusting the training material to the previously identified factors, 

preparation of the trainers, internal review and assessment of the materials and starting the training.  

3. The evaluation framework of the SECUR-ED trainings (D38.1) is based on Kirkpatrick’s (1959) four 

criteria.  

A workshop realized by the SECUR-ED project in Berlin in 2014 (D38.1)resulted in the following list of threats to 

UTS “that should be covered by training”. This list seems to be also relevant for RESOLUTE trainings, as, with 

the possible exception of theft/pickpocketing, all threats could lead to a disruption of service:   
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 “Intrusion 

 Behavioural recognition 

 Suspicious items  

 Bomb threats (by phone for example) 

 Graffiti/vandalism/metal theft 

 Theft/pick-pocketing 

 Aggression 

 CRBNe/Pandemics 

 Cyber attack 

 Demonstrations/large events” 

In addition to this, a classification of terroristic acts was taken into account:  

 “(Car) bombing 

 Hijack/hostage 

 Assault, ambush and/or assassination 

 Mechanical sabotage 

 Bomb threat 

 Arson 

 Chemical, biological, or radiological attack” 

Based on this work, a number of specific training courses were developed in the SECUR-ED project (D38.1):  

 AT001: Security awareness course – situational training (SIT) for front line employees 

 AT002: Security awareness course for heterogeneous groups of passengers 

 AT003: Computer based training (CBT) for recurrent awareness training of front line employees 

 ST001: Security course for security agents 

 ST002: Refresher training of security agents including a computer based training (CBT) module 

 OT001: Security training for OCC operators in security command and control centres 

 OT002: Simulator training for operators of CCTV system in the security control room 

 SM001: Security training for security managers 

 CM001: Emergency and Crisis Preparedness Training Programme: Focused exercises for a single 

transport system 

 CM002: Emergency and Crisis Preparedness Training Programme: Full scale exercises involving 

transport operators, first responders, main line rail infra-structure managers, municipal and state level 

bodies that are responsible for crisis management and other stakeholders  

The trainings developed by the DRIVER project itself (D94.1) are not helpful in our context, as they are directed 

towards primary mitigation forces. The DRIVER (D52.1) project mentions several training programmes or 

competence frameworks that could serve as a basis for training. However, the following selection of these may 

be, at least partly, relevant for the training of UTS employees in the context of RESOLUTE:  

 Training programs for building competences in early intervention skills (2002), Denmark (TRL 5); 

source: http://www.who.int/mental_health/emergencies/4.3_key_resource_jensen_and_baron_article.pdf   

 DIN PAS 1093 Human Resource Development with special consideration of Learning, Education 

and Training – Competence Modelling in Human Resource Development (2009), Germany (TRL 1); 

source: Stracke (2009) 

 Master programs on safety and crisis management (2014), France (TRL 9); source: 

http://www.master-mri.org; http://www.univ-paris1.fr/diplomes/m2ggrc/le-master  
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 Eight-Dimension Adaptive Performance Model (2000), US; source: Pulakos, Arad, Donovan, & 

Plamondon (2000). 

 Crisis Management Capability analysis and derivation of research needs (2007), EU (TRL 1); 

source: Prinz, Unger, & Pastuszka (2007).  

 IBERO – Instrument for assessment of preparedness with regard to geographic area 

responsibility (2006), Sweden (TRL 9); source: 

http://www.lansstyrelsen.se/stockholm/SiteCollectionDocuments/Sv/publikationer/2006/Manual_IBERO.

pdf  

 Core Competences Framework (2011), UK (TRL 5); source: https://www.the-eps.org/  

 Crisis Management Training Programs for local government representatives (2014), France (TRL 

9). ; source: http://www.ensosp.fr/SP/sites/default/files/articles/formation-elus-locaux/ENSOSP-2013-

PLAQUETTE-ELUS-GESTION-CRISE.pdf  

 Training programs at THW “Bundesschule” (2014), Germany (TRL 9); source: www.thw.de  

 Training program for crisis managers (2014), Austria (TRL 9); source: 

http://www.bmi.gv.at/cms/BMI_Zivilschutz/mehr_zum_thema/skkm/start.aspx  

 Competencies for multidisciplinary cooperation in a Network Centric Organization (NCOQ) 

(2014), Netherlands (TRL 9); source: Theunissen & Stubbé (2014). 

6.5.7 Serious games 

Serious games for professional actors, such as system operators, political decision makers, and mitigation or 

rescue teams are usually directed at one specific target group, as the contents of the app are relevant for a 

specific type of task. Nevertheless, all serious games may be recommendable to other types of actors, too. This 

may, for example, help put themselves in the other’s perspective and thus improve communication or cooperation 

among different experts.  

The primary game genre is the simulation in this context.  

 Incident commander (http://www.incidentcommander.net/product.shtml) is directed at operators of 

emergency services.  

 The dilemma trainer, by TNO, Thales and University of Arts Utrecht (van de Ven, 2013). “The main goal 

of the dilemma trainer is to allow participants an easy way to experience the decision making process. 

Both strategic and operational decision making. The main learning goals are awareness of the type 

dilemmas and the need for informed decision making under time pressure.” It is directed at decision 

makers at local level, e.g. the mayor’s office.  

 XVR, by E-semble (see http://www.xvrsim.com). XVR is a virtual-reality based learning tool for 

emergency service professionals in various jobs, such as fire fighters and emergency medics. Modules 

are available for working on the scene, resource management, use of public media and control room 

training.  

 Di Loreto & Divitini (2013) published two serious games for rescue professionals:   

o Don’t panic is a board game directed at civil protection professionals and meant to teach 

communication styles necessary to manage crisis events and to foster team building. 

o Modo is a mobile mixed-reality game in which two teams compete for rescuing people from a 

zone or building as quick as possible. Objects are virtually augmented, such as a hammer to 

open a door.  

 Gridlock buster (http://www.cts.umn.edu/education/prospective/gridlockbuster) is directed at traffic 

control engineers to help them learn skills they need in their daily work.  

Table 6.2 summarises the key categories of serious games for professionals. 

http://www.incidentcommander.net/product.shtml
http://www.xvrsim.com/
http://www.cts.umn.edu/education/prospective/gridlockbuster


RESOLUTE D2.1 - State of the art review 

WWW: www.resolute-eu.org  Page 92 of 127 
Email: infores@resolute-eu.org 

Table 6.2: Categorization and summary of serious games for professionals 

Name Target group Genre Learning type Objective 
Incident 
commander 

Emergency service 
operators 

Real-time simulation. Active, social  Learning how to deal with complex 
evolving havaries; decision making; 
information collection.  

Dilemma 
trainer 

Decision makers / crisis 
management groups 

Simulation / with 
adventure elements. 
Multiplayer. 

Social, situated Learning how to deal with 
dilemmas in strategic & tactical 
decision making 

XVR Squad leaders (Fire 
fighters, ambulance 
personnel, police),  

Real-time simulation. Active, self-
steered, situated 

Not specified (can be adapted by 
trainers). Mostly: train routines. 

Don’t panic Civil protection 
professionals / Ground staff  

Simulation / with 
adventure elements. 
Multiplayer. 

Social, situated Communication; team building 

Modo Civil protection 
professionals / Ground staff 

Mixed-reality simulation 
/ virtual environment.  

Constructive, 
social  

Effective and efficient rescue 
planning and realization 

Gridlock 
buster 

Traffic control engineers or 
operators 

Real-time simulation.  Active Managing complex road scenarios 

 

6.6 Citizen training  

Training for citizens comes in different shapes. Among them, classical awareness programs are common; they 

focus the public’s attention on materials such as checklists, which they should for example download and work 

through at home. The success of such measueres is highly dependent on the media coverage that ensures 

people hear about the campaign. Also common are drills or exercises (especially in countries where a certain 

type of crisis is very likely to happen, such as earthquakes in Japan) that involve citizens. Less common are 

classroom teaching techniques, sometimes enriched by games or group work, especially in the area of 

community building. More recently, a number of serious games has appeared, directed at different groups of 

citizens.  

6.6.1 Citizen training in Florence 

Legal basis 

In Florence, the Civil Protection is in charge of ensuring that the public are the least possible affected by 

disasters. Their structure, authority and activities are defined in the “Regolamento di organizzazione del servizio 

protezione civile”. One of its actions is, for example, the generation of a communal emergency plan (“Piano 

Comunale di Emergenza di Protezione Civile). This plan includes an territorial (e.g. morphological) analysis, 

analyses on relevant points of interest or infrastructures, methods for alerting the citizens, the Civil Protection’s 

own infrastructure and its responding units, and plans of operation.  

Vademecum 

The Civil Protection in Italy provides a Vademecum (available from their website: www.protezionecivile.it)  that 

addresses specific events or problems (earthquakes, volcanic eruptions, landslides, floods, seaquakes, road 

conditions, snow and avalanches, water shortages, heatwaves, forrest fires, domestic fires, blackouts, industrial 

hazards, epidemics and pandemics, and terrorist attacks), as well as general preparatory information and special 

advice (e.g. how to help disabled people in an emergency situation).  

Le chiavi della città  

In the school year of 2016-2017, the City of Florence will address pupils at the age between 10 (scuola primaria 

classe 4e) and 14 (secondaria di 1° grado). Based on the 50 years anniversary of a big flooding event, the pupils 

will hear about what to do in case of a flood and be informed about new technologies, such as the RESOLUTE 

http://www.protezionecivile.it/
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applications, that they can use in the future. Furthermore, the instructors explain how the citiy prepares and 

reacts to flooding events, e.g. by redirecting traffic. The lesson includes a table-top simulation game that asks of 

the players to assign limited resources in order to make the city more resilient.  

6.6.2 Citizen training in Athens 

In Greece, the Greek civil protection gives advice to the population how to deal with common threats. Materials 

are available at: http://civilprotection.gr/en/. The covered disaster types are: earthquakes, landslides, forrest fires, 

severe weather, floods, volcanic eruptions, technological hazards, CBRN (Chemical, Biological, Radiological or 

Nuclear) Accidents, and Anthrax Incidents.  

6.6.3 Awareness programmes and community building for citizens 

In awareness programmes and campaigns, materials are provided by the campaigner and use media coverage to 

avert public attention to the materials, as well as to the relevant topic itself. In the case of community building, the 

targets are not single persons yet communities that are expected to get organized and thus create emergence 

when it comes to responding to dangers. Here are some examples:  

The map-your-neighborhood programme, for example, is directed at community building in the United States. It 

provides web-resources on how to prepare for disaster situations as a local community. 

(http://mil.wa.gov/emergency-management-division/preparedness/map-your-neighborhood; 

http://us.resiliencesystem.org/map-your-neighborhood)  

In 2010, the DHS launched a national campaign “If  You  See  Something,  Say  Something” to raise the 

public’s awareness of the topics covered in the CAP (see below) (https://www.dhs.gov/see-something-say-

something/about-campaign).  

The FEMA (which is part of the DHS) launched the campaign “are you ready” to prepare citizens for any sort of 

natural disaster (https://www.fema.gov/pdf/areyouready/areyouready_full.pdf).  

In France, the national Red Cross provides short information on self-protection and first aid on two brief pages.  

The page www.autoprotectionducitoyen.eu gives hints on how to prepare, e.g. by buying a “catakit”, which is a 

set of items that are supposed to be helpful in critical events. On the page www.preparezvous.eu, the French Red 

Cross shows instruction videos on how to deal with critical events, or how to prepare for them.  

The Aware & Resilient project, co-financed by the European Civil Protection, created a leaflet in several 

languages – the German version is found here:   

http://www.ar-project.eu/fileadmin/user_upload/Training/DE_SP_Leaflet.pdf. The project materials were created 

by the French Red Cross and are thus similar, and partly identical, to the ones from “autoprotectionducitoyen”.  

Furthermore, the Aware & Resilient project has produced a “Community-based Emergency Preparedness 

Exercise (CBE) Guide”, which is a guideline that can be used to organize an exercise that is a mixture between 

an awareness-workshop and some practical exercises or drills, disguised as a serious game. Hence, this 

outcome connects several of the here separated trainnig approaches (https://www.ar-

project.eu/fileadmin/user_upload/Guide/CBE_GUIDE_FINAL_English.pdf).  

A couple of other websites also provide online resources, mostly written information, on how to prepare for 

disasters, they are either run by public or private hosts; mainly, they contain lists of objects to gather in 

preparation for events:  

 http://www.preparenow.org/prepare.html  

http://civilprotection.gr/en/earthquakes
http://mil.wa.gov/emergency-management-division/preparedness/map-your-neighborhood
http://us.resiliencesystem.org/map-your-neighborhood
https://www.dhs.gov/see-something-say-something/about-campaign
https://www.dhs.gov/see-something-say-something/about-campaign
https://www.fema.gov/pdf/areyouready/areyouready_full.pdf
http://www.autoprotectionducitoyen.eu/
http://www.preparezvous.eu/
http://www.ar-project.eu/fileadmin/user_upload/Training/DE_SP_Leaflet.pdf
https://www.ar-project.eu/fileadmin/user_upload/Guide/CBE_GUIDE_FINAL_English.pdf
https://www.ar-project.eu/fileadmin/user_upload/Guide/CBE_GUIDE_FINAL_English.pdf
http://www.preparenow.org/prepare.html
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 http://www.equipped.com/disastertoc.htm  

 http://www.sf72.org/supplies   

The following campaigns and community-building programmes were launched specifically to prepare citizens for 

the dangers of floods:  

 The city of Brisbane (Australia) provides online materials to residents and businesses on flooding and 

how to prepare for it. The materials include videos, flood awareness maps, information services and 

advice on how to react: https://www.brisbane.qld.gov.au/community-safety/community-safety/disasters-

emergencies/be-prepared/flooding-brisbane/flood-awareness-maps  

 The County Councily of Northamptionshire (UK) provides advice on how to prepare the community for 

flood events. This includes advice on how to define roles, such as a flood warden, how to involve 

children, how to get warning systems and how to receive funding for all this: 

http://www.floodtoolkit.com/how-to-guides/community-project/  

 The Environment Agency in the UK has provided a factsheet on how to improve one’s own community’s 

resilience to flood events. It contains  http://www.brighterfuturestogether.co.uk/wp-

content/uploads/2012/02/BFT-Flood-proof-your-community-MASTER.pdf  

 

Furthermore, the French Red Cross has, together with other partners, such as the French Ministry of Interior and 

the French Ministry of Sustainable Development, developed a community building programme dedicated at 

reducing the risks for children (http://www.autoprotectionducitoyen.eu/enfants/).  

 

 

Figure 6.1: Catakit 

6.6.4 Classroom training and workshops for citizens 

Some of the above mentioned awareness programmes are based on a classroom training approach, e.g. they are 

workshops held by experts form local emergency services. Examples of classroom trainings and workshops are:  

The Aware & Resilient project 

This project, co-financed by the civil protection of the European Union, developed a guideline for conducting 

“impulse workshops” with 10-15 persons, in order to increase their awareness about possible disasters and to 

empower them to organize the respective processes within their families to increase disaster resilience 

(http://www.ar-project.eu/). The project also produced a serious game, which is referenced in the respective 

section below, and a leaflet.  

http://www.equipped.com/disastertoc.htm
http://www.sf72.org/supplies
https://www.brisbane.qld.gov.au/community-safety/community-safety/disasters-emergencies/be-prepared/flooding-brisbane/flood-awareness-maps
https://www.brisbane.qld.gov.au/community-safety/community-safety/disasters-emergencies/be-prepared/flooding-brisbane/flood-awareness-maps
http://www.floodtoolkit.com/how-to-guides/community-project/
http://www.brighterfuturestogether.co.uk/wp-content/uploads/2012/02/BFT-Flood-proof-your-community-MASTER.pdf
http://www.brighterfuturestogether.co.uk/wp-content/uploads/2012/02/BFT-Flood-proof-your-community-MASTER.pdf
http://www.autoprotectionducitoyen.eu/enfants/
http://www.ar-project.eu/
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The guideline for the trainings was translated to be usable across Europe.  It contains a guideline on how to 

structure the workshop and the necessary training materials (as text).  

Workshop materials by the DHS (U.S.A.) 

The Department of Homeland Security (DHS) provides a Critical Infrastructure Protection and Resilience Toolkit 

(https://emilms.fema.gov/IS921/921_Toolkit/index.htm), a part of which are online training materials. The online 

materials include videos and web-based courses (https://emilms.fema.gov/IS921/921_Toolkit/resources.htm), for 

which both instructor and student materials can be downloaded. One course, for example, teaches the public how 

to behave when confronted with an active shooter. The following programs directed at citizens and relevant to 

RESOLUTE are currently available:  

 IS-906: Workplace Security Awareness 

 IS-907: Active Shooter: What You Can Do 

 IS-912: Retail Security Awareness: Understanding the Hidden Hazards 

The materials include PowerPoint presentations, audio files, a written guide to instructors, and a written guide to 

students. Evaluation materials, such as tests, are not available.  

Additionally to IS-907, the DHS (Department of Homeland Security) provides materials on the topic of active 

shooters: a poster, and a pocket-size reference card (available in English and Spanish). 

CELL (Counterterrorism Education Learning Lab) 

The Community   Awareness   Program   (CAP) is based on workshops, held by public safety professionals. 

They train participants to spot certain behaviors and situations that may be indicators of threat. This is meant to 

help prevent terrorism and criminal activity. The programme is based in Colorado, U:S.A. It is recommended for 

citizens starting at the age of 14. 

For example, the programme teaches citizens to detect 8 signs of the preparation or realization of terrorist 

attacks: surveillance, elicitation, testing security, funding, acquiring supplies, impersonation, rehearsal and 

deployment.  

Training method: The CAP uses face to face training by certified trainers. It also uses video materials, posted on 

the website at http://www.thecell.org/events/videos/. One of them represents the contents of Homeland Security’s 

IS-907 on active shooters. Another video contains basic information about the named 8 signs of terrorist activtiy.    

For actors in critical infrastructure, the DHS provides on its homepage https://www.dhs.gov/critical-infrastructure-

training webinars on preparedness.  

First aid trainings 

Around the world, first aid trainings are done in classroom contexts. In Germany, for example, they are given by 

ambulance service professionals from organizations such as the German Red Cross.  

6.6.5 Serious games for citizens  

We have not identified serious games targeted specifically at the UTS sector, however, there are several games 

for crisis management (sources DRIVER D52.1; Di Loreto & Divitini, 2013) :  

 Flooded (https://inesdiloreto.me/2014/10/23/flooded/) is a mobile serious game for citizens. It is based 

on a map and simulates three phases of flooding: before, during and after the flooding takes place. It is 

meant to teach the users what to expect to happen during a flood and what they can due during the 

https://emilms.fema.gov/IS921/921_Toolkit/index.htm
https://emilms.fema.gov/IS921/921_Toolkit/resources.htm
http://www.thecell.org/events/videos/
https://www.dhs.gov/critical-infrastructure-training
https://www.dhs.gov/critical-infrastructure-training
https://inesdiloreto.me/2014/10/23/flooded/
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critical time window. It is played on the actual local map, so players learn what happens to the place they 

live/work in case of flooding. It is furthermore meant to sensitize the users for early warnings and to 

convince them about evacuating being the right strategy, together with making aware of possible 

dangers during a flood (Mannsverk, 2013).  

 Sai Fah – The Flood fighter (http://www.unescobkk.org/news/article/english-version-of-groundbreaking-

flood-fighter-game-launches/) is basically a point-and-click adventure for mobile devices. It brings across 

its messages about how to prepare for and behave during a flood in an indirect way, and driving the 

message home after each level with a summative message.  

 Flood Wise (http://floodwise.nl/results/the-game/) was developed in a research project and is meant to 

be played by adults as a table-top card game. It teaches how to organize flood-related protection and 

has a strong social component.   

 Aqua Republica is likewise a game for adults. It is played on the PC by various players on a simulated 

map, each player managing his own parcel of land. The game is about using the water resources well 

and sustainably. This requires cooperating with others (e.g. if 2 parcels use water from the same river). 

The game is found at: http://aquarepublica.com/ 

 Floodsim is staged in Great Britain and asks the player to take some political decisions on how to spend 

a limited amount of money (e.g. “protect cities and high density areas” vs. “protect ruralareas and 

villages”). The simulation is round-based (3 rounds). http://playgen.com/play/floodsim/  

 StopDisasters (http://www.stopdisastersgame.org/en/home.html) is a simulation that creates a map for 

the user and gives them 25 minutes to spend available budget on countermeasures. It offers the 

following disaster scenarios to play: Tsunami, Flood, Wildfire, Hurricane, and Earthquake.  

 Also relevant in RESOLUTE is individual traffic: the serious game distraction dogder 

(http://www.its.umn.edu/DistractionDodger/game/ ) was created in a research project in the U.S.A to 

train young adults in safe driving.  

 Tanah - The Tsunami and Earthquake fighter is, like Sai Fah, a UNESCO game. It is a jump’n’run game 

mixed with adventure features and included mini-games (e.g. how to arrange furniture earthquake-proof, 

or how to use a fire-extinguisher). It is directed at children.  

 Worst_Case Hero was developed in the Aware & Resilient project, with the involvement of several 

European Red Cross Institutions. It features contents about power outage, flood, and pandemic flu.  

 

Table 6.3: Serious games for citizens 

Name Target group Genre Learning type Objective Comments 
Flooded Citizens (all ages) VR-enhanced 

learning 
environment.  

Constructive Develop 
awareness about 
self-rescue.  

To be considered 
in RESOLUTE. 

Sai Fah – The 
Flood fighter 
(UNESCO) 

Children 
(supposedly) 

Adventure / 
Action 

Self-steered, 
constructive 

Learn how to 
prepare and 
behave with 
respect to floods 

Too much 
restricted to a 
certain age group.  

Flood-Wise Citizens (all ages) Table-top card 
based game.  

Social, situated  Learn about the 
effects of 
measures against 
disasters 

Interesting, yet not 
a mobile game.  

Aqua Republica 
(UNEP) 

Adults (policy 
making) 

Simulation, 
multiplayer 

social, self-
steered 

Learn how politics 
can influence 
responsible use of 
water; develop 
awareness.  

Too much 
restricted to a 
certain age group; 
too complex.  

Floodsim Local policy 
makers; citizens 

Simulation, based 
on limited number 
of sequential 
decisions 

Constructive Learn about the 
effects of political 
measures against 
disasters 

Too much 
restricted to a 
certain age group; 
too complex. 

http://www.unescobkk.org/news/article/english-version-of-groundbreaking-flood-fighter-game-launches/
http://www.unescobkk.org/news/article/english-version-of-groundbreaking-flood-fighter-game-launches/
http://floodwise.nl/results/the-game/
http://aquarepublica.com/
http://playgen.com/play/floodsim/
http://www.stopdisastersgame.org/en/home.html
http://www.its.umn.edu/DistractionDodger/game/
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Stopdisasters Local policy 
makers; citizens 

Simulation, real-
time.  

Active, 
constructive 

Learn about the 
effects of 
technical 
measures against 
disasters 

Possibly too boring 
for younger 
citizens.  

Dodger Young adults Driving simulation Active, 
constructive 

Experience the 
negative effects of 
driver distraction 
and how easy it is 
to get distracted 

Not in the scope of 
RESOLUTE 

Tanah – The 
Tsunami and 
Earthquake 
fighter (UNESCO) 

Children 
(supposedly) 

Adventure, action 
(jump’n’run), 
containing 
minigames 

Constructive Learn how to 
prepare and 
behave with 
respect to earth- 
and seaquakes 

Too much 
restricted to a 
certain age group; 
jump’n’run 
elements are not 
well applied.  

Worst Case Hero  Everybody Quizz (limited 
time) 

Active, 
constructive 

Learn, e.g., what 
to prioritize when 
a flood is 
approaching 

To be considered 
in RESOLUTE.  

 

6.6.6 Non-game mobile apps for citizens 

 The Red Cross training apps (http://www.redcross.org/prepare/mobile-apps) for natural disasters are not 

serious games, yet they help users prepare for dangerous situations. There are separate preparative 

apps for floods, earthquakes, tornados, wildfires and hurricanes, plus some other training apps as for 

example on first aid procedures. Additionally to tipps or useful information on what to do, the apps have 

real-time information, e.g. on available shelters during hurricane season. They can also help tracking 

relatives or other important persons. The following apps are available:  

o First aid 

o Blood 

o Tornado 

o Hurricane 

o Earthquake 

 The FEMA (Federal Emergency Management App, 

https://itunes.apple.com/us/app/fema/id474807486?mt=8) also contains checklists and safety tips. The 

FEMA contains, next to information on how to prepare and reminders (e.g. for checking smoke alarms) 

also tipps on how to help, weather alerts, and facts on disasters.  

 FloodMap Mobile: This app gives the user access to the FEMA’s flood maps. 

(https://itunes.apple.com/de/app/floodmap-mobile/id392069902?mt=8)  

 Mobile Disaster Relief: this app improves the communication between aid workers and so-called 

“scouts”, who search for damages and people in need of help after disasters. It allows to easily send 

fotos or recordings to centers or rescuers in order to let them know what is needed. 

(https://itunes.apple.com/de/app/mobile-disaster-relief/id576940826?mt=8)  

These are just examples out of a great bandwidth of available apps. The features they have may be interesting in 

the the context of the development of the ESSMA or the GBTA, e.g. as added value to motivate people to 

download the app.  

6.6.7 Contents from international sources 

We searched for contents that are related to citizen training or preparation at an international level, additionally to 

what was reported above. In several European countries, for example, government or other relevant agencies 

have defined guidelines on how to prepare or react to critical incidents. Such guidelines may serve as an input to 

trainings such as the one to be developed in RESOLUTE.  

http://www.redcross.org/prepare/mobile-apps
https://itunes.apple.com/us/app/fema/id474807486?mt=8
https://itunes.apple.com/de/app/floodmap-mobile/id392069902?mt=8
https://itunes.apple.com/de/app/mobile-disaster-relief/id576940826?mt=8
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European level 

At the European level, the ERCC (Emergency Response Coordination Centre; 

http://ec.europa.eu/echo/what/civil-protection/emergency-response-coordination-centre-ercc_en) is a relevant 

institution that acts in disaster situations inside and outside of Europe. They provide training for civil protection 

experts (http://ec.europa.eu/echo/what/civil-protection/simulation-exercises_en), and they also do campaigns at 

schools around the world (together with UNICEF) to care for children affected by disasters. However, we cannot 

deduct any specific training contents for RESOLUTE from this programme.   

Germany  

In Germany, the responsible “Bundesamt für Bevölkerungsschutz und Katastrophenhilfe (BBK)” has provided 

guidelines on how to prepare for or react to catastrophic events. The guidelines do not cover topics related to 

UTS or to personal mobility. They include recommendations on stockpiling food, water and medications at home, 

preparing for electrical blackouts, keeping important documents at easy access, keeping a bag packed, and how 

to keep up to date in disaster situations. The guide is directed at disasters due to fire, storm, or flooding; the latter 

is also a focus in RESOLUTE.  

http://www.bbk.bund.de/DE/Ratgeber/VorsorgefuerdenKat-fall/VorsorgefuerdenKat-fall_Einstieg.html  

Summary: with respect to the RESOLUTE application scenarios, the only advice from BBK is the general advice 

concerning all types of events:  

 Stay calm 

 Get an overview of the situation 

 If necessary, call rescue forces (e.g. dialling 112).  

 First aid 

 Support others 

 Follow the instructions by the mitigation teams and do not obstruct the mitigation teams 

 Pay attention to the announcements by public authorities and follow their instructions 

 Do not use your telephones unless in dire need, to avoid breakdown of the line 

 Report relevant observations to the police.  

The German association for life-saving (DLRG) provides training for swimming and rescuing self or others 

from water, including inundation scenarios. The technique is classroom trainnig combined with drills. It 

includes the scenarios (https://www.dlrg.de/informieren/selbst-und-fremdrettung.html):  

 Self-rescue from currents 

 Self-rescue from cars 

 Self-rescue in accidents involving boats 

 Exhaustion (while swimming) 

 Cramps 

 Self-rescue when breaking through ice 

 Rescuing others 

Material is also available on the website. However, the material does not directly address urban flooding.  

Great Britain 

The city of london has provided information to the population on what to do in case of firearms or weapons 

attacks: https://www.cityoflondon.police.uk/advice-and-support/countering-terrorism/Pages/Stay-Safe.aspx  

http://ec.europa.eu/echo/what/civil-protection/emergency-response-coordination-centre-ercc_en
http://ec.europa.eu/echo/what/civil-protection/simulation-exercises_en
http://www.bbk.bund.de/DE/Ratgeber/VorsorgefuerdenKat-fall/VorsorgefuerdenKat-fall_Einstieg.html
https://www.dlrg.de/informieren/selbst-und-fremdrettung.html
https://www.cityoflondon.police.uk/advice-and-support/countering-terrorism/Pages/Stay-Safe.aspx
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A video is provided to prepare the public: https://www.youtube.com/watch?v=QUCW_mk35Xc&feature=youtu.be  

Other efforts with a limited applicability to RESOLUTE are the projects ARGUS, and GRIFFIN. GRIFFIN is about 

a monthly meeting of representatives from relevant organizations at the police premises to coordinate actions 

across police, emergency services, local authorities but also businesses. ARGUS is more specifically directed to 

civil businesses, such as office and retail, night time economy, hotels, education and health care services: in a 3 

hour multimedia simulation, awareness is raised to potential threats, providing practical advice on preventing, 

handling and recovering from an attack. 

United States 

In the U.S.A., a variety of contents are available for citizens, from anti-terrorism materials provided by the 

Department of Homeland Security (DHS) to apps or fact sheets provided by local governments or institutions on 

natural disasters, such as wildfires, hurricanes, tornadoes, and blizzards. Some examples have already been 

listed above.  

Japan 

In Japan, extensive drills are used to prepare the civil population to earthquakes. Specific drills are done with 

children and adults. 1 September is Japan’s official Disaster Prevention Day, featuring such drills.  

In schools, earthquake drills are held monthly. Children learn where and how to seek shelter (under desks, in the 

centre of open spaces), to put on protective helmets, to wait for them to be picked up instead of going home, and 

to walk together in a crocodile formation to gathering points.  

Additionally to the drill, awareness campaigns ensure that preparations are done, e.g. storing hard-hats, gloves, 

drinking water etc. at schools, offices and in homes.  

The Tokyo Metropolitan Government has provided information material (in pdf format) on its website 

(http://www.metro.tokyo.jp/): Material is available on:  

 How to behave in an earthquake scenario 

 How to prepare for disaster situations (especially but not exclusively earthquakes; other scenarios 

include heavy rain and storms, torrential rain, sediment disasters, lightning, tornadoes, heavy snow, 

volcanic eruptions, terrorist and armed attacks, and infectious diseases 

 First aid advice, advice on using tools such as fire extinguishers and pumps, and workarounds when 

normal services or supplies are unavailable.  

 Disaster facts such as information on measurement scales for earthquake strength or the mechanisms 

of tsunamis.  

6.7 Conclusions  

6.7.1 Training contents 

To demonstrate the effectiveness and efficiency of the training for citizens in the context of the RESOLUTE 

project, we picked a training topic related to one of the pilot scenarios: the flooding in the city of Florence. This 

was done for various reasons:  

 In Florence, this scenario is of particular importance, as it is a specifically likely crisis to happen.  

 Due to the fact that flooding is more seldomly happening than, for example, fires, citizens tend to 

specifically underestimate its dangerousness. This was also confirmed in the survey conducted during 

the Mugnone exercise, in which the RESOLUTE project was present: many citizens was rather annoyed 

https://www.youtube.com/watch?v=QUCW_mk35Xc&feature=youtu.be
http://www.metro.tokyo.jp/
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about the drill and said they were unwilling to follow the instructions of the authorities in case of an 

emergency.  

 Flood training is applicable in many places of Europe and could be adopted easily in many member 

states.  

 Other trainings for flood awareness and preparation are available, thus, the results can more easily be 

compared and evaluated.  

6.7.2 Training method 

As stated in the DoW, we had, since the beginning, planned to develop a game-based training app. This choice 

follows a rationale: Traditional awareness campaigns and materials have already been available since several 

years or even decades. However, they have – as the Mugnone survey showed – not led to the necessary level of 

preparation in the city of Florence. Adding a new approach was thus promising to produce significant 

improvements. Also, serious games may particularly target younger generations, who are a relevant target group, 

being the adults of tomorrow.  

Although their creation may be expensive, serious games can easily reach a great number of trainees. Thus, 

some authors have argued that they are very cost-effective (Trybus, . Serious games may also receive more 

positive appraisal by the users than frontal instruction or E-learning. They are said to motivate learners 

particularly well, leading to enthusiasm, concentration, interest, and identification with the game contents, and 

possibly even resulting in flow; all of this is rather less expected in traditional classroom settings (Schwan, 2006). 

Serious games – particularly computer-based ones – can 

 … give the learner a more active role, which is favourable in the context of constructivist teaching 

approaches (Schwan, 2006) 

 … help learners understand complex relationships or dynamics (Schwan, 2006) 

 … teach learners not only specific knowledge but also how to find knowledge (Gerris, Ahlers, & Driskell, 

2002).  

What was to be decided in the context of WP2 was rather, which serious gaming approach to harness for the 

ends of RESOLUTE. Persuasive technologies and serious games have been used for a wide variety of 

applications (Baek, Ko & March, 2014), to address specific problems in the real world: money saving and 

management; malware analytics for social networking; mental health interventions; educational implications of 

social network; learning and acquiring subject knowledge in classrooms activities. Immersive technologies and 

social networks involvement  are expected to become relevant in future serious games, as examples from the 

Serious Games and Social Connect, Singapore 2012, have shown (Wortley, 2014). So, which of the different 

application areas and methods was appropriate? Which of the above mentioned genres and learning methods 

was to be favoured?  

The above presented learning materials for disaster situations, and particularly for flood scenarios, have in 

common that they transport some basic facts or key knowledge, that they need to create awarness of supposedly 

underestimated risks and that they need to support the citizens in making decisions in unexpected situations.  

Serious Games support learning by developing situated understanding in users and by enabling players to 

practise decision making. With respect to the latter, serious games on clinical decisions making have particularly 

contributed to the state of the art (Szczęsna, 2013; Graafland, Schraagen, & Schijven, 2012). From a 

methodological point of view, these games offer different scenarios, structured and validated by experts: in the 

most professional clinical serious games, each scenario is referenced against contemporary medical literature, 

and follows current management guidelines. Decision scores and decision speed are collected and measured, 

determining ability and levels of expertise (Bellotti et al. 2013; Connolly, et al., 2012). Kaczmarczyk et al. (2016, 
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abstract) showed, using a clinical game as an example, that serious games “(1) can allow students to rehearse 

taking responsibility for decision making; (2) are fun and motivational; (3) have a role in revising and consolidating 

knowledge; and (4) could be formative assessment tools.”  

In addition to the support of decision making, clinical decision making games can also teach knowledge, either 

through experience with respect to decisions, or through storytelling. They also create awareness if the 

consequences of wrong decisions are reflected in the story. Thus, we are using the motivators “challenge” and 

“curiosity” (Garris, Ahlers and Driskell, 2002; c.f. Pfannstiel, Sänger & Schmidt, 2009). The game type is similar to 

a quizz, yet uses compelling story and characters from CBT/WBT approaches. 
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7 GOING FORWARD FOR RESOLUTE 

The purpose of this deliverable is to provide a state of the art and an overview of knowledge on relevant domains 

(such as training, legislation and standardisation), aiming to support the development of RESOLUTE. To that end, 

this document will then be used as grounds for the development of a detailed conceptual framework for 

RESOLUTE. The knowledge in this document will be further refined and, where relevant, explored in more depth, 

in order to produce practical consequences and guidance for each of the methodological steps of RESOLUTE 

and its deliverables. 

The notion of resilience has been widely applied and studied under many different domains. However, empirical 

evidence shows that applied results remain sparse, particularly in view of a comprehensive and innovative 

understanding of the concept of resilience, such as the one that is proposed in this document. Often, work 

labelled as resilience merely addresses specific and known risk domains, even if introducing more proactive and 

integrating measures into risk management, and leaving aside the fundamental need to deal with the inherent 

underspecified and highly variable nature of the sociotechnical systems in which we live. In essence, the full 

extent of implications of high complexity and variability to system’s management and operations must be better 

understood. Resilience represents a profound shift in paradigm for risk management and any action taken without 

understanding its far-reaching impacts at every level of organisations defeats its scope and purposes. This 

perspective is at the core of the innovation proposed by RESOLUTE and at the basis of the integrated and broad 

range nature of the solutions that it proposes. 

Overall, the survey carried out illustrates the substantial knowledge and tools that currently aim to fulfil various 

resilience related needs and within different domains. There is a clear evolution on risk management practices 

and on tools targeting specific risk priorities of critical sectors, some of which address issues related to the 

potential for risk propagation and cascading effects that is rapidly emerging from large scale and multiple 

stakeholder operations. In particular, within recent years, several standards highlight the need to enhance 

protection and mitigation measures against “systemic risk”, “cascading effects”, and the large scale impacts that 

they tend to produce. However, substantially lower attention has been devoted to the underspecified nature 

inherent to such large scale and complex operations, and their high levels of uncertainty and variability. The 

literature evidence given here outlines the need for innovation in two fundamental aspects: 

 On the one hand, the development of context specific and in-depth knowledge of operational 

interdependencies that enables coordinated decision-making and action between stakeholders, aiming 

to produce the desired efficiency improvements, as well as the necessary levels of safety. 

 On the other hand, the adoption of management practices that, beyond addressing the potential 

propagation of known risks across large scale operations, also take into account unknown and 

unpredictable phenomena that may emerge from large scale complex and dynamic operations. 

The shift of paradigm needed is grounded on the recognition of shortfalls of current practices. The safety of 

complex and fast pace changing operations cannot be singly based on organisational oversight and compliance 

approaches, as despite their effectiveness in view of specific threats and hazards, they do not suitably address 

many of the challenges that emerge beyond formal organisational boundaries and the wide diversity of new risk 

natures that may emerge from strong interdependency. A basis for close coordination and cooperation between 

stakeholders is becoming increasingly recognised as a fundamental tool to address such challenges. Rather than 

replacing currently existing practices, RESOLUTE aims to deliver an approach that adds on to such practices a 

dynamic and applied tool that can produce the necessary levels of coordination across decision-making 

processes and suitable synchronisation of operation between critical infrastructure stakeholders. This is in line 

with the fundamental principles and practices established by both the literature, and the standards and legislation 

analysed in this deliverable. In order to ensure the suitable alignment with such principles and practices 
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throughout project development, the following sections highlight the key aspects debated in the document and 

relate them with the implications for the delivery of project objectives. Particular attention is devoted to the end-

user applications that will be developed as a consequence of what has been discussed in this deliverable. These 

applications will be explored in further detail under WP5 and reported in D5.1, namely with respect to how they 

are meant to meet user requirements. 

7.1 Implications of the SotA for RESOLUTE objectives 

This sections provides an overview of the key aspects addressed throughout the document and relates them to 

RESOLUTE objectives and the main features of the proposed approach to resilience. The summary provided in 

Table 7.1 aims at steering the decisions to be made in the frame of RESOLUTE development, namely in terms of 

methodological options. These are to be explored in detail under Task 2.5 and will be constitute the core of 

Deliverable 2.2. 
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Table 7.1: Implications of the SotA for RESOLUTE objectives 

  

 Keywords Concepts Implications for RESOLUTE 
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ys
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s 
(C

S
S

) 

Sociotechnical Systems  

Complexity 

Variability 

Uncertainty 

Intractability 

Cascading behaviour 

Flexibility 

Functional Resonance 

Decision Making  

Distributed Decision Making  

Naturalistic Decision Making 

Risk Taking 

Risk Management 

System approach 

Safety Culture 

Safety I & Safety II 

 

Common performance conditions 

 

A CSS is composed of different sub-systems, each one being a 
system on itself. Several interactions occur within the system 
environment so that the system is much more than the sum of 
its parts. 

CSS are open to influences from the environment and they 
influence the environment in return; each component is not 
aware of the system behaviour as a whole neither of the effects 
of its actions; its complexity results from the multiple 
relationships and interactions related to the local actions 
multiple relationships and interactions related to local actions; 
CSS operate under varied and unstable conditions on the basis 
of a permanent flow of actions performed by each component; 
interactions are non-linear once small events can produce large 
effects resulting from internal feedback loops generating 
multiple effects; behaviour is related to its origin and past, which 
explains its present behaviour (Dekker, 2011). 

Common performance conditions provide the means to 
investigate system performance in view of critical context 
dependent features, whilst maintaining a structured and 
systematic approach. 

The target system for RESOLUTE is the urban transport system (UTS), which is a complex and 
safety-critical sociotechnical systems, within which the different modes and related 
vulnerabilities constitute the targets of RESOLUTE. 

Complexity generates emergent system behaviours that cannot be understood nor deducted from 
the independent analysis of system components. 

The underspecified nature of operations and high uncertainty must be placed at the core of 
management practices. 

Understanding and managing variability & uncertainty, which increases the system complexity and 
place it in the scope of intractability, is a major issue towards Resilience (Mansfield, 2010; 
Jackson, 2010; Hollnagel, 2009; 2009a). 

Theories and operational models supporting decision making according to each situation are required. Risk 

and safety are important factors involved in decision-making in naturalistic settings. 

Decision-making and risk-taking are closely related: both involve related cognitive processes; decision-making 
entails risk-taking; risk-taking involves action resulting from a decision-making process with more or less 
knowledge of its possible outcomes; risk-taking requires preparation, training and knowledge, together with 
situation awareness (Boy, 2013; Bellet et al. 2011). 

In particular, the concept of common performance conditions was used as basis for the structure of the ERMG, 
as it offered a systematic approach to key context dependent variables that guideline users should potential 
observe. 

T
echnology 

H
um

an 

O
rganisation 
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 Keywords Concepts Implications for RESOLUTE 
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Adjustment 

Adaptability 

Sustainability 

Sustained Adaptability 

Interdependencies  

Safety management 

Complexity 

Pressure 

Maintain operation 

Adjust functioning 

Several definitions of Resilience contemplating a wide range of 
possible applications and being clearly a trans-disciplinary 
aspect in organisations (Jackson, 2010). 

Highlighting the approach centred on the promotion of success, 
as opposed to the avoidance of failure and the learning from 
successful performance, as opposed to learning and building on 
from what are perceived as past failures.  

“Resilience is rather what a CSS does than something that it 
has” (Holnagell &Woods, 2006).  

Adoption of the Resilience Engineering approach, based on the principle of sustained 
adaptability 

Resilience definition: 

o The intrinsic ability of a system to adjust its functioning prior to, during or following changes 
and disturbances, so that it can sustain required operations under both expected and 
unexpected conditions (Hollnagel, 2011). 

Resilience approach:  

o Target the success rather than avoiding the undesirable outcome 

o Understanding complex sociotechnical systems 

o Intra and inter-systems interactions 

• Efficient communication 

o Variability and Change leading to Uncertainty 

• Managing uncertainty 

o Developing and stimulating human autonomy and ability towards the development of adaptive 
capacities 

Sustained adaptability through a permanent adjustment towards successful performance 

Capacities to be developed: 

o Ability to address the “actual” and respond to regular or irregular disruptions by adjusting 
function to existing conditions – knowing what to do 

o Ability to address the “critical” by monitoring both the system and the environment for what 
could become a threat in the immediate time frame – knowing what to look for 

o Ability to address the “potential” longer term threats, anticipate opportunities for changes in the 
system and identify sources of disruption and pressure and their consequences for system 
operations – knowing what to expect  

o Learning from past events – knowing what has happened 
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 Keywords Concepts Implications for RESOLUTE 
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Functional Resonance 

Awareness 

Preparedness 

Opacity 

Buffering capacity 

Flexibility  

Tolerance 

FRAM 

Functional unit 

Variability 

FRAM Model Visualizer 

Resilience Analysis Grid 

Matrix for resilience metrics 

 

 

 

 

 

 

 

Just the potential for Resilience and the processes the system 
develops towards resilience can be measured (Holnagell & 
Woods, 2006). 

Three fundamental capabilities of a resilient system are aligned 
with the three conditions of resilient situations approached by 
Westrum (2006a): 

• Being prepared provides the ability to avoid something bad 
from happening. 

• Being flexible becomes fundamental to ensure survival 
under varying conditions and degraded modes. 

• Being adaptive supports quick recovery from disruptions and 
regain of desired performance. 

Resilience related assessment and modelling tools are context-
based and require a thorough understanding of the system 
dynamics and interdependencies. 

Different computer-based tools have been developed. Some of 
them address specific complexity driven problems and industry 
domains; others have a more generic structure, essentially 
aiming to support systems understanding and analysis. 

The Functional Resonance Analysis Method - FRAM (Hollnagel 
et al, 2014) is essentially a system modelling tool that focuses 
on system interdependencies, their dynamics and complexity. It 
is grounded on resilience engineering principles and provides a 
fundamental support to such ends by supporting systems 
understanding. 

FRAM is the supporting tool for Resilience assessment that will be used within RESOLUTEI being 
based on the notion of functional resonance discussed in Section 3.3.  

Within the contexts of Urban Critical Infrastructures (UCI) and Urban Transport Systems (UTS), a 
system function is something of either a human, technological or organisational nature, which 
transforms the state of the system towards fulfilling the operational purpose of this system. This 
introduces in the modelling a diversity of factors relating to system dynamics, which frequently are 
unobserved within models based on organisational structures or process flows. 

FRAM is based on four basic principles: 

• Success and failure are equivalent in the sense that they both emerge from performance 
variability. 

• Variability becomes necessary as a way for people to adjust tools and procedures to match 
operating conditions. 

• Emergence of either success or failure is not the direct result of variability within a given task or 
function, but rather to the unexpected combination of variability from multiple functions. 
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 Keywords Concepts Implications for RESOLUTE 
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European Critical Infrastructure 

Sensitive critical infrastructure 
protection related information 

Stakeholder and operator 

Risk, threat and protection 

Interdependency 

Directive 2008-114-CE 

• Consolidation of responsibilities and increased coordination 
capabilities, namely around national institutions in charge of 
civil protection. 

• Creation of national committees for the implementation of 
national CIPs programmes, gathering representatives from 
industries, and any other public and private. 

• Identification and assessment of vulnerabilities and threats, 
aiming to determine risk levels. 

• Identification of additional protection requirements and 
deployment of appropriate measures in coordination with 
potentially affected member states. 

RESOLUTE tools aim at producing coordination and decision-making support, which will directly 
target: 

• The importance of substantial improvements on the means of communication and coordination, 
both at member state level and EU level. 

• The nomination of ECIP contact points, through which all matters related to national, bilateral 
and multilateral coordination should be addressed. 

• Internal legal order at member state level that establishes the need for suitable security 
planning and the requirements for reporting and information sharing, so as to support 
coordination needs, both at member state and EU levels. 

The large majority of member states have implemented Directive 2008-114-CE, along with other 
relevant legislation, which will provide a suitable framework for the implementation of RESOLUTE 
output. 

The improved alignment between legal and normative approaches facilitate the adoption of 
common and coordinated action and the implementation of shared tools such as the RESOLUTE 
output. 

The pursuit of integrated management practices, as proposed by most recent editions of ISO and 
EN standards, not only supports cooperation and coordination, but also enhances adaptive 
capacities by facilitating a more flexible approach to resource planning and allocation, among 
others.  
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Methods 
  Classroom training 
  Simulator training 
  On-the-job-training 
  Drills and exercises 
  E-learning  
  Serious gaming 
      Narratives + quizzes 
      Simulations  
      Adventures / puzzles 
      Role play     
 
Knowledge 
Skills 
Abilities 
Transfer 
 
 
 

 

Serious gaming is one of various available approaches for 
training professionals and citizens with the aim of increasing the 
resilience of UTS. Serious gaming has several advantages; it is 
cost-efficient, motivates users well, and can achieve a deeper 
experience or elaboration of the contents by the user. It can 
support different types of learning:  

 Active learning 

 Constructive learning 

 Self-steered learning 

 Social learning 

 Emotional learning  

 Situated learning  
Some serious games for citizen trainnig are available; they 
represent different genres, learning contents and learning 
approaches.  

Learning contents comprise awareness, knowledge (how to 
prepare, what to do, disaster facts, probable risks), and 
decision skills. Motivators to play serious games can be: 
fantasy, curiosity, challenge, control, rules, and audio-visual 
design 

The RESOLUTE Game-Based Training App (GBTA) should support all named content 
dimensions:  

 Awareness 

 Knowledge 

 Decision 
 

It should make use of several motivators and support not just active but also constructive learning. 
Additionally, it would be desirable to also support either social or situated learning.  
 
The gaming method should make evaluations easy, in order to compare costs to benefits, which is 
central in resilience engineering.  
 
The best method seems to be a serious game based on the quizz-genre, enriched by CBT-/WBT 
features (such as a compelling story or characters), similar to serious games developed in 
education for clinical experts.  
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7.2 An overview of the ERMG 

Meeting the political concern in the EU to improve Europe’s resilience to face crises and natural disasters, the 

RESOLUTE project will develop a set of appropriate tools towards the resilience of European CIs. Regarding 

every CI and the particular case of transport systems, it is recognised that it is urgent to develop a common 

practice and appropriate tools to cope with the continuously changing nature and aetiology of threats, risks and 

systems’ vulnerabilities. Therefore, the development of the European Resilience Management Guidelines 

(ERMG) constitutes an important resource to be developed. This focuses on providing support to multiple 

decision-makers and actors at different managerial and operational levels and across different types of 

stakeholders with CIs, where given the scope of RESOLUTE, transport systems will be highlighted. Despite the 

wide range of possible users, the ERMG are meant for the use by professionals at middle management levels of 

organisations. 

There is extended literature on how to develop guidelines and the precise methodology should and is varying 

according to the needs and the actual content of the guidelines in question. In large, there are a number of steps 

to be taken into account. The first step is usually the planning and definition the guidelines scope, which includes 

the definition of the content, the target audience, the estimation of the needed and available resources, as well as 

the identification of (1) the existing literature and practical experience in the field, and (2) the actors that should be 

involved or consulted, to finally decide about what would be the best format for such guidelines. Thus, the 

methodology to be followed vary according to the needs and the actual content of the guidelines in question. 

7.2.1 The ERMG and the RESOLUTE approach  

Acting towards the resilience of critical infrastructures and particularly those related to urban transport systems 

(UTS) require appropriate tools that can provide improved support to systems operations under high variability 

and uncertainty conditions. These tools should support decision makers and Critical Infrastructure (CI) managers 

in a self-evaluated multilevel gap analysis for resilience improvement in respect to the state of affairs of the 

targeted CI. Thus, the state of the art (SoA) provides the required basis for the development of the European 

Resilience Management Guidelines (ERMG) with the aim of providing such support. A system perspective based 

on the application of the Functional Resonance Analysis Method (FRAM) will be applied to model a generic CI 

and to identify which are the desired functions and the related interdependencies that should be implemented in a 

CI to be resilient. Thus, for each function identified, the ERMG provides a number of recommendations on how to 

dampen function performance variability to continue delivering the desired outcome under unexpected conditions 

or event. The objective is to sustain the adaptive capacity of the system to continuously changing operational 

conditions (flexibility) and the continued and coherent pursuit of goals within their own timescales. The result will 

be a corpus of guidelines grounded on sustained adaptability principle and applicable across the various types of 

Cis. Additionally, the following advantages are expected: 

 The development and promotion of a shared body of knowledge and a common understanding of 

resilience; 

 The development and continuous improvement of guidance tools according to real needs, success or 

failure cases and technology advancement; 

 An increased awareness and preparedness for different stakeholders through resilience-based training 

program; 

 The promotion of a socio- economic perspective of resilience; 

 The undertaking of specific research on resilience. 
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7.3 An overview of the CRAMSS 

One of the main outcomes of the RESOLUTE project, apart from the previously mentioned ERMG, is the 

Collaborative Resilience Assessment and Management Support System (CRAMSS). In combination with the 

other WP5 applications, the CRAMSS is meant to support the application of the resilience concept as defined in 

this deliverable. In line with the resilience principles previously outline, this means essentially meeting the needs 

for integration and cooperation amongst the various stakeholders, taking into account the multiple goals and 

context under which these operate. 

The CRAMSS will be the Graphical User Interface of a sophisticated platform that will process and seamlessly 

fuse information from different sources providing decision supportive information to relevant actors in the Urban 

Transport System (UTS). Some possible users and actors of the CRAMSS application are:  

 One Central Decision Maker (“CDM”, e.g. the city’s mayor, Home office or Homeland security services, 

among others, depending on national policies and legislation) 

 An evacuation responsible (e.g. civil protection) 

 UTS operators (e.g. control centres for tramway or metro networks and bus services) 

 Police forces 

 Fire brigades 

 Ambulance services 

Different levels of clearance will be supported, according to the profile of each of the individuals logging into 

CRAMSS using their own credentials.  

The main feature of the CRAMSS will be its in-depth information and comprehensive dashboard, which will be 

displayed in the shape of an interactive map, tables formats and graphs, depending on user needs, context and 

scope. While this is still on-going work, the information that will be displayed to the CRAMSS’s users is planned 

around the following items:  

 Priorities of action, as defined by the CDM  

 Status of local WiFi (e.g. in Florcence, the city’s open WiFi)  

 Weather data (actual status and forecast, in particular details regarding severe weather conditions)  

 Social network analysis: results of the twitter crawler (main trends)  

 On a map:  

o Sensor-based detection of incidents (e.g. fire, flooding, heavy rainfalls, etc.) 

o Positions of civilians (or concentration of civilians per area of the city) 

o Positions of rescue teams and other related resources 

o Positions of public transport stations and stops, and other related services 

o Positions of POIs like schools (plus context information, e.g. number of children currently 

present at the school).  

o Status of nodes with respect to capacity (e.g. full / half-full / empty)  

o Results of the re-routing suggestions (from the evacuation DSS) 

o Results of the suggestions by the UTM DSS (e.g. green waves on certain streets)  

Behind the carefully designed GUI, a hierarchically structured set of smart and efficient task-specific Decision 

Support Systems (DSS) will complementarily act, so as to process different types of UTS stakeholders and 

entities, namely humans, private and public transport vehicles, traffic lights & signs, among others, in such a way 

so as to produce optimised information that supports preventive and proactive actions. 

One particular CRAMSS user (e.g. civil protection) will be enabled to oversee and manage the Evacuation DSS. 

In an emergency, this Evacuation DSS will determine the best way of how to evacuate all citizens from a certain 
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affected area and send each person a personalised messaging/guidance through a RESOLUTE’s designed and 

accessible mobile app, leading them through safe and secure escape routes and locations.  

The CRAMSS will, according to the currently known user requirements, be displayed on a desktop PC that is 

added to or available at the workplaces of the different CRAMSS users. It is important to note that the CRAMSS 

will not substitute other existing technology. Its users will still use their every-day tools for doing their job. They 

will use the CRAMSS as an additional support system. The CRAMSS will, as currently planned, not include any 

specific hearing aids or cognitive aids directed at disabled users. This is rather relevant to the ESSMA.  

7.3.1 The CRAMSS and the RESOLUTE approach  

The CRAMSS contributes to the resilience of the UTS as it supports actors in making optimal use of the available 

resources and by improving the coordination between actors. These effects can happen on various levels:  

 At the street level, the evacuation DSS enhances resource efficiency by assigning people to the correct 

escape routes (the crucial resource is in this case the throughput-capacity of streets) and thus 

minimizing damage by increasing the speed of evacuation. Furthermore, the UTM DSS and UPT DSS 

allow for a better use of means of public transport (e.g. busses) or of road capacities with respect to the 

flow of private vehicles, which also optimises the allocation of scarce resources.  

 At the operator level, the DSSs do not take decisions on their own, they rather propose solutions to 

different actors. Thus, the CRAMSS follows the resilience approach: to manage the dynamics, 

complexity and uncertainty immanent in modern UTS, individual actors take local decisions on how to 

best apply their given resources. The CRAMSS supports these (possibly) locally dispersed experts by 

providing useful information: For example, it will display where citizens are being evacuated to in case of 

an emergency, so transport resources can be adjusted accordingly. 

 At the level of the central decision maker, the CRAMSS will allow the definition of top level objectives 

and priorities and an assignment of operators and available resources to certain objectives. This 

supports coordination of resource allocation and the synchronisation of actions by individual local 

operators, as they can see the situation as a whole and, for example, perceive which actions of other 

actors and system components (e.g. decision support systems) may influence their own behaviours.  

Actors in the UTS need to deal with dynamics, complexity and uncertainty (Norros, 2004) that cannot be 

controlled on the basis of fixed rules and procedures.  

Dynamics refer to the fast changing status of single functions or aspects connected to the functions, such as 

outputs. The CRAMSS supports dealing with dynamics by providing constantly updated information. It is provided 

in the shape of widgets (the dashboard) that join information from a variety of sensors and sources. The 

organisation of the widgets can be personalised to increase the efficiency of use.   

Complexity makes reference to the number of elements and interconnections that define a system, and thus the 

difficulty of predicting system behaviour. Dealing with complexity requires a top level overview of the system and 

its status, such as a representation of the system’s functions and their interconnections. The representation of the 

status of the UTS, modelled as a FRAM, helps decrease the effect of complexity and help the user understand 

and predict the behaviour of the system as a whole.  

Uncertainty is in this case perceived as task uncertainty: the existence of unclear connections or links between 

what has to be done and the results that will be achieved (Navarro, Díez, Gómez, Meneses & Quijano, 2008, p. 

263). Following empirical findings (Leuteritz, Berger & Navarro, 2016), at least three types of task uncertainty can 

be measured: lack of clarity of goals, new situations, and non-routine.  
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 “lack of clarity of goals” is characterized not well-defined objectives. Achieving sufficient coordination 

among locally dispersed operators requires each of them to understand which objectives have been 

prioritised by the top level authorities. The CRAMSS allows for the top level decision maker to declare 

such priorities and consequently to allow each actor to see the broader picture.  

 “New situations” are characterized by unpredictable and fast-changing demands from the outside that 

the worker or team needs to adapt to. The CRAMSS responds to this demand by providing top level 

objectives and informing about the status of relevant variables, such as weather, traffic situation, the 

output of decision support systems, and social media analysis.  

 Non-routine refers to the methods and tools used by the operator to deal with tasks. The resilience 

approach responds to this type of uncertainty by demanding the same tools and methods to be used in 

normal conditions and emergency situations. This is realised in the CRAMSS: the functionalities 

available do not change depending on any emergency having been detected or not.  

7.4 An overview of the ESSMA 

The Emergency Support Smart Mobile App (ESSMA) is a smartphone application meant to be used by citizens 

and rescuers. The app will provide each individual with personalised information. The ESSMA will be available for 

Android OS and iOS. While the CRAMSS is restricted to authorised users, the ESSMA is for everyone.   

Citizens will be provided with the following information:  

 Re-routing suggestion in case of congestion in certain nodes of the UTS (e.g. large crowds in certain 

metro stations, traffic jams on certain streets)  

 Information on detected incidents (e.g. flooding in the city centre)  

 After an incident, the re-routing suggestion shows the user how to self-rescue out of the affected area, 

taking into account the person’s mobility parameters.  

Rescuers will receive the following information:  

 Re-routing suggestion in case of congestion in certain nodes of the UTS (e.g. large crowds in certain 

metro stations, traffic jams on certain streets)  

 Information on detected incidents (e.g. flooding in the city centre) 

 After an incident: location of citizens that may require help to leave the affected area.  

 After an incident: location of other rescuers 

 Like for citizens, it can provide route guidance out of the affected area.  

The ESSMA is directed at the general public and is particularly relevant for vulnerable users of the UTS, such as 

children, elderly or disabled persons. Therefore, it needs to fulfil accessibility criteria to ensure that it can be used 

by people with hearing loss, limited eyesight or with any mobility impairment.  

7.4.1 The ESSMA and the RESOLUTE approach 

The ESSMA supports the management of resilience in UTS by helping all stakeholders to make a better use of 

the existing resources – individually and as a group. The aim is to minimise time and effort taken for evacuation, 

as affected people should find the most viable exit route by themselves and faster than what is currently 

envisaged (without the ESSMA). It also minimises the time rescuers need to find people in need of help, by thus 

making it easier to coordinate search and rescue resources when different rescue teams are in the area.  

Apart from providing important information to the users, the ESSMA also serves the purpose of providing relevant 

user data (user profile and position) to the background processes of the CRAMSS; this data is necessary for the 

CRAMSS to operate correctly, e.g. when identifying the best evacuation procedure. This makes user data 
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available as an additional resource in the resilience management of the UTS; a resource which is put to good use 

as it is picked up by automated processes (e.g. the evacuation DSS), as well as provided to the CRAMSS users 

to enhance the data basis of individual decisions under uncertainty.  

7.5 An overview of the GBTA 

The Game-Based Training App is meant for the public and intends to prepare users for critical situations. This 

may mean raising awareness of certain topics, highlighting hazardous areas and high risk situations that may be 

misperceived by the public, and achieving better preparation for critical events, such as specific training for 

flooding, earthquake, among others. The app will be available on Android and iOS.  

Within the RESOLUTE project, the GBTA will be filled with an exemplary training content for a flooding scenario, 

which is the pilot scenario selected for Florence. The app will feature a training scenario based on a sequence of 

narratives, enriched by several decision points along its course. The details on the background that led to the 

current concept are given in chapter 6.  

7.5.1 The GBTA and the RESOLUTE approach 

In addition to the ESSMA, the GBTA is also meant to increase the efficiency of rescue, as people are made more 

aware of hazards and risk, and prepared to act more accordingly (e.g. with too many people grouping up in 

certain areas of the city). Thus, the GBTA is meant to activate additional resources in the UTS, which are the 

capabilities of trained citizens, as opposed to untrained citizens. The difference such training can make is, for 

example, visible in Japan where extensive and recurrent drills have reduced the number of earthquake 

casualties, compared to other places in the world that suffer this type of catastrophe, even with less frequency 

and severity. The training is meant to act on all cornerstones of resilience and thus exceeds effects during crisis.  

Training citizens are more likely to help decreasing variability in system outputs, thus contributing to dampen any 

effects of potential functional resonance (Hollnagel, 2012), e.g. by decreasing the negative effects of untrained 

citizens on system performance. The most important effect is raising awareness about the possible 

consequences of events that citizens deem unlikely to affect them.  

7.6 RESOLUTE objectives and outputs 

This section relates the three main tools previously outlined to RESOLUTE objectives. Table 7.2 provides a 

summary of the main features of key RESOLUTE outputs, as previously outlined, and relates them with the 

implications for project objectives presented in Table 7.1. 
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Table 7.2: RESOLUTE objectives and outputs 

RESOLUTE implication RESOLUTE 
outcome 

RESOLUTE development to answer to the implication 

The target system for RESOLUTE is the urban transport system (UTS), which is a complex and 
safety-critical sociotechnical systems, within which the different modes and related 
vulnerabilities constitute the targets of RESOLUTE. 

CRAMSS, 
ESSMA, 
GBTA 

All RESOLUTE applications are focused on the UTS.  

Complexity generates emergent system behaviours that cannot be understood nor deducted 
from the independent analysis of system components. 

The underspecified nature of operations and high uncertainty must be placed at the core of 
management practices. 

Understanding and managing variability & uncertainty, which increases the system complexity 
and place it in the scope of intractability, is a major issue towards Resilience (Mansfield, 2010; 
Jackson, 2010; Hollnagel, 2009; 2009a). 

Theories and operational models supporting decision making according to each situation are 
required. Risk and safety are important factors involved in decision-making in naturalistic 
settings. 

Decision-making and risk-taking are closely related: both involve related cognitive processes; 
decision-making entails risk-taking; risk-taking involves action resulting from a decision-making 
process with more or less knowledge of its possible outcomes; risk-taking requires preparation, 
training and knowledge, together with situation awareness (Boy, 2013; Bellet et al. 2011).  

CRAMSS  The CRAMSS is meant to help decision makers, possibly acting at geographically different locations, to 
understand the dynamics of the system, to predict what is going to happen and to harmonize decision-making 
among the actors. These actors take risks and make decisions under uncertainty, using their everyday tools 
and based on their experience. The CRAMSS adds relevant information that the experts can re-interpret based 
on their experience, and with respect to the main objectives defined by the central decision maker.  

The CRAMSS is created to help operators understand the complex system beyond the selective pieces of 
information currently available to each individual.  

The CRAMSS does so by providing the dashboard, featuring live data that is currently not available to the 
different actors. Data on weather, POI context information, citizen movement, and traffic re-routing strategies in 
place are displayed to operators in a personalized way.  

Furthermore, the CRAMSS supports decision making in underspecified systems through the FRAM (see 
below).  
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FRAM is the supporting tool for Resilience assessment that will be used within RESOLUTEI 
being based on the notion of functional resonance discussed in Section 3.3.  
Within the contexts of Urban Critical Infrastructures (UCI) and Urban Transport Systems (UTS), 
a system function is something of either a human, technological or organisational nature, which 
transforms the state of the system towards fulfilling the operational purpose of this system. This 
introduces in the modelling a diversity of factors relating to system dynamics, which frequently 
are unobserved within models based on organisational structures or process flows. 
FRAM is based on four basic principles: 
o Success and failure are equivalent in the sense that they both emerge from 

performance variability. 
o Variability becomes necessary as a way for people to adjust tools and procedures to 

match operating conditions. 
o Emergence of either success or failure is not the direct result of variability within a given 

task or function, but rather to the unexpected combination of variability from multiple 
functions. 

The unexpected “amplified” effects of interactions between different sources of variability are at 
the origin of the phenomenon described by functional resonance  

CRAMSS The CRAMSS will be the users’ interface to seeing the results of the FRAM operationalization: Once variability 
is measured (e.g. by sensor data that relates to the output of a certain function), then the user can more easily 
track down possible causes or consequences of such variability and act accordingly. This may help reduce 
variability timely, or at least to limit the effects of functional redundance.  

Decision-support-systems integrated in the CRAMSS ensure that the human operator has the last word and 
produce output that increases the predictability of what is about to happen next. 

 

Adoption of the Resilience Engineering approach  

Resilience definition: 

o The intrinsic ability of a system to adjust its functioning prior to, during or following changes 
and disturbances, so that it can sustain required operations under both expected and 
unexpected conditions (Hollnagel, 2011). 

Resilience approach:  

o Target the success rather than avoiding the undesirable  

CRAMSS, 
ESSMA, 
GBTA 

CRAMSS:  The CRAMSS follows the resilience approach by constantly showing system parameters in the 
dashboard – under “normal” and emergency conditions. The operators can thus reference their actions to 
everyday “successful” operations. The CRAMSS improves the communication between different operators 

The priorities blackboard helps to harmonize actions among different actors.  

ESSMA:  The ESSMA supports the adjustment of the UTS by re-allocating travelling citizens to the correct 
streets or intersections, based where they have to go. Avoiding the overload of single nodes, the system 
operation is more likely sustained. The app is always available, not just in emergency conditions and thus 
follows the resilience approach. It can, e.g., be used BEFORE an incident happens to minimize negative 
effects.  

GBTA:  The GBTA helps create additional resources – trained and prepared citizens, who take an active role in 
the mitigation, or at least consume less effort by rescue teams. Thus, more resources are available for 
maintainnig system operations. The GBTA targets showing users how to behave so that system success is 
maintained, e.g. by avoiding crowded areas when certain parts of the city are blocked due to flooding.  
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Understanding complex sociotechnical systems 

o Intra and inter-systems interactions 

• Efficient communication 

o Variability and Change leading to Uncertainty 

• Managing uncertainty 

 

CRAMSS, 
ESSMA 

CRAMSS: The CRAMSS improves the communication among operators, via the priorities blackboard and via 
the representation of information that automatically captures individual operator decisions (such as traffic 
management actions shown on the map). It helps the user cope with unclarity of goals (or objectives), new 
situations and non-routine. It also provides the escape routes for the ESSMA;  

ESSMA: The ESSMA improves the communication among citizens or between the citizens and the operators, 
who, aided by the Decision-Support-Systems, can easily and effectively influence the self-rescue routes of the 
citizens. It helps citizens to cope with uncertainty by suggesting an escape route, if necessary. In this case, it 
decreases uncertainty by providing information that the user otherwise would not have. Another important 
feature of the ESSMA is that it collects user data and makes it available to the CRAMSS and its background 
processes. It thus helps operators to manage uncertainty by making several variables, e.g. the dispersion of 
people throughout the city known.  

o Developing and stimulating human autonomy and ability towards a sustainable adaptability CRAMSS, 
GBTA 

CRAMSS: The CRAMSS supports the autonomy of the operators by making them less dependent on actively 
getting additional information, e.g. through phone calls.  

ESSMA: The ESSMA helps citizens to self-rescue without any rescue teams coming to aid.  

GBTA: The GBTA develops the human autonomy of the citizens, so they can contribute to the resilience of the 
UTS. It prepares them for certain scenarios of crisis and enables them to take the correct decisions before, 
during, and after a critical event. 

Sustained adaptability through a permanent adjustment towards the success 

Abilities to be developed: 

o Ability to address the “actual” and respond to regular or irregular disruptions by adjusting 
function to existing conditions – knowing what to do 

o Ability to address the “critical” by monitoring both the system and the environment for what 
could become a threat in the immediate time frame – knowing what to look for 

o Ability to address the “potential” longer term threats, anticipate opportunities for changes in 
the system and identify sources of disruption and pressure and their consequences for 
system operations – knowing what to expect  

o Ability to address the “factual” by learning from experiences of both successes and failures 
– knowing what has happened 

CRAMSS, 
ESSMA,  

GBTA 

CRAMSS: The CRAMSS indirectly supports these abilities, which the operators as experts in dealing with 
complexity have to develop themselves. The CRAMSS, e.g. allows the operators to prioritize certain pieces of 
information when they know “what to look for”. A log file helps recover “what has happened” after an event.  

 

ESSMA: The ESSMA supports users in “ knowing what to do” in case of emergencies, or when certain risks 
are detected (e.g. big crowds amassing in several squares of the city, with the risk of possibly leading to the 
blocking of crossroads and mass panic).  

 

GBTA:  The training addresses all aspects of sustained adaptability: knowing what to do (in case of event X), 
knowing what to look for (information on signs of danger; communication channels), knowing what to expect 
(facts about disaster types), and knowing what has happened (facts about past disasters)  
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