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Development of European Resilience Management Guidelines

“Reducing the vulnerabilities of Critical Infrastructures and increasing their resilience is
 one of the major objectives of the EU”

European Resilience Management Guidelines focus on infrastruc-
tures in the public sector, such as highways, roads, bridges, air-
ports, public transport, water supply facilities, wastewater treat-
ment facilities, and solid-waste and hazardous-waste services. 
These infrastructure sectors range from agriculture and food sys-
tems, national monuments and commercial facilities, to energy 
and water supply systems, road infrastructures of other public 
facilities. 

The proliferation of critical-infrastructure sectors has added com-
plexity to an already complex fi eld. In order to simplify and eff ec-
tively focus in a critical range of such systems, the concept of a 
“lifeline system” was developed. 

This concept aims to evaluate the performance of large, geo-
graphically distributed networks during hazardous natural events. Lifelines are grouped into six principal systems: 
electric power, gas and liquid fuels, telecommunications, transportation, waste disposal and water supply having in 
commons is that they are intimately linked with the economic well-being, security and social fabric of the communi-
ties they serve. 

Critical Infrastructures – the EU perspective 

According to the defi nition given by the EC, Criti-
cal Infrastructure (CI) is an asset or system which is 
essential for the maintenance of vital societal func-
tions. The damage, destruction or disruption of may 
have signifi cant negative impacts for the security of 
the EU and the well-being of its citizens. CI, is an area 
of major interest for the safety and security of the 
citizens of the EU territory and, as such, it deserves 
a special focus to what regards its optimal function, 
protection and risk avoidance/prevention. 

The European Commission has as a of today estab-
lished a number of documents related to directives 
and norms in the fi eld of Critical Infrastructures and 
them resilience.



Reducing the vulnerabilities of critical infrastructure and increasing their resilience 
is one of the major objectives of the EU. An adequate level of protection must be 
ensured and the detrimental eff ects of disruptions on the society and citizens must 
be limited as far as possible, whilst increasing the ability to cope with growing op-
erational pressures emanating from factors such as the scarcity and variability of 
resources. For example, critical infrastructure that has long been subject to risks as-
sociated with physical threats and natural disasters is now increasingly exposed to 
cyber risks.

Today, there are numerous risk analysis tools, indicating where and when confl ict is 
likely, which areas are exposed to natural disasters, modelling how economic shocks 
and pandemics might spread, or how climate change will aff ect diff erent communi-
ties and regions. 

This is the gap that the ERMG is striving to fi ll in, by suggesting guidelines for re-
silience management, focusing in the actual functions necessary for the eff ective 
operation of a critical infrastructure and given in a generic manner, so as to be ap-
plicable to and adaptable by any kind of critical infrastructure. 

For the needs of RESOLUTE, the ERMG is being adapted and operationalized for the 
Urban Transport System (in Deliverable D3.7 and through the tools of WP4) and 
tested in real life environments in the two RESOLUTE test sites (City of Florence and 
Athens Metro). 

ERMG documents is available on the project website : http://www.resolute-eu.org

The need for European Resilience Management 

Guidelines (ERMG)

Meet RESOLUTE at HUMAN-
IST Conference!

RESOLUTE will be present 
during Resilience Special 
Session at European Confer-
ence on Human Centred De-
sign for Intelligent Transport 
Systems organised in Lough-
brough, UK, by HUMANIST 
VCE.

More information at: http://
conference2016.humanist-
vce.eu

Urban Transport Conference

An interesting conference 
with a specifi c topic on sus-
tainability and resilience will 
take place in Greece organ-
ised by Wessex Institute.

Check the programme at:

http://www.wessex.ac/ur-
bantransport-2016
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